VSB - Technical University of Ostrava

Faculty of Electrical Engineering and Computer Science

Enhancing the Physical Layer
Security of Wireless Communication
Networks with Wireless Power

Transfer

Ph.D. THESIS

2021 Hung Duy Ha



VSB TECHNICAL FACULTY OF ELECTRICAL
|| || UNIVERSITY | ENGINEERING AND COMPUTER
OF OSTRAVA | SCIENCE

Department of Telecommunications
17. listopadu 2172/15, 708 00 Ostrava, Czech Republic

Ph.D. Thesis

ENHANCING THE PHYSICAL LAYER SECURITY OF WIRELESS
COMMUNICATION NETWORKS WITH WIRELESS POWER
TRANSFER

Delivered in April 2021

Doctoral Study Program:
P1807 Computer Science, Communication Technology and Applied Mathematics

Doctoral Study Branch:
2601V018 Communication Technology

PhD. Student: Hung Duy Ha

Student ID: HADO0045
Email: duy.hung.ha.st@vsb.cz

Supervisor: prof. Ing. Miroslav Voznék, Ph.D.

Email: miroslav.voznak@vsb.cz



Declaration

I declare that this thesis was written on the basis of original research conducted by me under
the guidance of my supervisor at the Faculty of Electrical Engineering and Computer Science
at VSB - Technical University of Ostrava as a candidate for the Doctor of Communication
Technology.

My work included below was conducted under the supervision of prof. Miroslav Voznak.
This thesis has never been submitted for any other degree or award at any other universities or
educational institution.

This is a true copy of the thesis, including required final revisions, as accepted by my exam-

iners. I understand that my thesis may be made electronically available to the public.

Ostrava, April, 2021



Acknowledgement

This thesis marks the end of my journey in obtaining my Ph.D. It has been a period of intense
learning, not only in the scientific arena but also on a personal level. Writing this dissertation
has had a great personal impact and I would like to reflect on the people who have supported
and helped me so much throughout this period.

First and foremost, I would like to express my deepest appreciation to my supervisor prof.
Miroslav Voznak for his careful guidance and providing me with the best possible work envi-
ronment. He helped me tremendously in acquiring knowledge on many topics, both related and
unrelated to this thesis. He continually and convincingly conveyed a spirit of adventure in re-
gard to research and new challenges. Without his guidance and persistent help, this dissertation
would not have been possible.

Special thanks to Dr. Ha Dac Binh for providing insight into some of the problems
encountered along the way. He helped me understand new topics quickly and guided me through
effective research methods. Under his guidance, I successfully overcame many difficulties and
learned much. I remember with delight the moments when he offered me valuable suggestions
and corrections and reviewed my progress in the thesis.

I am also extremely indebted to Dr. Tran Thanh Phuong, Dr. Tran Trung Duy and
Dr. Nguyen Nhat Tan for providing the for their valuable advice, constructive criticism and
extensive discussions concerning my work.

Finally, I wish to thank members of my family for their support and encouragement through-

out my studies.



Abstrakt

V poslednich letech se pozornost v bezdratovych sitich presunula z témat limitd spektralni
ucinnosti a kvality sluzeb (QoS) na energetickou tcinnost a zelenou komunikaci, zejména v
sitich paté generace (5G) a Sesté generace (6G), jakoz i v sitich IoT, aby se snizila spotfeba
energie mobilnich zarizeni a senzori. Na druhé strané se v soucCasné komunikaci klade stéle
vétsi diraz na bezpecnost, pricemz zabezpeceni fyzické vrstvy se stava uc¢innou a perspektivni
metodou, a to kromé kryptografickych technik, které se pouzivaji ve vyssich vrstvach.

Motivovan vyse uvedenym se v této diserta¢ni praci snazim navrhnout strategie pro integraci
technologie ziskavani energie a zabezpeceni fyzické vrstvy v kontextu bezdratovych prenosovych
siti. Konkrétné se zaméruji na studium vykonnostnich parametri z pohledu bezpec¢nosti a spo-
lehlivosti komunikace v relay sitich umoznujicich ziskdvani energie za pritomnosti odposlecht
nebo odposlechovych kanalti. Zkoumam efektivitu riznych strategii nebo protokolti pro ziskavani
energie a riznych bezpecnostnich technik na fyzické vrstvé, jako je kooperativni ruseni ¢i vybér
relay uzlu, abych doporucil konkrétni modely, které mohou zlepsit celkovou vykonnost komuni-
kac¢nich systémt. Pro analyzu vykonnosti se berou v tivahu nasledujici faktory: pravdépodobnost
vypadku (OP), pravdépodobnost zachyceni, kapacita utajeni, pravdépodobnost vypadku utajeni
(SOP). Vyrazy uzavienych forem téchto faktoru jsou v této dizertaci odvozeny pro kazdé nové
navrzené schéma.

Na druhé strané je také zkouman vliv riznych nezddoucich podminek, jako je odhad chyb v
kanale a vliv hardwaru na vykonnost navrhovanych schémat ziskavani energie a bezpecnostnich
strategii na fyzické vrstvé pro bezdratové prenosové sité. Dale jsou pouzity pokrocilé komuni-
kacni techniky, véetné viceskokové komunikace, plné duplexni komunikace, komunikace MIMO s
diverzitnimi technikami a neortogonalnim vicenasobnym pristupem NOMA. Za tcelem ovéreni
platnosti odvozenych matematickych vztaht je pro kazdy ziskany vysledek nastavena a spusténa

nezavisla simulace metodou Monte Carlo.

Klicova slova: Zabezpeceni fyzické vrstvy, ziskdvani energie, vykon utajeni, pravdépodobnost

vypadku, propustnost, NOMA.



Abstract

In recent years, the main focus for wireless networks has been shifted from spectral efficiency and
quality of service (QoS) constraints to energy efficiency and green communication, especially in
the fifth generation (5G) and sixth generation (6G) networks as well as IoT networks, to reduce
the power consumption of mobile devices and sensor. On the other hand, security has become
more and more important in contemporary communication and physical layer security has been
considered as an effective and a perspective method to enhance the information security beside
the cryptography techniques that are used in upper layers.

Motivated by the above issue, in this dissertation I aim to propose strategies to integrate
energy harvesting technology and physical layer security in the context of wireless relay networks.
Specifically, I focus on studying the security and reliability performance of energy harvesting
enabled relaying networks in the presence of eavesdroppers or wiretap channels. I investigate the
efficiency of different energy harvesting strategies or protocols and various security techniques at
physical layer, such as cooperative jamming or relay selection to recommend specific models that
can improve the overall performance of the communications systems. For performance analysis,
the following factors are considered: outage probability (OP), intercept probability, secrecy
capacity, secrecy outage probability (SOP). The closed-forms expressions of these factors are
derived for each newly-proposed scheme in this dissertation.

On the other hand, the effect of different undesired condition, such as channel estimation
error and hardware impairment, on the performance of the proposed energy harvesting schemes
and security strategies at physical layer for wireless relay networks is also investigated. Fur-
thermore, advanced communication techniques, including multi-hop communication, full-duplex
communications, multiple-input multiple output (MIMO) communications with diversity tech-
niques, and non-orthogonal multiple-access (NOMA), are also applied to enhance the system
performance. In order to verify a validity of the derived mathematical expressions, an indepen-

dent Monte Carlo simulation is set up and run for each achieved result.

Keywords: Physical Layer Security, Energy Harvesting, Secrecy Performance, Outage Proba-
bility, Throughput, NOMA.
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1 Introduction

1.1 Motivation and goals

Today, wireless devices such as mobile phones, smartphones, iPads, laptops, etc. have become
no stranger to the everyday lives of humans. Information security for these devices is thus an
important issue in communications, especially in government, military, finance, and banking
services. So far, data encryption and decryption algorithms such as AES or Blowfish have been
employed to ensure information security. These algorithms are commonly applied at the appli-
cation layer with the assumption that the link between the transmitter and receiver (physical
layer) has been set and is error-free. However, in wireless communication systems, especially
in distributed networks such as wireless sensor networks and ad hoc wireless networks, the dis-
tributed nature of the channel makes it vulnerable to attack or eavesdropping. The current
solution for wireless communication is to apply complex data encryption and decryption tech-
niques (at the application layer). However, this is inefficient in a fast-fading radio environment.
More importantly, large-scale networks such as encryption protection are unfeasible. Recently,
physical layer security, which achieves secure transmissions by exploiting the dynamics in the
physical layer, has drawn much attention [1], [2]. Coupled with the rapid development of wireless
devices is the need for energy for these devices. The applications on wireless devices, in addition
to the ever-increasing demand for monitors, increase power dissipation. One of the solutions to
meet this need is to make batteries that can store large amounts of energy. In addition, fast and
convenient charging is another direction many research staff and manufacturers are pursuing
today. There are many ways to recharge, but wireless charging is still the most convenient and
easy method. Some examples of wireless charging are solar, heat energy, and radio frequency
(RF). In particular, RF technology is the emerging method for charging. A typical radio power
station consists of an uninterruptible access point that broadcasts radio signals that carry both
information and energy to the terminals. At these terminals, some activity occurs as the infor-
mation receiver (IR) decodes the received signal, while another receiver (ER) receives energy by
drawing energy from electromagnetic waves. To overcome the extremely large attenuation due
to propagation through the wireless environment, energy loading devices must be deployed near
the access point. Naturally, the new concept of physical layer security can be applied to wireless
networks with RF power transfer in order to achieve robust secure transmission. Physical layer
security (PLS) has been studied in various scenarios, but a paucity of research contributions
on investigating the security issues of RF power transfer networks still persists, which is the
motivation for this dissertation. Note that the employment of RF power transfer in wireless
networks results in dynamic power at the receivers, which makes the analysis of the PLS of RF

power transfer networks different from that of wireless networks without RF power transfer.



1.2 Purpose of the Research

e Dissertation for new RF energy harvesting wireless communication network models.
e Suggestions for new protocols to enhance the physical layer security for wireless networks.

e Analyses of the secrecy performance of these proposed systems through expressions of
the probability of existence of security capacity and the secrecy outage probability (SOP)

derived from the use of the statistical characteristics of dynamic channels.

e Simulation and evaluation of the security performance of these systems.

1.3 Dissertation Thesis Structure

This dissertation is organized as follows: Section 2 presents the background of the dissertation,
Section 3 determines the aims of the proposed research, and Section 4 shows the State-of-the-Art.
Section 5 introduces Performance Analysis of RF EH protocols, especially the hybrid TPSR,
for various network models under different channel and transceiver conditions. Section 6 is
design secrecy protocols at the physical layer and propose methods of calculating and analyzing
secrecy performance of wireless networks. Section 7 integrate energy harvesting together with
other advanced techniques to further strengthen network security and reliability. Last but not
least, section 8 contains a conclusion and future work plans. The references and candidate’s

published research papers are at the end of the thesis.



2 Background

2.1 5G-6G network development trend

Commercial approvals have been officially declared for the deployment of fifth generation (5G)
wireless systems in numerous countries, with 5G enabled smart phones and infrastructures
already appearing in the market [3]. Prior to recently emerging commercial applications of
5@G, research exploring future wireless systems has already extended to the concept of beyond
5G (B5G). Furthermore, since 2018, scholars have begun to focus on the concept of 6G and its
applications [4]. The architecture in Fig. 2.1 presents a bridge from the 5G networks towards
beyond 5G/6G networks. The architecture also defines the applications and services that will

be offered by the 6G network [5]. In [3], the authors have identified five 6G core services and
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Figure 2.1: A recommended architecture for next-generation wireless communication [5].

enlisted two centricities and eight key performance indices (KPIs) to describe these services,
as well as enabling technologies to fulfill these KPIs. According to this paper, one of the 6G

core service is focused on providing secure wireless computing in the digital world, contrasting



with the scenario centric services based on 5G and B5G evolutions. Cyber and physical layer
security issues within wireless networks are widespread in daily life. Security should therefore
be considered as a basic performance requirement of wireless computing in 6G. In [5], the
authors discussed six challenges for 6G networks, including trustworthiness (i.e. 6G should
provide the proper tools to enable protection of end-users). The authors also recommended seven
6G technology components, including higher frequencies, distributed coherent massive MIMO,
integrated connectivity and sensing, integrated AI for automation, serviced-based networks,
flexible topologies and deployments, and zero-energy devices.

It is readable from the above mentioned technology trend prediction that integration of tech-
nologies and security are two important issues in the development of next generation wireless
networks. These issues are also my main interest of research for my PhD studying. In my
dissertation, I focus on the integration of RF EH techniques (as one of the seven technology
components mentioned above) and physical layer security in different advanced schemes of wire-
less networks. This integration also includes other candidate techniques for 5G, B5G, and 6G
networks, such as MIMO, NOMA, FD, cognitive radio networks, etc. The next two subsections
present some background knowledge on RF EH and physical layer security.

2.2 RF Energy Harvesting (EH)

The proliferation of wireless devices and the spread of wireless communication networks render
the task of energy supply an ever-growing challenge. Reliable and sustainable energy sources
should be deployed to guarantee effective performance of wireless networks. In recent years, EH
technologies are emerging as a promising method to power the nodes of a wireless communication
network [6], [7]. EH communication devices are able to harvest ambient energy from their
surrounding environment, and are therefore less dependent to nonrenewable energy sources and
can enjoy a prolonged lifetime. The idea of using renewable ambient energy sources rises the
possibility of having green communication networks.

The concept of wireless power transfer (WPT) was first proposed by Nikola Tesla in 1899,
which focused on high-power-consumption applications. This area emerged again with recent
advances in silicon technology and multiple-antenna technology. It is expected that innovative
WPT networks are the key enabler of the IoT to connect all devices together via wireless powered
sensors for the development of smart cities [8].

The existing WPT technologies can be categorized into three classes: inductive coupling,
magnetic resonant coupling, and RF-based WPT. In contrast to the first two technologies, RF-
based wireless information and power transfer (WIPT) exploits the far-field properties of EM
waves, which enable concurrent wireless charging and data communication over long distances.
In addition, RF-based WIPT utilizes the RF spectrum and the radiation is regulated by the
government to ensure safety. More importantly, RF signals can serve as a dual-purpose carriers

for conveying both information and power simultaneously [9].



2.2.1 Receiver Structure for WIPT

Figure 2.2: A typical architecture for RF-based EH receiver circuit.

Figure 2.2 illustrates the typical architecture of a RF-based EH receiver, which contains a
rectifying circuit, consisting of a diode and a passive low-pass filter (LPF). This circuit con-
verts received RF signals to DC signals to charge the built-in battery, which stores the energy.

According to the energy conservation law, the harvested energy can be expressed as

T]PtGT
= dg B

E), (2.1)

where 7 € (0, 1) denotes the overall energy conversion efficiency at the receiver, P, is the transmit
power, d is the distance between the energy transmitter and its receiver, 6 denotes the path loss
factor, T denotes the block time, and G represents the combined gain of the transmit and receive
antennas as well as the channel. RF-based EH technology can be classified into simultaneous
WIPT (SWIPT), wireless-powered communication (WPC), and wireless-powered backscatter
communication (WPBC), e.g., [10], [11]. Specifically, in SWIPT networks, cf. Figure 2.3a, a
transmitter broadcasts an information-carrying signal to provide information and energy delivery
service simultaneously. In wireless-powered communication networks (WPCNs) as in Fig. 2.3b,
wireless-powered devices first harvest energy, from dedicated energy transmitters (ET) or from
ambient RF sources, such as hybrid access points (H-APs), and then exploit the harvested energy
to transmit information signals. Hybrid access points (H-APs) are deployed which are capable of
sending wireless power to users via WET in the downlink (DL) as well as coordinating wireless
information transfer (WIT) to/ from users in the DL/ uplink (UL), respectively. In WPBC, cf.
Figure 2.3c, energy is transferred in the downlink and information is transferred in the uplink,
where backscatter modulation at a tag is used to reflect and modulate the incoming RF signal for
communication with a reader (e.g., access point). Since no oscillators are needed at the tags to
generate carrier signals, backscatter communications generally entail orders-of-magnitude lower
power consumption than conventional radio communications.

The first and ideal receiver design for WIPT was introduced in the seminal paper of Varshney
[12], where the information and the power can be extracted from the same received signal

receiver. It was pointed out later that [13] such an assumption cannot be realized in practical
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systems because EH circuits harvest the energy of the received signal directly in the RF domain,
which destroys the modulated information (e.g., phase-embedded information) in the signal.
In addition, conventional information decoding is performed in the digital baseband and the
frequency down-converted signals cannot be used for EH [8]. Zhang and Ho in [13] proposed to
split the received RF power into two distinct parts, one for EH and the other one for information
decoding. This lead to two practical receiver architectures for WIPT, namely, time-switching
receiver (T'SR) and power splitting receiver (PSR), as illustrated in Fig. 2.4.

For the TSR, at any time the received signal is only connected either to the information
receiver or to the energy receiver. The receiver switches between the co-located EH circuit and
information decoding circuit for harvesting energy and decoding information in successive time
slots. This receiver is considered to be easy to implement but with the reduction in throughput.

For the PSR, the received signal is split into two streams by a power divider with a fixed
power ratio, which are used for EH and ID, respectively. This receiver incurs a higher receiver

complexity compared to the TS process, but it enables the possibility of SWIPT and is more
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suitable for applications with critical information/energy or delay constraints than the TSR [8].

2.2.2 WIPT in Cooperative Networks

2.2.2.1 EH model in half-duplex relay networks
A typical EH-based HD relay network over a specific fading channel (maybe Rayleigh, Rician or

Nakagami-m fading) is illustrated in Fig. 2.5, in which the source (S) and destination (D) can
exchange their signal with the help of a relay (R).

O V=

Relay
h
RD

Source Destination

Figure 2.5: A simple HD relay network.

As mentioned above, two traditional EH schemes are usually considered, namely TSR pro-
tocol and PSR protocol [14]. For TSR protocol, as presented in Fig. 2.6a, the total symbol
duration T is divided into two intervals with lengths o and 1 — «, respectively, where 0 < o < 1.
The first interval corresponds to the EH phase, and the second interval corresponds to the in-

formation transmission phase (which in turn can be divided into two sub-phases: from S to R

and R to D, respectively).



During the first interval (EH phase), the RF signal received by R can be formulated as
yr = hs + Ny, (2.2)

where z, is the energy-transmitted signal with E {|x5|2} = P,, n, is the zero-mean additive
white Gaussian noise (AWGN) with variance Ny. Here E (-) denotes the expectation operation.

Then, the total harvested energy of R during EH time o1 is given by
ER = nPs|hsg|*aT, (2.3)

where 0 < 1 < 1 is the energy conversion efficiency which depends on the rectification process
and the EH circuitry [15] and Pg denotes the transmission power of the source S.

During the third interval (information forwarding phase), the relay uses this amount of
energy to forward the source message to the destination. By the law of energy conservation, the

average transmit power of R can be found by

2
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Figure 2.6: EH protocols for HD relay networks.

For the PSR protocol, presented in Fig. 2.6b, the total symbol duration 7T is divided into two
intervals with lengths T'/2 and T'/2, respectively. The first 7'/2 interval is used for the source to
relay information transmission, and the remaining half, 7'/2 is used for the relay to destination

information transmission. During the first half of the block time, the fraction of the received



signal power, (1 — p)P (P is the transmit power of source) is used for EH, and the remaining
received power, pT is used by the source to relay the information message, where 0 < p < 1.

The received RF signal at the input of the EH unit can be calculated as

Yhr = \/ﬁyr = \/ﬁhxs + \/ﬁnr (25)

From Equation (2.5), the harvested energy at R in the first interval 7'/2 can be formulated

as the following
T
Ep = npPlhsr|’3. (2.6)

R uses this amount of energy to forward the information signal in the second phase. By the

law of energy conservation, the transmit power at R in the second phase can be calculated as

p(PSR=HD) _ E,  npPlhsr*(T/2)
R

- - = npP 2 2.
/2 /2 npP|hsg| (2.7)

Besides the two protocols mentioned above, I also study a new protocol that was recently
introduced, called the hybrid time-switching and power-splitting (TPSR) protocol [16]. Fig.
2.6¢ shows the time allocation in each transmission block. In the first interval of length T,
where 0 < a < 1, S transfers energy by RF signal to the relay R;. In the next (1 — a)7/2
interval, the power of the signal sent by S is split into two components: the first component
with a power of pP;, (0 < p < 1) is used to harvest energy, while the second component with
a power of (1 — p)Ps is used to decode the information at Ry. In the final interval with length
(1 — a)T'/2, Ry transfers information to D using the harvested energy from previous intervals
[17], [18].

By the similar analysis as above, we can get the formula for the total harvested energy by

the relay R as

(1—-a)T

Eg, = nPs|hsg,|* |oT + p 5

(2.8)

and the average transmit power of the relay during the information forwarding phase can be

found as

R (1 -a)T/2 (1—a)

_ E P 212 1-
p(TPSR—HD) R _ nPslhsr|” 2a+ p(1 — a)] (2.9)

2.2.2.2 EH model in full-duplex relay networks

Fig. 2.7 plots the system model of a FD relay network with one source (S), one relay (R)
and one destination (D). In our model, every terminal operates in a FD mode, where the relay

is equipped with two antennas, one for transmitting and the other for receiving. In this system



/
~!

Source Relay Destination
Figure 2.7: A simple EH-based FD relay network

model, we denote the channel gain between node S and the relay R is hgr, between the relay
R and the destinations, D is hrp, the self-interference channel gain at R is hrgr. Furthermore,
the relay has only the energy to serve their purpose, so it needs to harvest the energy from the
node before forwarding the information messages to the destination. The three EH protocols
are summarized in Fig. 2.8. The EH model for FD networks only differs from the HD networks

- T -
. S>> R—>D
Lo T il Information Transmission
= aT = (1-¢)T "

(a) TSR EH protocol

Energy Harvesting Information Decoding
PPs (1- p)P, _ .
Information Transfer - Information Relaying
Energy Harvesting
S—R.R—D 0P,
(1-p)Ps
T * oT a (1-0)T
(b) PSR EH protocol (c) TPSR EH protocol

Figure 2.8: EH protocols for FD relay networks.

by the information forwarding time. So, we can easily get the formulas of the average transmit
power by the relay for three above protocols respectively as

prsrrFp) _ __Er_ _ naT Ps|hsg|” _ kPs|hsr|* (2.10)
R 1-a)T (1-a)T 2 '
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_ E Ps|hgr|*T
P}(%PSR FD) _ TR _ 77PSITSRI — npPs|hsn|? (2.11)
prPsrR-FD) _ _ Er nPslhsrlap - rpPs|hsrl” (2.12)
R 1—a)T 1—-a) 2 '
A 2
where £ = 5.

2.3 Physical Layer Security in Wireless Communication Networks
2.3.1 Introduction

Today, wireless communications are increasingly used for a very wide range of applications, in-
cluding banking and other financial transactions, social networking, environmental monitoring,
and many others. Therefore, the security of wireless communication networks is of critical so-
cietal interest. Wireless security has traditionally been implemented at the higher layers rather
than physical layer of wireless communication networks model. Data confidentiality, encryption
are the primary methods of ensuring information security and its work well in most current
situations. However, in some emerging networking technologies, issues of key management or
computational complexity make the use of data encryption difficult. For examples, in wireless
ad-hoc networks, the messages may pass through many intermediate terminals on the way from
source to destination. Sensor or radio-frequency identification (RFID) networks might arise
in the envisioned IoT, in which the end devices are of very lack of energy and computational
capability. For the above reasons, PLS in wireless cooperative networks has become a major
research topic in recent years, and considerable progress has been made in understanding the
fundamental ability of the physical layer to support secure communications and in determining
the consequent limits of this ability [19]. In particular, there are two principal properties of
radio transmission namely diffusion and superposition can be exploited to provide data con-
fidentiality through several mechanisms that degrade the ability of potential eavesdroppers to
gain information about confidential messages. These mechanisms include the exploitation of
fading, interference or artificial noise, path diversity and spectrum sharing, all of which also

lead to potential techniques for implementation in practical wireless communication systems.

2.3.2 Information Theoretic Perspective

The problem of secure communication from an information theoretic perspective was first studied
by Shannon. This work focused on symmetric key encryption systems, perhaps a more relevant
development in this area was Aaron Wyner’s work on the wiretap channel, which introduced the
idea that secrecy can be imparted by the communication channel itself without resorting to the
use of shared secret keys [20].

As show in Fig. 2.9, Alice wants to transmit a confidential message M to Bob while keeping

it secret from Eve. Accordingly, Alice must encode the message M into a codeword X", Bob
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will receive Y™ and recover the original message. Note that a codeword of length n makes
use of the channel n times; ie., X" = (Xl, .y X™), where X' is sent in the ith channel use.
Similarly, Y = (Y!,..,Y") and Z" = (Z',..., Z") describe corresponding channel outputs at

the legitimate receiver and eavesdropper, respectively.

Noisy y" .
Channel Bob M
Noisy
Channel

Figure 2.9: Wyner’s wiretap channel.

The secrecy is defined in terms of equivocation, or conditional entropy. Specially, it required
that the conditional entropy 1 H(M|Z™) ~ L H(M) so that the knowledge of the channel output
Z™ does not decrease the uncertainty rate about the message M; in other words, it does not pro-
vide any information about M. This criterion is known as weak secrecy and is often equivalently
written in terms of mutual information as

1 n

—I(M;Z") —— 0. (2.13)

n n—oo
This quantity describes the information leaked about M to Eve in terms of a rate due to the
normalization by the block length n. This definition of secrecy has its vulnerabilities as in [21]
and can be strengthened by dropping the division by n to

. n

This condition is termed strong secrecy and the intuition is to have the total amount of infor-
mation leaked to Eve disappear as n — oo. Strong secrecy for the wiretap channel was first
considered in [1]. Recently, different approaches to achieve strong secrecy were presented in [22],

[23]. This demonstrates the usefulness of the strong secrecy criterion and establishes a desirable

and practically relevant operational meaning.

Cs = o (VYY) = 1(V; 2)), (2.15)

where the maximization is over all random variables V and X such that the Markov chain
relationship X — Y — (Y, Z) is satisfied.
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Obviously, the mutual information term I(V;Y') represents the channel quality of the le-
gitimate link and describes the rate at which Alice can reliably transmit to Bob. Accordingly,
the term I(V';Z) represents the channel quality of the eavesdropper link and the maximum
transmission rate is penalized exactly by this quantity. Another important observation is that

to have a positive secrecy capacity, the channel to Bob must have have an advantage over Eve.

2.3.3 Physical Layer Security over Fading Channel

The information theoretic approaches to security discussed above for discrete memoryless chan-
nels are extended to models for physical wireless channels. As a result, PLS mechanism will be
established by exploiting the fading channel of wireless communications. Recall the Gaussian
wiretap channel, one of the most basic model for wireless channels, having linear time-invariant
multiplicative links corrupted by AWGN [24]. When Alice transmits a signal X;, the received

signals Yp; at Bob and Yg; at Eve at channel use i can then be expressed as

Ypi=hpX;+ Npj,,
Yei=hpXi+ Ng,. (2.16)

where hp and hg are the channel gains between Alice and Bob and between Alice and Eve,
respectively, and Np; and Ng; are AWGNSs, independent of the transmitted signals, with zero
means and variances U% and a%, respectively. Here, white noise refers to a random process
that is independent from channel use to channel use. Considering an average transmit power

constraint of P, the secrecy capacity of the Gaussian wiretap channel is given by

1 Plhp|*\ 1 Plhg|’
Cszlog<1+ |QB‘ )—10g<1+ |2E| ) (2.17)
2 o 2 oy

where all hp;, hgi, NB;, and are mutually independent. Here, hp; and hg; are fading coef-
ficients that characterize the communication conditions at channel use i. The input signal is

n

subject to an average power % S F [Xf] < P constraint and the noise processes, which are
i=1

independent from channel use to channel use, are Gaussian with zero means and variance 0%

and 0% respectively, as before.

For ergodic fading channels, the fading coefficients are independent and identically dis-
tributed and are allowed to change from channel use to channel use. Hence, Alice, Bob, and Eve
might experience a different fading state for each channel use. Assuming that all terminals have
perfect channel state information (CSI) about the current fading state, so-called instantaneous

CSI, the ergodic secrecy capacity has been proposed in [25] and is given as

1 Plhsl?) 1 Plhg|’
| = “log (1 ~ “log 1 . 2.1
Cs = gmax, l2 Og( T TRl (2.18)
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2 2

where v is the power allocation and A = {(hB, hg): “%‘ > “ff;'} , so that the expectation is
B E

taken over all fading realizations in which Bob experiences a better channel in terms of signal

to-noise ratio than Eve; i.e., F 4 [.] denotes the expectation over all (ha, hg) € A.

2.3.4 Physical Layer Security in Cognitive Radio Networks

2.3.4.1 Cognitive Radio Networks

Cognitive radio is a technology that can solve the scarcity of RF spectrum by allowing secondary
users to opportunistically access the licensed channels without causing interference to the com-
munications of the primary users [26]. Cognitive radio can change its transmitter parameters
based on interaction with the environment in which it operates. There are two main character-
istics of the cognitive radios. The first is cognitive capability, which refers to the ability of the
radio technology to sense the information from its radio environment. Through this capability,
the spectrum resources that are not used by primary users can be detected. Consequently, the
best spectrum allocation schemes and transmission parameters can be selected. The second is
re-configurability which enables a user to change the transmitting channel quickly and adap-
tively according to the radio environment. The components of a cognitive radio network show
in Fig. 2.10 and can be classified as: the primary networks and the cognitive networks. The
primary network (or licensed network) is referred to as an existing network, where the primary
users have a license to operate in a certain spectrum band. If primary networks have an in-
frastructure, primary user activities are controlled through primary base stations. Due to their
priority in spectrum access, the operations of primary users should not be affected by unlicensed
users. The cognitive radio network (also called secondary network, or unlicensed network) does
not have a license to operate in a desired band. Thus, additional functionality is required for

cognitive radio users to share the licensed spectrum band.

2.3.4.2 Physical Layer Security in CRNs
However, characteristics of cognitive radio technology have introduced new types of security
threats and challenges in this environment [27]. First, there are both primary users and sec-
ondary users in the network and the secondary users should have the ability to tell the difference
between primary users and malicious nodes. Second, the accuracy of sensing information gath-
ered by secondary users is important but the malicious users may collect the same things to
attack or interfere legitimate users. Owing to this fact, PLS has attracted significant atten-
tion in research community as an efficient approach to guaranteeing secrecy in cognitive radio
networks. There have been studies that focused on PLS, from various perspectives and config-
urations, and under the context of cooperative communications [28] and cognitive radio [29)].
The theoretical basis of PHY security for MIMO systems was investigated in [30] under the
assumption that the perfect CSI of the eavesdropper channel is available. PHY security has

also been investigated in relay networks. In [23], the authors proposed cooperative relaying
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Figure 2.10: Cognitive Radio Network Architecture [23]

protocols to increase the secrecy rate. In [27], cooperative beamforming and user selection
techniques were exploited to enhance the secrecy rate and SOP. Furthermore, the work in [31]
introduced a secure switch-and-stay combining protocol to deal with the high relay switching
rate issue of the CSI-based relay selection schemes.

The authors in [25], investigated PHY security through the use of beamforming (BF) com-
bined with the injection of artificial noise. In [32], cooperative jamming was considered to
enhance PHY security. Recently, a novel mode in which a relay, called jammer, transmits jam-
ming signals to cause adding interference at the eavesdropper was proposed [20]. In that paper,
the authors suggested several relay and jammer selection schemes to enhance the information
security. Another related paper is [31], where the authors aimed to maximize the secrecy rate
of secondary networks in an underlay cognitive radio MIMO broadcast channel.

Recently, security issues in cognitive radio networks have gained a great attention from the
research community. In [33], to improve the PHY security for CRN, algorithms for selecting
which secondary users (SU) share the licence spectrum were proposed. These solutions based
on the fact that interference from secondary users affects not only on primary users but also on
eavesdropper. While in [19], secondary transmitter (ST) was selected such that maximizes the
secrecy capacity of the secondary link. Another solution was introduced in [1], where an jamming
signal was sent along with information from ST to secondary receiver (SR). Particularly, in that
work authors applied optimal theory to design the ST’s transmit signal to maximize the secrecy

performance of the the secondary network.
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3 State-of-the-art

The concept of "Information security at the physical layer' was first introduced in 1949 by
Prof. Shannon in his pioneering paper titled "Communication Theory of Secrecy Systems" [22].
However, not until recent years, thanks to the rapid development of radio communications,
did this new concept attract interest from the academia and signal its widespread adoption in
the study of information security for radio communication systems. Researchers have recently
focused on information security issues at the physical layer in three main approaches: key-based
secrecy, keyless security, and the evaluation of whether a system is capable of ensuring security
at the physical layer.

The first approach looks for a security key based on the characteristics of the transmission
environment. This is entirely feasible due to the complexity of the transmission environment of
wireless communications. For example, different users will have different noisy versions of the
transmitted signal, which allows encryption of the security key and ensures security between
legitimate users. In 2003, Maurer et al. proposed several key agreement security protocols
which can be implemented in a two-way public channel observed in the presence of passive
eavesdropping equipment [34]. Ahlswede and Csiszar studied the increase of capacity in security
keys with the aid of relevant information and obtained single-letter of the secrecy capacity with
many arbitrary endpoints [35]. Chen and Jensen later developed protocols to generate security
keys for MIMO systems with a channel correlation coefficient of time and space [36].

The second approach focuses on building a random encryption mechanism which seeks to
hide the flow of information in the community to weaken interference eavesdropping devices by
mapping each message to many code words according to an appropriate probability distribution.
In this way, maximum ambiguity is created at eavesdropping devices, which indicates that com-
munication can be safe without using a security key. Poor and Debbah demonstrated through
their research groups that the above approach can be done via cooperative communications [37],
by applying antenna selection techniques [1], or by solving the optimization problem using game
theory [17]. Another method is the use of artificial noise to improve the security performance
in wireless systems, which was proposed by Krikidis [38].

The third approach is to find a method of evaluation of whether the system is capable of
ensuring information security. A system is considered capable of ensuring information security
if channel legitimate capacity is greater than or at least equal to the eavesdropper channel
capacity. The difference between channel legitimate capacity and eavesdropper channel capacity
is called secrecy capacity, which is an important index to evaluate the security performance of
the system. Performance evaluation of information security protocols at the physical layer for
different types of channels was proposed by Sarkar [39]. In 2012, Pinto [40] studied the maximum
secrecy capacity of the system and information-sharing capabilities of bugged machines (joint
decoding). In another direction, Han’s group investigated algorithms, such as matching theory

[41] and coalitional games [42], to evaluate information security protocols at the physical layer
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of the relay network.

RF has attracted the attention of the scientific community as a separate issue with the
transmission of radio information. People have often used navigation antennae or large aperture
antennae to overcome the high attenuation of radio energy transmission. With the development
of RF energy circuits over the past few decades, low power transmissions for mobile devices
in wireless systems have drawn increasing attention [2], [43]. The authors in [2] proposed a
structure of wireless networks for RF charging stations overlapping cellular networks.

In [43], the authors proposed a harvest-then-transmit protocol for wireless networks coupled
with energy transmission. In addition, many new navigation techniques are under current de-
velopment to improve the efficiency of wireless energy transfer for mobile applications [43], [44].
The use of RF signals for two purposes of energy transfer and information transmission has
been widely accepted until today [12], [45]. Simultaneous wireless information and power trans-
fer (SWIPT) [13] has been proposed for the transmission of RF energy, often in low power areas,
such as wireless sensor networks. SWIPT provides an advantage in terms of control to ensure
low energy and information transfer requirements without sacrificing much of the transmitter
hardware. However, the latest research results suggest that the optimal transfer of information
and radio energy must pay for the design of the radio system. [12], [46]. The cause is that
the RF signal determines the quality of the information, whereas the mean square value of the
RF signal is the transmitted energy. As a result, the amount of information transmitted and
transmitted energy cannot simultaneously reach the maximum. This led to the need to redesign
the existing wireless network.

Security issues in wireless radio transmission networks with SWIPT appear when the trans-
mitter can amplify information transmission power to facilitate the reception of energy at the
receiver, easing the leak of information. One measure to reduce the potential for eavesdropping
on unfriendly devices is the antenna orientation, which enhances the security of wireless net-
works. Much of the current research focuses on the use of artificial noise and interference signals
to enhance energy transfer and improve system security. This idea is to attenuate the recep-
tion signal at the eavesdropping device by adding an artificial noise signal to the transmission
channel.

Regarding the research in Vietnam and the Czech Republic on the topic of this thesis, to the
best of my knowledge, some works focused on information security at the physical layer in RF
energy transmission networks. Specifically, Bao et al. studied the possibility of using forwarding
node selection to increase information security at the physical layer and simultaneously compared
the information security capacity of three switch node types. They also studied the possibility
of using multi-channel communications to improve the security capacity of radio systems [47].
In addition, other studies investigated and evaluated the security performance of cognitive radio
networks [48], PLS performance in dissimilar channel networks with legitimate channel fading
different from illegal channel’s [49], or PLS of the UWB broadband and multi-legged systems

with multiple eavesdropping devices. Recently, the Wireless Communications Research Group
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(WiCOM) at Ton Duc Thang University (TDTU) has also published several interesting results
on the performance analysis of EH in an advanced communication system such as FD [50],
MIMO [51], and NOMA [52] systems. Novel and effective EH protocols [53] and performance
analysis of diversity techniques in EH-based wireless relay networks [51] were also investigated,
but PLS was not mentioned in these works.

In the Czech Republic, perhaps the most contributions to performance analysis of EH and
physical layer security have been from the research lab led by Voznak. In 2019, Huynh [54] de-
livered a PhD dissertation in which he investigated the performance of EH protocols for two-way
relay networks which applied NOMA for enhancing transmission reliability. He also introduced
the idea of combining NOMA with PLS to get the best improvement. However, his work was
limited to two-way dual-hop single-antenna relay networks with a simple PLS model (only one
single-antenna eavesdropper). It should be noted that perfect channel state information and
perfect hardware were assumed in that dissertation. However, more advanced PLS schemes
were presented in Phu’s dissertation [55]. The main goal of Phu’s dissertation was to find effec-
tive schemes of PLS to enhance the security of cooperative relaying networks, especially in the
presence of hardware impairment. This dissertation focused on underlay cognitive radio net-
works with dual-hop or multi-hop relays, in which a secondary user wants to transmit data to
another secondary user without being intercepted by a nearby eavesdropper or interfering with
the communication of primary users. The author mainly investigated the security performance
of the network in two cases: dual-hop and multi-hop relaying, and the proposed schemes were
developed on the relaying selection mechanism. EH was not the main focus in that dissertation.
The author only introduced the EH method to supply power for the jammers and degrade the
decoding performance of the eavesdropper. Only TSR protocol was considered, and only a direct
link between source and destination was applied (without any relay). It is clear that the physical
layer information in the radio energy transmission network has not been investigated much and

that many challenges still need to be addressed.
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4 Aims

This section lists the specific goals and a rough plan for each part of the proposed research.
Before looking at detailed goals, I would like to present the scope of my dissertation, which is
limited to the following. First, my dissertation thesis focuses on different techniques applied to
the physical layer. Regarding the wireless channel models, I consider three models, including
Rayleigh, Rician, and Nakagami-m channels. The secrecy performance metrics include secrecy
capacity, probability of non-zero secrecy capacity, security outage probability, and intercept
probability. Channel estimation errors and hardware impairment levels, if they exist, will be
modeled as Gaussian random variables throughout the dissertation. For EH purposes, I focus

on harvesting from RF signals, either from the communication nodes or the power beacons.

4.1 Aim 1: Extend the research on RF energy harvesting protocols, espe-
cially the hybrid TSR and PSR protocol, for a broader range of wireless
relaying network models under different channel and transceiver condi-

tions.

Energy harvesting from the RF signal sources to prolong the lifetime of energy-constrained
wireless networks such as cellular networks or wireless sensor networks has been investigated for
at least a decade. To contribute to the continuous development of EH, I study novel wireless
network models that take into account the radio energy transfer. Specifically, advanced tech-
niques that have been the candidates for 5G and 6G mobile communications, such as full-duplex
(FD) communication [56], non-orthogonal multiple-access (NOMA) [57], etc., should be studied
together with RF energy harvesting protocols to ascertain novel communication schemes that
could enhance the overall system performance. My first goal is to derive the closed-form expres-
sions of the OP and the average throughput of these systems as the key performance metrics.
The validity of the derived expressions are checked with independent simulations. From these
results, the impact of EH parameters, such as the TS factor and PS factor, and other transceiver
and channel parameters, such as source transmission rate and transmitting-power-to-noise ratio,
the channel average gain on system performance can be revealed. For certain scenarios, either
the optimal TS or PS ratio is determined to maximize the information throughput from the

sources to the destinations.

4.2 Aim 2: Proposal of a new secrecy protocol at the physical layer and a
comparison the secrecy performance with existing protocols to validate
that my protocol achieves better results.

Besides the conventional cryptographic techniques employed to improve security, the pioneering
work by Wyner [58] on wiretap channels and subsequent [59], [60] work showed that secrecy can

also be guaranteed along with reliability by introducing randomness in coding or signaling to
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confuse the eavesdropper at the physical layer. This is known as physical layer security (PLS).
During the last decade, PLS has experienced a resurgence of interest from a host of scientists
[61] due to its potential to enhance the quality of communication to satisfy the vast demand of
mobile users.

Hence, I focus on some novel secrecy protocols at the physical layer for wireless relay net-
works. In this part of my dissertation, I provide a security analysis for some advanced PLS
protocols for wireless relay networks, where the users communicate with the aid of intermediate
relay nodes but suffer eavesdropping from unfriendly users. In this context, both the reliability
and security aspect should be taken into consideration. In particular, I analyze and present
performance evaluation expressions regarding the PLS of the system, such as the amount of
security, the probability of the existence of security capacity, and the probability of the secu-
rity stop. From the analyses, as the second aim, I propose new advanced protocols which can
enhance the security of wireless sensor relay networks (WSRN). Again, the effect of the various
channel and transceiver parameters on the reliability and security performance of the networks

mentioned above is investigated carefully through analysis and simulation.

4.3 Aim 3: Integrate EH and PLS together with other advanced techniques
(such as MIMO beamforming, multi-hop communications, jamming, etc.)
to further strengthen the capacity to ensure better network security and
reliability than the used approaches nowadays.

To the best of our knowledge, the study of PLS in RF EH-based networks has not been inves-
tigated much in the literature. One of the most recent results of PLS in EH-based networks
[62], which was published in early 2020, only considered a simple relay network with a single
relay. Motivated by these above facts, I provide a thorough analysis in this dissertation of the
reliability and security performance of various models of wireless relay networks which employ
EH protocols in the presence of eavesdroppers.

I derive the closed-form expression of key performance factors for my proposed models, in-
cluding the OP of legitimate communications, the intercept probability of the eavesdropper
(IP), the SOP of the system, and the average secrecy capacity (ASC). In fact, this is a challeng-
ing problem since the probability analysis involves many random variables, which complicates
derivation. It is worth noting that optimal values of the EH parameters, such as the time-
switching factor and PS factor for each relay and jammer configuration, should be available.
These are determined in this dissertation.

Furthermore, advanced techniques to further enhance the information security capabilities
of the network are integrated into my new system model, including MIMO beamforming or
diversity, multi-hop relaying, and friendly jamming. The general method for achieving this goal
is an assessment of the results acquired alongside the constraints to propose better solutions and

compare the obtained results with previous studies under the same conditions.
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5 Performance Analysis of RF EH protocols, especially the hy-
brid TPSR, for various network models under different chan-

nel and transceiver conditions

For achieving the first goal of my dissertation, I apply all available RF EH protocols, includ-
ing TSR, PSR, and hybrid TPSR protocols, to different configurations of wireless cooperative

networks and provide the thorough performance analysis of these systems.

5.1 RF Energy Harvesting in Full-Duplex Relaying Networks

FD transmission is a promising technique to enhance the capacity of communication systems.
In this section, we propose and investigate the system performance of the EH-based two-way
FD relaying network over Rician fading environment. I introduce two models that apply RF
energy harvesting, including two-way relaying model and multi-source relaying model. [HDHO04],
[HDHO6], [HDH10], [HDH11], [HDH14|, [HDH15], [HDH16] [HDH17].

5.1.1 Energy harvesting based two-way full-duplex relaying network over a Rician

fading environment

5.1.1.1 Introduction

In the 5G era, wireless networks should offer up to tens of Gbps data rate to support a variety
of emerging services, which stimulates researchers to continually explore innovative techniques
with higher spectrum efficiency. The concept of FD technique, which allows the communication
node to transmit and receive signals over the same frequency band at the same time slot, has
been proposed and discussed [63], [64]. In comparison with the HD mode, FD mode can double
the spectral efficiency, because it exploits the resources more efficiently.

Two-way relaying, where two users exchange information with each other via a single or
multiple relays, provides improved spectral efficiency compared to conventional one-way relaying
by using either superposition coding or physical layer network coding at relays. Relaying and FD
schemes are combined to achieve higher data rates [65], [66]. In [65], the authors investigate one-
way FD (OWFD) relaying and two-way HD (TWHD) relaying to minimize/recover the spectral
efficiency loss associated with one-way HD (OWHD) relaying which requires additional resources
(e.g., time slots or frequencies) to transmit data. In [66] and [67], the authors present OWFD
relaying with multiple antennas to provide a solution to overcome the spectral efficiency loss
in OWHD relaying. In [68], the authors investigate OWFD relaying with opportunistic relay
selection to enhance the performance of OWHD relaying. It can be seen that most previous
works are focused on OWFD relaying, and there have been few works on two-way FD (TWFD)
relaying.

In this section, the system performance of the time-switching EH-based TWFD relay network

over Rician fading environment is proposed and investigated. Firstly, we analyze and demon-
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strate the analytical expressions of the AT, OP, the optimal TS factor, and SER of the proposed
system. In the second step, the effect of various system parameters on the system performance
is presented and investigated. In the final step, the analytical results are also demonstrated by

Monte-Carlo simulation.

5.1.1.2 System Model

é : h é hy : é
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Figure 5.1: System model.

In this part, I investigate the performance of EH methods applied for a TWFD relaying
network over Rician fading environment, which is illustrated in Fig. 5.1. The information trans-
mission and energy transfer between the nodes A, B via the helping relay R. Each node has
two antennas, which are responsible for signal transmission and reception, respectively. EH and
information processing at the relay follow the TSR protocol similar to Fig. 2.8a. The informa-
tion transfer process should consist of two phases: (i) multiple-access phase: two sources A and
B send their message to the relay; and (ii) broadcast phase: relay R amplifies the sum of two
received signals from A and B, then broadcasts it to A and B again. At each node A and B, its
own message is subtracted from the received signal, and the remaining signal is decoded to see
the original message from the other source. [HDH10].

Using (2.10) for each source and then combining them together, we get the average trans-

mission power of R as

Er  naTPap

Pr= 1-a)T (1-a)T

(\hAR\Q + \hBR\g) = gPAB (\hAR’2 + \hBR‘Q) ; (5.1)

A 2na
where k = 7.

For FD system, the multiple-access phase (MAP) and the broadcast phase (BCP) can occur

at the same time. Therefore, the received signal at the relay can be expressed as

Yr = harTA + hBrZB + hRRTR + NR, (5.2)
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where x5, xg are the transmission signal from A and B, respectively, hgrr denotes the residual
self-interference channel at R and ng the zero-mean additive white Gaussian noise (AWGN) with
variance No, E{|z4|?} = E{|z5|*} = Pap; E{|zr|*} = Pgr. Here E{-} denotes the expectation
operation, hagr, hgr are the Rician channel gains.

In this model, the amplify-and-forward (AF) relaying strategy is used. Hence, the received
signal at relay R is amplified by a factor 5 which is given by

TR Pr
YR PAB’hAR’ +PAB’hBR’ +PR’hRR| + Ny
Then the received signal at the node A can be express as
Ya = harTr + haaza + na, (5.4)

where xg are the transmission signal from R, h44 denotes the residual self-interference channel
at node A and n4 is the zero-mean AWGN with variance Ny. Combining (5.2) and (5.3), (5.4)

can be rewritten as

ya = BhApra + Bharhprrp + BharhrrTR + BRARNR + haaTa + na. (5.5)

In (5.5), the first term of equation (8h% zx4) can be removed due to network coding as presented
in [69]. By substituting (5.1), (5.3) into (5.5) and doing some algebras, the received signal-to-

interference-plus-noise ratio (SINR) at node A can be obtained as

w2 har|?|heR|? <|hAR|2 + |hBR|2>

YA = ’ (56)
[(!hARIQ + !hBR\2> (G <H|hAR|2N0 + 2No)} +2
where we denote ¢ = Qg;ﬁl = Q]:ﬁ}il'
At high SINR regime, (5.6) can be approximated as
XY
PP (5.7

~ XNy + 2Ny mwr 12’

where ¢ = Nio,wl = |hag|®, w2 = |herl*

In this analysis, please note that for convenience, the residual self-interference (RSI) at the
three nodes is modeled as i.i.d. AWGN with zero mean and variance of Qrgr, Qaa, QBpB,
respectively [70]. In addition, please note that if we set = Qrr = Qa4 = Qpp = 0 and
replace k by 2k, 74 turns into SINR of HD AF relay system. For similarity, we can obtain SINR

Kpwiw

at node B as yp = R

5.1.1.3 System Performance

In this work, we consider the delay limited transmission mode, where the average throughput
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can be computed from the OP. Due to symmetry of the problem, I only provide the results for
node A.

Theorem 5.1 The OP at the source node A can compute by

Pout,A =

+n 1 2m+k—m—1

[e%) l m I+k 3 m+w
K'*ky b Yen 2 bibayin
1—2a1a26 §:§j§j§j L 2 : () Kpnir [ 20—,
120 k=0 m=0m=0 I!'n!(m — n)I(k!)*x B e " K

(5.8)

where K,(-) is the modified Bessel function of the second kind and v*" order.

Proof From [71] the probability density function (PDF) of the random variable (RV) w;, where
i € {1,2}, can be formulated by

for() = (K+>\1-)6_6 e (2 K(K;l)x) , (5.9)

where )\; is the mean value of RV w;, K is the Rician K-factor defined as the ratio of the

power of the line-of-sight (LOS) component to the scattered components and Iy (+) is the zero-th

order modified Bessel function of the first kind. Now, by using a; = (K+)1\26_K,bi = K)\‘rl and

Ip(z) = li‘fo EIE [72], the equation (5.9) can be rewritten as

Jui( Z % :vle*b v (5.10)

=0

The cumulative density function (CDF) of w; can be obtained like in [73], [74]. We have:

/ K’b m
Fwi(g):/fwz< da:—l——z Z ¢mebis, (5.11)
0 bi I=0m
Then the OP at the node A can calculate as
KQuwiw
Pout,a = Fy, (yin) = Pr(ya < yim) = Pr (M < %h) : (5.12)

where vy, = 228 — 1. Now (5.12) can reformulate as

o0 o
nRwW1 + 2y nkW1 + 2y,
POUt7A = /Pl" {wQ < M‘WI} fw1 Wl dwl /sz (’Yt . o ) fw1(wl)dw1~
Kpwi 5 Kpwi
0

(5.13)
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Combining (5.13) with (5.9), (5.10) we have:

[ a2 K'by™ [rwryn +2vm] 2 {W} =K
Pout,Azl—/b*ZZ I ] e vl nzowie T dw
0 2iZom=0 "M Kpw1 — @
Kl+kbm lb 2 m b —2bgy,
<1 [y S S SR ) [ 5] e e
0 =0 k—om=o U'ml(k!) ¥ kw1
(5.14)
m
By applying the equation (z+y)™ = > (7)2™ "y" to (5.14), the OP can demonstrate as
n=0
! I+kpk m m no_ o
K b b 2 ba7, 27th
Poua =1 / my Y Y e ()" (M) [ ] e e
=0 k=0m=0 lm, P n—o \ RW1
0
L m I+-kpkpm—1 m o
—b2th K b b "yth k_ 27th b
=1—ajage » ZZ Z 22" () /wl e "ew1 e 1.
SSasois Mnl(m — ) (kDR \ @ ,
(5.15)
Using [72, pp. 3.471, 9], the (5.15) can reformulate as
_b2ven
PoutA =1- 2(11&26 14
o~ 2"KIRRERR Ty N 29y e 2b2b1Ven,
X ZZ Z Z I (m X (> (b> K i1 | 2y ————
120 kmom=0n=0 !'n}(m () ¥ 1R K@
_b2ven
=1-—2a1a9e ¥
© oo I m ”'H“‘H I+k btnol Zmikon-l et k=ntl
K™% b Vth 2 2b1boyep,
XZZZZ ! 2k+n+1 () Kk7n+1 2\ ——— . (5.16)
=0 hiom=on=0 Unl(m —n)!(k!)’k @ K
n

As a result of Theorem 5.1, the achievable throughput at the source nodes A and B can
be computed by

7= (1= Pour_j)(1 - )R, (5.17)

where j € {A, B}.
Next, the expressions for the symbol error rate (SER) at nodes A and B of the proposed

system are derived. Thus, we have SER equations as

SER; = E [wQ(\/207;)] =

%x

0/ F, (5.18)
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where j € {A, B} and Q(t) = \ﬁ f e~**/2dg is the Gaussian Q-function, w and 6 are constants

which depend on modulation type For example, (w,d) = (1,1) for binary phase-shift keying
(BPSK), (w, ) = (1,2) for quadrature phase shift keying (QPSK).

Theorem 5.2 The SER at the node A of the proposed system is given as

k+n 2 2m+tk—n—2 2m—n+k+1
w a1a2’W\f 2() b2 2 b2 7( )
SR, =7 - IPIPIDS |+
2 120 =0 mm0m=o Inl(m — n)I(k1)?k 2 5" Ly
1 3 b1ba } { 2b1 by }
T — T — k+ = ————— W _2m-n n _— 5.19
X (m+ 2) (m n+k+ 2) exp [/ﬁbg—i—/@ﬂgo 2monthtl kontl oo+ 007 (5.19)

Proof From (5.18), we have:

w\/§ i a1a2w\/é
2 5 ﬁ
eI han 3L 2 Ry ) T e Sbybyz
/ ZZ Z 1 22k+n+1 () Kk:—n+1 ( )dl‘
1=0 k0 m=0n—=0 !n!(m —n)!(k!)"k © o
w0 e*(’md arasy/0
= x_
2ym ) Ve N
l m k+n+1 Itk k+72l—1 w o
Kb, b, / 2m—ntk _x(bl_,_g) <\/W)
’ 2 —5 R dx.
;)I;J;OT;)“”' )_(k!)2,ik+2+180m+% / n o
(5.20)

Let Jy = f o =[5+] K ni1 <2b1 /,f;p) dx. By using [72, pp. 3.361, 1], we have:

w0l T eor B W\/éﬁ w
) = = (5.21)

By using [72, p. 6.643.3], we have:

[e.o]

7% —at _ a ¥ 1 1 62 /62
‘O/t'u‘ e KQU(2/8\/£)dt = ﬁr (,LL — v+ 2) F (/,L + v+ 2) exXp <2(1> W_Mﬂ] (a) s (522)
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Table 5.1: Simulation parameters.

Symbol ‘ Name ‘ Value
n Energy harvesting efficiency 0.7
A1 Mean of |hag|* 0.5
Ao Mean of |hpg|? 0.5
K Rician K-factor 3
Yih SNR threshold 7
Pap/No Source power to noise ratio 0-30dB
Qaa = =0Qrr =9 Residual self-interference 0-15dB
R Source rate 1.5 bit/s/Hz

where I'(+) is the gamma function and W (-) is the Whittaker function. Then we get:

2m—n+k+1
ol St () e (-
Jo=1|—4+0 T — T — k+— _
? L0+ ] W) )\ TR ) e e
202
X W_ 2m—7;+k+17k—721+1 m (523)
and
2 9 oo 0o l m 2k+n+l Kl+kbm+k_1 b _ 2m—n+k+41
NI S
2 ﬁ 1=0 k=0 m=0 n=0 l!n!(m — n)!(k!) K2 (pm+ 2 2 2b\/§
1 3 b? 202
F = F - k - - A m—n —n Y .
8 (m+2) (m mt +2) P [ﬁb+/€9cp1 e e )
(5.24)
From (5.23) we can have (5.19). [

5.1.1.4 Optimal time-switching factor

The optimal value a* can be obtained by solving the equation d%g)) = 0. Given the AT
expression in (5.8) and (5.17), this optimization problem does not admit a closed-form solution.
However, the optimal o* is efficiently solved via numerical calculation, as illustrated below.
Here, we can use Golden section search algorithm to find the optimal factor *. This algorithm
has been used in many global optimization problems in communications, for example, in [75].
The detailed algorithm, as well as the related theory, is described in [76], [77].

5.1.1.5 Numerical Results and Discussion
In this part, we investigate the system performance of the EH based TWFD relaying network
over Rician fading environment by using the Monte Carlo simulation [77], [78]. The simulation

parameters are listed in Table 5.1.
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The influence of the Rician K-factor K on the OP and throughput of the model system is

shown in Fig. 5.2a and Fig. 5.2b, respectively. In this simulation process, the main parameters
of the proposed system are set as the following: o = 0.5, P45/No = 20 dB, Q = {0; 0.5; 5; 15}.
Fig. 5.2a and 5.2b shows that the OP decreased and the throughput increased crucially while

K varied from 0 to 10.

The influence of RSI €2 on the OP and the AT of the model system is illustrated in Fig. 5.3a
and Fig. 5.3b. Here, « is set at 0.5, 0.1, 0.9 and the ratio P 45/Ng at 20 dB. From the simulation,
it is clear that the AT increases and the OP decrease significantly while 2 varies from 0 to 15.

Moreover, Fig. 5.4a and Fig. 5.4b present the effect of the ratio P45/Ng on the OP and the
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AT with Q = {0; 0.5; 5; 15} and o = 0.5 for the proposed system. From the results, it is showed
that the AT increases and the OP decreased significantly when the ratio P 45/Ng increased from

0 to 30 dB.

Finally, the optimal T'S factor versus the ratio P 45/Ny is proposed in Fig. 5.5a and Fig. 5.5b

shows SER of the proposed system versus P 4p5/Np. In all above figures, the simulation results

match tightly with analytical expressions in part 5.1.1.3.
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5.1.2 Multi-source DF FD Cooperative Networks with PSR-protocol-based EH
over Rayleigh Fading Channel

Another work of mine on FD relaying network is to investigate the case of multiple sources in
decode-and-forward (DF) cooperative networks with PSR-based EH FD over a Rayleigh fading
channel, as presented below. [HDHO04], [HDHO06], [HDHO08|, [HDH17].

5.1.2.1 Introduction

RF EH for wireless communication systems presents a new paradigm that allows wireless nodes
to recharge their batteries from the RF signals instead of fixed power grids and the traditional
energy sources [64], [79], [80]. Since RF signal can carry energy and information simultaneously,
EH and SWIPT are becoming a more and more promising research direction [6], [73], [81]. The
author in [82] investigated the incorporation of cooperative MIMO two-way relay systems, where
a FD AF relay is equipped with multiple antennas. The work in [83] was extended in [84], where
the achievable sum rate of a cooperative system with FD MIMO AF relaying was maximized.
The cooperative relay networks were studied in [85]. Here, a relay harvests energy from the RF
signals broadcasted by a source and then utilizes it to assist in the information transfer from
the source to its final destination.

In our current work, we investigate the multi-source DF FD relaying network cooperative
networks with PSR-based EH over Rayleigh fading channel. In this model, the sources and the
destination communicate with each other by both direct link and intermediate helping relay.
First, we investigate source selection for the best system performance. Then, the closed-form
expression of the OP and the SER are derived. Finally, the Monte Carlo simulation is used for

validating the analytical expressions in connection with all main possible system parameters.

5.1.2.2 System Model

Fig. 5.6 plot the system model with multiple sources (Sn), one relay (R) and one destination
(D). The transmission model follows the principles of analog network coding, and this concept
is the extension of linear network coding to multi-hop wireless networks. In our model, every
terminal operates in F'D mode and relay works in DF mode. The multiple sources and destination
nodes communicate by two links: direct link and the link via the intermediate relay. In this
system model, we denote the channel gain between node Sn and the relay R is hg, p, between
the relay R and the destinations, D is hgrp, and the direct link between multi-source and D
is hg,p. Moreover, the self-interference channel at R is hgr. All the channels are assumed to
Rayleigh fading channels. Furthermore, the relay has only the energy to serve their purpose, so
it needs to harvest the energy from the node before forwarding the information messages to the
destination. The EH and information processing for this proposed model system are presents in
Fig. 5.7. In this protocol, the transmission is divided into blocks of length T'. Each transmission
block consists of two time slots. In the first-half time slot 7'/2, the selected source S,, transfers

the information to the destination by the direct link between the source and destination. In the
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Figure 5.7: EH and information processing by the adaptive relaying protocol.

remaining half-interval time slot 7'/2, the selected source transfer information to the destination
with helping of the relay R. In this remaining interval time, the EH from the multi-source at the
relay node R is pPg,, and the information signal is transferred to relay with the power (1— p)Ps.
Finally, the information transformation from the multi-source to the destination is accomplished
by both direct link and via helping relay R. [HDHO0S|.

5.1.2.3 System Performance
Supposing the source S, is chosen to send its information and energy. During the second time
slot, Sy, sends the signal zg, to R and D with transmit power Pg, . In the second time slot, the

received signals at relay R and destination D are, respectively, given by

Yr = /1 — phs, rTs, + hrRT, + N, (5.25)
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and
yé = hgrpz, + né, (5.26)

where E {|xs|2} =P, ,FE {|:1:T|2} =P, ne(1,2,...,M), hrr is loopback interference channel,
n, and n}l are i.i.d. AWGN with variance Ny, hrp is the relay to destination channel gain. In
the first time slot, S, will transmit the data to the destination directly, the received signal at

destination can be given as
2 _ 2
yg = hs, pxs, +ng, (5.27)

where hg, p is the source S), to destination channel gain, n?l is the AWGN with variance Nj.

In the second interval, the average transmitted power at the relay can be calculated as
P, =npPs, |hs,rl*, (5.28)

where Pg, is the transmitted power at source S,,, hg, r is the source S, to relay channel gain.
From (5.25) and (5.28), the SNR at the relay can be calculated as

_ (—p)hs,rl*Ps, _ (L=plhs,r*Ps, _ (1-p)
\hgr|"Pr + No  npPs,|hs,rl"|hrrl” + No  nplhrr]
From (5.26) and (5.28), the SNR at the destination can be calculated as
Brlhrol® _ npPs,|hs, |’ |hrpl”
= = nl on . 5.30
2 No No (5.30)
From (5.27), the SNR at the destination in the first time slot can be obtained as
Py, |hs,pl*
= L " 5.31
= (5.31)

After using selection combining (SC) at receiver, the received SNR at D with DF relaying is
given by

Ye2e = IMaX [mln (’71, 72) 773] . (532)

5.1.2.4 Source selection
From (5.32), the best source Sy would be selected to maximize the received SNR at the desti-

nation to optimize the transmission performance as the following

n’=arg max = max [min (y1,72) , 73] - (5.33)
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We propose the optimal source selection protocol in which the best selection source is selected

as follows
2
= .34
wr = max (hs,al’), (5:39)
w3 = max (lhs,p|?). (5.35)
n=1,2,....M

As in [86], the CDF of w; can be given by

M
Fu(y) =D ()P CRe v/, (5.36)
p=0
where )\; is the mean of RV w;, i € {1,3} and C%, = %. Then, the corresponding PDF
can be obtained by
] M-l
Furly =+ Z pcp e~ P+y/Ni (5.37)

From (5.32), the OP of DF system can be expressed as

OP = Pr (Ve2e < en) = Prmax {min (y1,72),73} < Yl

(1-p) npPs, |hrpl? (max |hs, Rl P, | nax hs,pl”
= Pr |min < Pr <
TIP‘ hRR’ No Yth No Yth
. 1- P, w
=Pr {mln <( npwp),UWowlwz) < ’Yth} . Pr (SJ’VOB < 'Yth) : (5.38)

— 2 = 2 — 2 = = PS”
where we denote w = |hgrg|”, w1 1§H71%>§\4\hsnR| , wo = |hrp|”, w3 12%\4!hsw| Yo = 7

Yen = 22® — 1 is a threshold of the proposed system, R is the source rate. Now, we have:

/(- 1-
Py =Pr [mln <( p)anp’YOW1W2> < ’Yth} =1-Pr [( /) > ’Yth] Pr (npyowiwz > yen) -
npw npw
(5.39)
Let us denote that
- 1 _a-p)
P =Pr [( P) > ’Yth] =Pr [w < ( p)} =1—ce¢ "PWZA, (5.40)
npw NPYth

where )\ is the mean of RV w.
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o0
h h
Piy = Pr(npyowiwz > ) =1 —Pr <w2 < iz > =1- /Fw2 ( i |w1> fuoy (w1)dws.
0

npPYow1 np~yowWi
(5.41)
By using (5.36), equation (5.41) can be reformulated as
1 M- Yth (ptDw
Py = /\7/ Z_: DPCY,_(Me oeze X 1Clw1
0o p=0
M— 1 pcp M o0  nn _ (p+Dw
Z M ! /e ez e A ldwl, (5.42)

0

where Ay is the mean of RV wo.
By applying [72, p. 3.324.1], (5.42) can be rewritten as

+ vin
P _2§: nrer, M, — g (2 P+ Dyn A
12 CM 1 ’{’YO)\l)\Q 1 /‘V}/Q)\1>\2 ) (5 3)

where K,(-) is the modified Bessel function of the second kind and v'* order. Next, by using
(5.36) we have:

PYth

M
<o) = Fuy (22) = 3 (-1 Cpe S, (5.44)

70 =0

P. w
P2:Pr( ‘}:73

Finally, by substituting (5.41),(5.43), (5.44) into (5.38) and letting K = M — 1, we get the

OP expression as

—a-p)\ M1 M—1 1
1-2 (1 — enmwﬂ) (_1)1’ M LK& 9 m
0 p NPY0A1IA2 NPYoI A2

OP =

M —Pitn M E ! — PYth Vih (I +1)ven
=D (FDPCRpe 0% =230 3 (~D)PFOR Cle(K + 1)e” 0% | [T Iy | 2y [

=0 7=0 1= nPYoALA2 npPYoALA2
M K PYth (1-p) l
- - Vth (L4 Dy
+2 —1)PTCR O (K +1)e 00s e momnX [ — T fgy (9, [ 2T 5.45
];)g( MO ) nproA A nproA A (5:45)

Then the throughput of this system is derived as

—a-on) M2 _q_oplt (5.46)
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In next part, we obtain the expression for SER at the destination, which is defined as (5.18)
in Section 5.1. By substituting (5.45) into (5.18) and replace vy, = =, we have

SER wV o Ooe_ex M N _PVE\hd
= —_ Y03
2] Ve pZ( JCye o
2wV0 [ e 0"

6 —_— —_— i
Vi =01=0 i NPY0OA1A2 ! NPY0OA1 A2
—0x M K 1-p)
‘ PR P U \/T U+ D
CP CL(K +1)e 0vse munr [— 10 ey (9, [ 00 o
Ve 22 (=) i ) noyoA e NP YA A2

_ P
ooe a:((9+70>\3)

M
=5 S (-1)Pck, —

%i( PR CL (K +1) ) gy (5[0
Nl il nmomQ G ey

0
oVl - - ! T _a- I+ D
- P e? . Cl (K + 1) / e ”0*3 e 7 ) dz
VT pz;)g( g 77P’Yo>\1)\2 J ' nPYoA1L A2
(5.47)

By applying in [72, p. 3.361.2], we can write the first term of (5.47) as

pCp

(5.48)
0+ ’70>\3 )

wGZ(

By applying [72, p. 6.614.5], the second term of (5.47) can be reformulated as

M K (I+1)x
7\/5 —1) M ! (l + ) 277M1/\2+(9703/\3+P)
i (9 + 70)\3) oAz

(+1)As L+ 1)As
- [Kl (2?70)\1/\2(970)\3 +p)> — Ko (27]/)/\1)\2(9’}/0/\3 +p)>] : (5.49)

By applying Taylor’s series expansion as the followings
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the third term of (5.47) can be rewritten as

. M K oo o )p+l+v+t ( » v (1*P) t 1
et 0+ ﬂ [( )] C? CL(K + 1) ————
= ;);;);J Y03 npA MOk

[+1
x/xv_thl o [LEDT ) o (5.52)
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Here we employ the formula (6.561.16) in [72]:

1 14—
o' K, (az) dw = 2#"1a P7IT ( i ‘; + ”) r ( J”; ”)

r= 7 — 1 1 _
é\@/y%ll(n (av/y) dy = 2"a~"~'T (ﬂz“rn) T (J”;") . (5.53)
0

where T (+) is the gamma function.

By applying (5.53) with n = 1, we can get
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Finally, SER of the proposed system can be calculated by
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5.1.2.5 Numerical Results and Discussion

In this part, we investigate the performance of the proposed system by Monte Carlo simulation.
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Table 5.2: Simulation parameters.

Symbol Name Value
n EH efficiency 0.8
A1 Mean of |hgg|* 0.5
A2 Mean of |hrpl|? 0.5
A3 Mean of |hgp|* 0.5
A Mean of |hrg|* 0.5
Yeh SNR threshold 1
Pg/Ngy | Source power to noise ratio -5 — 10dB
R Source rate 0.5 bit/s/Hz

The simulation parameters are listed in Table 5.2.

The influence of the PS factor p on the OP and throughput of the proposed system is shown

OP versus p withM =2, » = 0.8 and PSIN0 =5dB Throughput versus p with M =2, n = 0.8 and PSIN0 =5dB
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Figure 5.8: OP and achievable throughput of the multi-source PSR-based EH FD-DF relay
network versus the power splitting factor p.

in Fig. 5.8a and Fig. 5.8b, respectively. In this simulation, the main parameters of the proposed
system are set as the following: M = 2, Pg/Nog = 5 dB, R € {0.25;0.5;1}. It is showed that
there exists an optimal p to minimize OP and maximize the throughput.

Moreover, Fig. 5.9a and Fig. 5.9b present the effect of M on the OP and the AT with Pg/Ny
= {1, 3,5} dB, R = 0.5 bps, p = 0.35 and n = 0.8 for the proposed system. From the results,
it is showed that the AT increases and the OP decreased significantly when M increased from 1
to 10.

In the same way, the influence of the source power to noise ratio Pg/Ng on the OP and the
AT of the system model with M = {1,3,5}, R = 0.5 bps, p = 0.5 and n = 0.8 are illustrated in
the Fig. 5.10a and 5.10b, respectively. As shown, the OP decreases and the system throughput

increases significantly when Pg/Ny increases from =5 to 10 dB.
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Figure 5.9: OP and achievable throughput of the multi-source PSR-based EH FD-DF relay

network versus number of sources M.
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Figure 5.10: OP and achievable throughput of the multi-source PSR-based EH FD-DF' relay
network versus the source power to noise ratio Ps/Nj.

Finally, SER of the proposed system versus M and the ratio Pg/Ny are presented in Fig.
5.11a and 5.11b, respectively. In all above figures, the simulation results match tightly with
analytical expressions in part 5.1.2.4.

5.1.3 Summary

As the first solution for Aim 1, I propose two EH-based communication schemes for FD relaying
networks. In the first one, TSR protocol is applied for TWFD relay networks over Rician channel,
while in the second one a multi-source PSR-based EH-FD-DF relay network over Rayleigh fading
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Figure 5.11: SER of the multi-source PSR-based EH FD-DF relay network.

channel is considered. For both model, the closed-form expression of the OP, throughput, and
SER are derived mathematically and verified numerically by Monte Carlo simulation. The

results can be proposed as a novel approach for the communication network in the near future.

5.2 RF Energy Harvesting Under Impact of Interference and Hardware Im-
pairment

To further evaluate the performance of RF EH protocols in wireless cooperative network, I take
into account the co-channel interference and hardware impairment. A summary of the results
is presented as follows. [HDHO3], [HDHO09).

5.2.1 RF EH in HD Relay Network with Effect of Hardware Impairment

In this section, we introduce a EH-based HD relay network over the different fading environment
with the effect of hardware impairment (HI). The system model is investigated with AF relaying
strategy and PSR protocols. The system performance analysis in term of the OP, AT, and
bit error rate (BER) is demonstrated by their closed-form expressions. Optimal PS factor is
determined and the analytical analysis is confirmed by Monte Carlo simulation for all primary
parameters. [HDHO3]

5.2.1.1 Introduction

Nowadays, wireless powered communication networks (WPCNs) have shown significant advan-
tages in industry and living. The major benefits of WPCNs mainly come from battery charging
operations through the air without physical cable connections and recharging, and thus, replac-
ing the battery [63], [64], [87]. Three primary wireless EH techniques have been employed in

practice in WPCNs: inductive coupling based on magnetic field induction [79], [88], magnetic
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resonant coupling [79], [88], and RF energy transfer, which is suitable for long-distance trans-
fers [63], [79], [89]. EH through RF signals has been studied in cooperative wireless networks,
MIMO system, multi-user and multi-hop systems for SWIPT [13], [73], [90]. In these previous
papers, the authors have focused on WPCNs using only Rayleigh or Rician fading channel for
both transmission hops, while not many papers studied different fading channels for each hop.
In addition, hardware impairment (HI) suffers from phase noise, I/Q imbalance, and high-power
amplifier nonlinearities [HDH12], [91] is rarely studied in the literature on relay WPCNs.

In this section, we introduce a EH-based HD relay network operating over the different
fading environment (Rayleigh and Rician fading channels) with the effect of HI. The system
performance is evaluated for AF and PSR protocols. The closed form of OP, AT, and BER
of the proposed system are derived in connection with the main primary system parameters.

Finally, the correctness of the analytical expressions is validated by Monte Carlo simulation.

5.2.1.2 Network System Model
A basic HD EH relay network as in Fig. 2.5 is considered. The difference between this model
and the model in Fig. 2.5 is that different fading environment (Rayleigh and Rician Fading
Channel, respectively) are assumed for the S — R and R — D links. The PSR protocol such
as the one plotted in Fig. 2.6b is applied [92].

To analyze the EH model, the EH part of the signal transferred from S to R in the first time

slot T'/2 can be formulated as

Yr = /Ph(xs + ps) + 0y, (5.56)

where x5 is the energy-transmitted signal with {|ms|2} = Ps, n, is the zero-mean AWGN with
variance Ny, and us denotes the distortion error caused by hardware impairment at the source
node, which is modeled as a zero-mean Gaussian RV with variance P,o;2 with E {| hs |2} = P02
As analyzed in Section 4.2, the transmitted power at R, which is supplied by the harvested
energy, can be calculated as (2.7) (see page 9).

The information transfer (IT) phase is divided into two equal-length sub-intervals with the

length of 7'/2. In the first interval, the received signal can be expressed as

Yr = /1 — ph(zs + pus) + np = /1 — phxs + /1 — phus + n, (5.57)

Here, we use the AF protocol for our model. Then, the received signal at R is amplified by

a factor 3, which is given by Equation (5.58)

Ly

P,
v\ (1= p)|h[>Ps + (1 — p)|h*Pso? + N,

(5.58)

40



In the remaining 7'/2 interval time, R transfers the information to D. Hence, the received

signal at D node is formulated by

ya = g(xr + pr) +np = gBYr + gir + ng = gB\/1 — phxs + /1 — phusgB + gBn, + gur +np

signal noise

(5.59)

where x, is the transmitted signal, which satisfies FE {]wr|2} = P,., u, denotes the distortion
error caused by hardware impairment at R, which is modeled as a zero-mean Gaussian RV with
variance P.o2? and E {\ ,ur\Q} = P,oy? and n, is the AWGN noise at R node, ng is the noise at
the destination, which is assumed to have the same power as n,.

The end-to-end SNR at D node can be given by

. 2
L Eilsignal?} (1= lgPBhP P, 560
e2e — = .
E {(noise)2} g B2|h|* Psor2 + |g|* B2N, + |g|> Proa? + N,
By letting @1 = |h|?, o2 = |g|* and substituting this into (5.60), we have:
(L —p)prpals
Te2e = 902Pr02
192 Psa12 + pa N, + +
=((1- 0)901@2135)/(%90213501 + 902No + (1= p)p1paPuos
No(1 — No(1—p)o? N
(1= pprpaPuoiod + paNood + el p) | Mol Zplot , X0, (5.61)

np np P,

Because Ny << P,, then we can reformulate (5.61) as

(1 — p)p1p2Ps

Ye2e =
©1902Ps01% + ©aNo + (1 — p)p19aPso3 + (1 — p)p1p2Psoios + paNoos + M(1 + 0?)

p
_ (1= p)p1v2a70
©10270012 + 2 + (1 = p)e1927003 + (1 — p)P192100105 + Y205 + K + Kot

(5.62)

where we denote Kk = 177_7’), Yo = %. In the next section, we analyze the AT, OP and BER in
AF mode with the PS protocol [90], [93].

5.2.1.3 System Performance
In this analysis, we consider two scenarios: (1) S-R link is the Rayleigh fading channel, R-D
link is Rician fading channel; and (2) S-R link is the Rician fading channel and R-D link is the
Rayleigh fading channel.

Scenario 1: S-R link is Rayleigh fading channel, R-D link is Rician fading channel
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As in previous studies [13], [90], [93], [94], the PDF and CDF of the RV ¢; with parameter

Ap can be written respectively as

for(x) = Ape™ 0" (5.63)
F,(z) =1—e " (5.64)

where )y, is the mean value of RV (.
Similarly, the PDF of RV ¢, with parameter A\, can be obtained as [71]

(K +1)e” . — (e K(K +1)x . oo (bK)leeibx
fer (@) = 7&, I (2 o >_ l; 07 (5.65)

where K denotes the Rician K-factor, and Iy (+) is the zero- th order modified Bessel function of
— (e8]
the first kind [71], o 2 (5D 2 KEL ang [o(z) = > wap 7 [72). Then the CDF of ¢; can
I=
be computed like in [77]:
oo 1 Kl bm

/fw dx_1—%zz e (5.66)

=0 m=0

After that, the OP of the proposed system is defined as

Pout = Fypp, (7) = Pr(7e2e < 7)

= Pr{pipam0[l — p—70% = (1 = p)od — ¥(1 = p)otod] < ¢a(y +703) + vk + yrol |
(5.67)

where v = 2% — 1 is the lower threshold for SNR at both R and D, and R is the fixed data
transmission rate at S. Let ¢; = v+ 03, c2 = vk +vko3, and c3 = o[l — p—vy0? — (1 — p)os —

(1 — p)oio3]. We assume that cs is positive, otherwise the OP of the system is always equal to
1. Then:

o

Cip2 +c¢ Cc1p2 + ¢

Pas = Pr{or < DL [ (A2LE) p iy (5.65)
3 0 3
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By combining (5.68) with (5.64) and (5.65) and using [72, p. 3.471.9], we have:

o0

et 2 (pK)
P =1 —/e Ah 122%2&22( \ 2) ‘Plge_b“"zdwz
/ (1)
Apc oo l oL ApcC
IR YU I
=R
1= 200" i (bK)Z<A"CQ>H21K 9| Anczd (5.69)
= — Zae €3 .
(12 \esh . c3

Then the average throughput of the relay network system can be computed as

I+1
R wer &(bK) (e 2 Ancab\ R
T = (1 - Pout)g = 2ae <3 Z (ll)2 < Cgb ) Kl+1 2 o3 5 (570)
=0 :

Finally, the BER of the proposed system can be formulated by applying (5.18) in Section
5.1

BER = E |wQ(v/207] (5.71)

o
where Q(t) = \/% Ik e~®/2dz is the Gaussian Q-function, w and 6 are constants which are
t

specific for modulation type. Here, we use (w, ) = (1,2) for BPSK and (w, 8) = (1, 1) for QPSK.
Hence, we begin rewriting the BER expression in Equation (5.71) directly regarding OP at S by

using integration as in the equation below

wV/h T e 0
BER= — | ——F 72
R 2ﬁ / \/5 ’Yeze(l‘)dx (5 7 )

Scenario 2: S-R link is Rician fading channel, R-D link is Rayleigh fading channel
Similar to scenario 1, the CDF of RV ¢; and PDF of RV (s can be formulated respectively

as
h oS K,
Fo (c) = /fw(m)dﬂc =1-2)" ) ——Me ", (5.73)
b & = lim]
0 =0 m=0
Fon () = Nge 9%, (5.74)
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The the OP of the proposed system can be found by

c +c c + c
Pyt = Pr {901 < 12 2} / ( 12 2) f¢2(§02)d§02

€392 C3¥2
Tad K Ky Clpg + g\ Mereaten)
— i — c g
B /b;% ZO I'm! ( C302 ) ¢ B2 Age de2
b —0 m=
00
bey a & I m Klbm m— ncg . 2 _beat  xg
—1—)\96 3/b§20 . n Wt 3 e tdt
0 =0 m=Un=
bey g X2 I m Klbmcgnfncg x 9 beot Ag
— 1 — T e n—z,” "¢ -3
=1-)ge 2 Z Z Z [nl(m — n)lel? /t e e tdt. (5.75)
=0 m=0n=0 3 0

m
where the third lineis obtained by applying the equation (x +1y)" = Y ( ) m=ny™ and
n=0 \ TN

changing variable.

Finally, by using [72, p. 3.471.9], the OP of the proposed system in scenario 2 can be found

as
—1-2\e @ Z Z i K'bme' e <Ag63>"51K 5 [bearg
= —_ 6 C _— B YC27g
o o mzo 't (m = n)legt \ beg et c3
m g\ men S bea
c 2 c o
=1-2 ez 9 1 2 3 K (9 g 5 76
B35 5 i~ ) i (2750) 670
Again, the AT can be derived similar to Scenario 1 as
R bey tL.m bzm_Qn_g)\nT-Hcm—nchﬂcw e\ R
—(1— = — aRe g 2" C3 K 9 2Ag | It
T ( out) = ane 3 lzgmg:m;) l‘n‘(m _ n)' n—1 c3 D)
(5.77)

and the BER can be derived by using (5.18).

Theoretically, optimal power-splitting factor p* for each scenario can be founded by solving
the equation d:l—(pm = 0, using the AT expression in (5.70) and (5.77). However, due to the
complexity of the AT expressions, we cannot find the closed-form of p*. Instead, we use the
Golden section search algorithm [19], [74], [75], [95], which is popularly used in many global

optimization problems, to obtain p* in numerical analysis.

5.2.1.4 Numerical Results
In this part, we investigate the system performance in terms of OP, AT, BER, and the PS factor
with respect to the main system parameters: 7, p, Ps/Ny and o1, 02. The primary simulation

parameters are listed in Table 5.3.
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Table 5.3: Simulation parameters.

Symbol Name Value
n EH efficiency 0.7
Ah Mean of |h|? 0.5
Ag Mean of |g|* 0.5
K Rician K-factor 0.5
Yih SNR threshold 7
Pg/No | Source power to noise ratio 0-30dB
o1 Distortion error 0.01
o9 Distortion error 0.05
R Source rate 3 bit/s/Hz
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Figure 5.12: OP and achievable throughput of the PSR-based EH HD-DF relay network under
HI versus ratio of P, /Nj.

Fig. 5.12 displays the impact of the ratio Ps/Ny on the OP and AT when the ratio Ps/Ny
increases from 0 to 30 dB. From the research results, we can state that the OP decreased and
AT increased with the rising of the ratio Ps/Njy.

In addition, the OP and AT versus the PS factor p are shown in Fig. 5.13. It can be observed
that at D the AT increases and OP is reduced with factor p from 0 to 0.6. After that, i.e. ratio
p from 0.6 to 1.0, this effect is reversed. We can find the optimal value of factor p between 0.6
and 0.7 in this situation. This can be explained that when p is too small, R cannot harvest
enough energy from S to operate reliably, but when p is too large then the reliability of the
communications link from S to R is impaired.

The plots of OP and AT of the proposed system for o1 = o9 in the range of 0 to 0.2 are
showed in Fig. 5.14. Obviously, OP increases and AT decreases with the increasing of o1 = 9.
It is also noted that in all above figures, the simulation and analytical curves agree well with

each other.
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Figure 5.13: OP and achievable throughput of the PSR-based EH HD-DF relay network under
HI versus power-splitting factor p.
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Figure 5.14: OP and achievable throughput of the PSR-based EH HD-DF relay network under
HI versus HI level 01 = o9.

Fig. 5.15 shows the optimal power splitting p* factor versus the ratio Ps/Ny in both scenar-
ios. As shown in the figures, p* increases as the ratio Ps/Np varies from 0 to 30 dB. Finally,
Fig. 5.16 plots the dependence of BER on the ratio Ps;/Ny. The result shows that BER decreases
significantly with Ps/Np from 0 to 20 dB, then approaches to their lower bound.

5.2.2 Power Beacon-Assisted Energy Harvesting in a Half-Duplex Communication

Network under Co-Channel Interference

Another troublesome factor that degrades the overall performance of wireless networks is the

co-channel interference from other RF sources in the surrounding environment. In this part,
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Figure 5.16: BER versus the ratio Ps/N.

5.2.2.1 Introduction

Nowadays, the IoT, where all smart devices can work and cooperate over the Internet, is involved
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and energy
efficiency of power beacon (PB) assisted TSR-EH scheme for HD relay network in Rayleigh
fading environment. [HDHO09].

in all aspects of civilian life, including transportation, smart grids, security and public safety,



agriculture, logistics, and e-health. In this situation, EH has been considered as a promising
solution for extending the lifetime of energy-constrained IoT devices [2], [63], [96]. In the next
generation of communication systems, billions of wireless devices will be connected to each
other via the IoT system, which will lead to an energy consumption problem. Therefore, energy
efficiency (EE), measured in bits per watt, is considered to be an important emerging metric
in energy-constrained wireless communication networks due to their energy shortage [97]. The
authors of [98] investigated the EE optimization problems in the SWIPT sensor networks, which
employs both the PSR and the TSR protocols. In [99], the authors investigated an EE resource
allocation algorithm for SWIPT in an OFDMA system, where the receivers employed the PS
scheme to harvest energy. The EE in SWIPT based on the IoT distributed antenna system (DAS)
is studied in [100]. In [101], a time-slotted large-scale MIMO system for EH and information
transmission was studied, where an energy-efficient optimization scheme was proposed by jointly
optimizing both transfer duration and transmitted power. The authors of [102] developed a
distributed iteration algorithm for power allocation, PS ratio, and relay selection to maximize
EE in clustered wireless sensor networks with SWIPT. The authors of [103] considered the EE
maximization problem in a WPCN, where multiple users harvest energy from a dedicated power
station and then communicate with an information receiving station.

In this research, we propose and investigate a power-beacon-assisted TSR-EH for a HD relay
network under co-channel interference and over Rayleigh fading environment. Firstly, the exact
and asymptotic form expressions of the OP were derived. Then we investigated the EE of the
proposed system and the influence of the primary system parameters on the performance of the
proposed system. Finally, the accuracy of the analytical expressions is verified by using Monte

Carlo simulation.

5.2.2.2 System Model
Fig. 5.17 displays the proposed system model. In this figure, S and D are the source node and the

——0)---

— — IT

Figure 5.17: System model of a PB-assisted HD network; fi: I-S interference channel; fo: I-D
interference channel; h: PB-S channel; g: S-D channel.
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destination node, respectively, PB is a power beacon, and I represents a co-channel interference
source from the environment. Let fi; and fs represent the I —S and I — D interference channels,
respectively. Let h and g denote the PB — S and S — D channels. Assume that all channels
are Rayleigh block fading channels. The TSR protocol similar to Fig. 2.8a is selected for EH.
Specifically, the whole transmission block (7") can be divided into parts. S and I scavenge energy
from the RF signal received from the PB node S and node I, respectively, during the first interval
of length aT'. Then, the remaining (1 — a)7 is used for signal transmission from node S to node
D, and the interference signal from node I to node D also appears in this interval. Note that all
the energy harvested at S and I is consumed for forwarding source information to node D.

In the first phase, let Pg and P be the transmit power of the power beacon and the interferer,

respectively. The total received energy during the first phase at node S is formulated as
E, = np|h|’ PgaT + ni| f1|*PraT (5.78)

where 0 < np,nr < 1 are the energy conversion efficiencies of the PB and the interferer, respec-

tively. Assume that ng = n; = n and let & = {=-. Then, the average transmit power at node S
could be obtained by
E, n|h|? PeaT + n|f1]> PraT 5 )
P, = = =k (Pglh P 5.79
T 1l-—a)T (1—a)T ”( BRI+ Al I> (5.79)

In the second phase, node S transmits the signal to node D, and the received signal, yp, at

the destination is formulated as:

Yp = gxs + fosi + ng = gzs + foasi +ng (5.80)
signal noise

where x is the transmit signal by the source with E{\xs\Q} = P,, ng is the AWGN with

zero-mean and variance Ny, S; is the transmit signal at the interferer, E {]sz|2} = Py.
Assume that the power of interferer noise is large such that Pp ~ P;. From (5.79) and
(5.80), the end-to-end SINR can be calculated as

E {|signal|2} B l9)? Py Klg|? (PBW2 + |f1|2P1) _ slg"A (‘h|2 + |f1|2) (5.81)
E{|noz’se\2} | f2*Pr + Ny | f2*Pr + Ny fol?A+1 '

Ye2e =

— P _ Py
where A = N =N

5.2.2.3 Performance Analysis

Based on the system model in the above section, we derived the OP throughput performance
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and EE of the proposed system. From (5.81) we obtain the OP of the model system as

slal’A (Inf + A1) T
OP = Pr(7e2e < 70) = Pr <7| =Pr(XY <) = /FY () fx(z)dx
f2°A + 1 ) z

(5.82)

where 49 = 22 — 1 is the SINR threshold of the system, R is the source rate, X = |h]> +|f1|* =

20 A 2
v1 + 2, Y = \fz‘\gAJrl = 1‘1905%047 and Y1 = |h|27 Y2 = |f1|27 Y3 = |g|27 P4 = |f2| :

In order to calculate the probability in (5.82), we have to determine the PDF and CDF of
X and Y, respectively. The results are stated as in Lemma 5.2.2.3 and Lemma 5.2.2.3.

The CDF of Y can be computed as

F =1- 5.83
v(a) g + KAz (5.83)
where A3, A4 are the mean of the RVs (RV;) @3, 4, respectively.
Proof
Fy(a):P1"(Y<0L):Pr<FM?’A <a> :Pr<g03< —I-M)
1+ Ag@4 KA K
oo HA+ai4
aps
= [ Feilonien / aulips)iips = / (G52 oo
0
7 1 b __a__ 9%4 KA3€7ﬁ
— d _ KAX KA )\ d =1 - —
O/fw4(804) P4 )\4/6 e dipg Y
m
The CDF of X can be expressed as
L,L
Fx(a)=1—e* / M Az dg02 (5.84)
0
where A1, A9 are the mean of the RV 1, @2, respectively.
Proof
a—p2
Fx(a) = Pr((1 +02) <al = Prlpr <a—al = [ falea)dgs [ Fa(or)den
0 0
a —a a
—a - o bvy 1_1
! / {1 —e ;1%1 ALfdm R /egw(Al A2>d<,02
)\2 )\2
0 0
[
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From this point, two cases are considered: Case 1: A\ = Ay = A, and Case 2: A1 # Aa. The

exact OPs of the proposed system for these cases are found in Theorem 5.3 below.

Theorem 5.3 The exact OP of the proposed PB-assisted TSR-EH HD relay network is

KAy 22 z .
1- % g KA3T+Y0 A4 exp (_ ngggx) exp (_X) dx Zf AL =A2=A
OP = o Oomexp(_ Kgggz) ) ) ' (5.85)
- 5755 ({ = {exp <_E) — exp <_)T1)}dx if A1 # Ao
Proof
Case 1: \{ =y = X
From Equation (5.84), we obtain the CDF and PDF of X in Case 1 as
Fx(a) =1—exp (—i) — aexp)\(—/\) (5.86)
OFx(a) ae” %
fxla)=—5 = =3 (5.87)

By combining (5.83), (5.87) and substituting them into (5.82), the OP can be computed as

o0 —70 T [e%e]
KAge®rAr3 xe” X K3 / z? N .
P=1- dr=1- — - @@ pKAX3z d .
© O/ ON RAg A2 P e ol erar (5:88)
Case 2: \1 # \o:
Similarly, we can obtain the CDF and the PDF of X as
Fy(a)=1—e ( “) A [e ( a) e ( a)} (5.89)
=1—exp|——) — Xp|—— ) —exp | —— .
X PAUTN) = PP U PN
1 a a
o= o) o 2)]

By combining (5.83), (5.89), and (5.82), we can obtain the OP in this case as

[e'e] —70
TRAN 1 —x —x
Ole/H)\ge ’ { (6*26*1>}dx

5 'ZTOA4+/€>\3 )\2—)\1
)\ e e] ;’)Y\U
KRA3 Treraase - —_
=1- —eM | d 5.91
)\2—>\10//€)\333+70)\4 (e coe 1) v (5.91)
|
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At high SINR regime, the end-to-end SINR in (5.81) can be approximated as

slgl® (0 +1AF)

Veze & ; =ZX (5.92)
| f2]
2
where X = [h]> + [fi]* = ¢1 + @2, Z = lezglg =
The CDF of Z can be calculated by
KA3
Fz(a) =1~ : 5.93
2(a) i+ kg (5.93)

Proof

apy

Fz(a) =Pr(Z < a)=Pr (If’ < a> =Pr <c,03 < Cfl) = 7f¢4(ﬁp4)d804 j fos(p3)deps
0 0

17 apy @4) KA3
-1 _ 4w PN oy =1 — 8
A4 0/ P ( HA3> P < A4 7 aXy + K3

The asymptotic OP of the proposed system at high SINR regime is given in Theorem 5.4

below.

Theorem 5.4 The asymptotic OP of the proposed PB-assisted TSR-EH HD relay network at
high SINR regime is given by

2
op — { w0 1 (3004 exp (29M4) i (- 29M4) M= Ao = A
A A : A A : A ,
HA3’(Y§\21>\1) {eXp (N'Y)?sii) L (_ Ii’y)?s)i) —exp (K’Y)(\):S;\LQ) Ei (_ /;Y)?;g)ilz)} Zf )‘1 7& )‘2
(5.94)

oo
where Ei(—z) = — [ e "t~ tdt is the exponential integral function.

z
Proof

Case 1: A\ =X =X\
From (5.87), (5.92), and (5.93), the OP can be computed as

o0 [e.9] —x
1 Ze ™
0P = Pr(135, <o) = Pr(XZ < ) = /FZ (10) fx(@)de =1 - 5 / %dm (5.95)
TV
0 0 KA3
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By applying [72, pp. 3.353, 5], (5.95) can be rewritten as

2 0N
OpP™ — YoA4A n (70)\4> oA (_ 70)\4)
K3

Case 2: )\ # A\
In this case, based on (5.89), (5.92), and (5.93), the OP can be calculated as

1 7 x T x
P —1— “E) —ep (= E\ g
OF )\2—>\10/x+7§/\)‘j{exp< /\2> exp< )\1)} g

L free(E), 1 free()
=1- d d 5.96
)\2—)\1/ T+ 202 x+/\2_)\1/ o+ 20N z ( )
0 H)‘3 0 )\3

Similar to Case 1, we apply equation (3.353,5) in [72], then (5.96) can be rewritten as

- oM R <_’VO>\4) A2
P® =1— wA3a B _
0 K)\g ()\2 — )\1) er R Ii)\g)\g )\2 — )\1

YoA4 002 (—70/\4) A1

——————e"ME

Iﬁ/\g ()\2 — )\1)6 T /i)\3/\1 + )\2 — /\1
YoM SILY H (70)\4> SOLY (’7{#\4)}

=————— |ersME —ersn2 | 5.97
Az (Mo — A1) [e e T T s (5.97)

Next, I provide the analysis on energy efficiency (EE), which is defined as a ratio of total
information rate C and total power consumption Ep [104]. The result is stated in Theorem 5.5
and Theorem 5.6.

Theorem 5.5 The average EE of the proposed PB-assisted TSR-EH HD relay network is

ST Ofof A T e X dady
if A1 =X = A
(I+a)P/e+Pc if A=A
EE g = SR (R L (5.98)
2(&12—a/\)f))\1?12 f f (H>\3T+vo>\4)(?+”ro) Az —eX1 :|d$d'yo .
(TFa)P/eF P if A # A2
Proof By definition, the EE of the proposed system is determined as
¢ djeg, (14 U= og, (1 +
EE = _ 2 gQ( 7626) o 2 g2( 7626) (599)

Er  (T+aTl)P/e+PcT  (1+a)Ple+Po

where P = P = Pj, € and Pg denote the power amplifier efficiency of the power beacon and

circuit power consumption, respectively.
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In order to analyze the EE, we considered calculating the average total information rate,

which can be expressed as

o
(1—04)/1—%2 (70)
= =< dvg. 5.100

Case 1: A\ =X = A
By substituting (5.88) into (5.100), we obtain:

(1 — a)kAs // x? T R
Coavg = "B e X dad 5.101
g 2X21n2 (KAsx + v0A1) (1 4+ v0) e v ( )

Next, by substituting Equation (5.101) into (5.99), the average EE can be given as in (5.98).
Case 2: )\ # A\

From (5.91), the average total information rate of this system can be found as

(1 —a)kAs xem*sf —z —=
C // ( A2 —e? ) dxd 5.102
avg = )\2 "2/ ) (khsz o)L+ o) \© ) 4ran (5.102)
Then the average EE can be found by substituting (5.102) into (5.99). ]

Theorem 5.6 The approzimated value of the average EE of the proposed system at high SINR

regime is given by

T ALY 704 2 V(B\Ai —0X4

(l—a)‘({ 1— rs (nkgk) err3 Ez( AN ) dvo ) \ \
= 1 1 = 2 =
oo __ 2In2[(14+p)P/e+Pc]l+vo0
EEavg =[ 704 7,\0{\4 o[ =024 Wz\oAAAL o[ =024 (5'103)

(1-a) [ =0 |78 1Ez(m3xl)_e"€ 3 2E7’(K>\3)\2) dvo

o L

2In 2[(1+a) P/e+Pa](1+70) if A # A2

Proof By substituting (5.94) into (5.100), the average total information rate can be expressed

as
A4
1-a) T Y0A4A YoAa ) 2 104 s (=M do : _ _
. 2In2 g L=90 T () e Ei (203 T+70 iA1= A2 = A
ch =
g (1-a) iy Yo WAO f —YoA4 V)? by —YoA4 do .
S5 of e visre v i 1E1(m\3)\1) er*3 2E1(H>\3/\2) i AL # A2

(5.104)

By combining (5.99) with Equation (5.104), the approximated EE is found as in (5.103). =

5.2.2.4 Numerical results and discussion

In this part, we used the Monte Carlo simulation to verify the accuracy of the above analysis.
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For each simulation, I first provide the graphs of the OP and the EE obtained by analytical
formulas. Secondly, I generate plots of the same OP and EE curves that resulted from the Monte
Carlo simulation. To do this, I generated 10° random samples of each channel gain, which are
Rayleigh distributed. The analytical curve and the simulation should match together to verify

the accuracy of our analysis.
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Figure 5.18: OP and EE of the proposed PB-assisted TSR-EH HD relay network versus TSR
factor a.
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Figure 5.19: OP and EE of the proposed PB-assisted TSR-EH HD relay network versus A.

Fig. 5.18 plots the effect of the TS factor o on the OP and EE in Case 1 and Case 2,
respectively. In Fig. 5.18a, I set the primary system parameters as R = 1,3bps/Hz, A = 5 dB,
and n = 0.8. From the research results,It can be observed that the OP of the proposed system

decreases when « increases from 0 to 1, and the OP of R = 1bps/H z was not better than that
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Figure 5.20: OP of the proposed PB-assisted TSR-EH HD relay network versus average channel
power gain.

with R = 3bps/Hz. It can be seen that the OP was better with the higher R, and that the OP
of Case 2 was better than that of Case 1. In Fig. 5.18b, I set n € {0.5,0.85}, R = 1bps/Hz,
A =5 dB, and « varies from 0 to 1. We canobserve that the EE rises significantly when « rises
from 0 to 0.5, after that the EE decreases. The optimal value of EE can be obtained with «
from 0.4 to 0.6. Both Case 1 and Case 2 are considered in Fig. 5.18b, and it can be observed
that the EE of Case 2 is better than that of Case 1 for different values of 7.

Moreover, the OP and EE versus A is illustrated in Fig. 5.19 in both exact and asymptotic
forms. In Fig. 5.19a, I set R = 1 bps/Hz and « = 0.5. Similar to Fig. 5.18a, both Case 1 and
Case 2 are considered. We can observe that the OP decreases significantly when A increases
from -5 to 15 dB and then converges to the asymptotic OP for A from 15 to 25, as shown in
Fig. 5.19a. Once again, we see that the OP of Case 2 was better than that of Case 1. In Fig.
5.19b, I set R = 1bps/Hz and « = 0.5. Similar to OP, we can see that the exact EE increases
with A from -5 to 25 and then converges to the asymptotic curve.

We investigates the influence of A\; and Ay on the OP of the model system, as illustrated in
Fig. 5.20. Here, we set A =1,5,10 dB, n = 0.8, « = 0.5, and R = 1bps/Hz. From Fig. 5.20a,
we see that the OP in Case 1 falls with the rising A, and the OP was better with a higher value
of A. In Fig. 5.20b, both A; and A\g vary from 0 to 4. From the results, we can conclude that
the OP of the system falls off when A\; and Ao increase. The optimal value of the system OP
is obtained at Ay = Ao = 0. Finally, from all of the above figures, we can conclude that the

simulation results verify the analytical results completely.
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5.2.3 Summary

In this section, we investigates two practical performance degrading factors: hardware impair-
ment and co-channel interference. For the first model, PSR-based EH HD-DF relay network
under HI is considered over different fading channels. In the other model, the PB-assisted TSR-
EH for HD relay network under co-channel interference over a Rayleigh fading environment is
investigated. Both the exact and asymptotic form expressions for OP, throughput BER, and EE
are derived mathematically and verified numerically by Monte Carlo simulation. The results of
this section can serve as a practical guide to design better RF-EH-based communication schemes

to overcome noise and interference.

5.3 Investigation of User Selection and Relay Selection in EH-based Wireless
Cooperative Networks

In this section, I present the relay selection and user selection methods to enhance the overall
performance of EH-based wireless relay network. These methods are analyzed in Rayleigh and
Nakagami-m facding channels. [HDHO7], [HDH14].

5.3.1 Wireless Power Transfer Wireless Sensor Network with Best AF Relay Se-

lection over Nakagami-m Fading

In this first part, I would like to present the performance analysis of the best relay selection
scheme for an EH-based AF relaying wireless sensor network over Nakagami-m fading. Specif-
ically, this considered network consists of one source, multiple energy-constrained relays, and
one destination sensor node. The best relay is chosen to amplify and forward the message to
the destination after being powered by the source. [HDH14], [HDH17].

5.3.1.1 Introduction
Nowadays, wireless sensor networks (WSNs) present extensive potential in human life, i.e.,
health monitoring, security and tactical surveillance, intrusion detection, manufacturing control,
disaster management, weather monitoring, traceability, farming monitoring, and safety services,
especially with the development of 5G and beyond wireless networks and IoT networks. However,
the limited energy of sensor nodes degrade the coverage of WSN, reduce the processing ability
of the sensor node and decrease the lifetime of the network. RF EH approach may represent a
practical trend for WSNs because it’s already available in the form of transmitted energy and
in small form factor implementation, and low cost [105]. Naturally, the embedding EH into
relaying WSNs or cooperative WSNs have attracted a lot of attention from the academia and
industry in the recent decade [106].

In [107], the authors derived the analytical expressions of the AT of a block-wise TS-based
protocol for EH AF relaying network in two modes of EH at the relay: continuous and discrete

time EH. The PS-based protocol was applied at each relay of SWIPT multiple-relay network
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--»  Power transfer channel

—» Information transmission channel

Figure 5.21: System and channel models for EH AF WSNs

to coordinate the received signal energy for information decoding and EH in [108]. By using
the interior-point method, the solutions for the optimization problems of PS ratios at the relays
were provided for both basic relay schemes, i.e., DF and AF. In the work of [109], the authors
proposed a hybrid TS-APS protocol for EH DF relay networks with the discrete-level battery
of relays. A TSAPS-OBR protocol based on optimal capacity for EH AF relaying network was
proposed in [HDH17] and the optimal power-splitting ratio to maximum the end-to-end SNR
was found. However, they have not derived the expression of OP for performance analysis.
Motivate by the work of [HDH17], in this topic I consider an AF multiple-relay wireless sensor
networks with RF EH over Nakagami-m fading channels. In order to evaluate the performance
of the relay selection algorithm, closed-form expression of OP and throughput are derived in
two cases: fixed and adaptive power-splitting ratio. Based on these expressions, I investigate
the behavior of this network according to the key parameters such as transmit power, number

of relays, TS ratio and the distance for both fixed and adaptive power-splitting ratios.

5.3.1.2 System and Channel Models
In this system model, a best relay selection scheme is presented for an EH-based AF relaying
wireless sensor network over Nakagami-m fading. Specifically, this considered network consists
of one source node S, K energy-constrained relays Rx(1 < k < K), and one destination node
D as illustrated in Fig. 5.21. The communication protocol for this model is divided into two
phases [HDH14] similar to the protocol in Fig. 2.8¢, with one modification, i.e. in the second
phase, the best relay is selected among K relays to amplify and forward the message from S to
D rather than just a fixed relay.

Note that, the power-splitting (PS) ratio can be dynamically adjusted according to the

variation of channel coefficient to maximize the end-to-end SNR. The optimal relay is selected
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among K relays based on the criteria of maximizing system capacity. The relays can estimate
the instantaneous channel gain based on the algorithm of channel estimation in request-to-
send (RTS)/clear-to-send (CTS) transmission from the source and the destination [HDH17].
According to [HDH17], in high SNR region, the end-to-end SNR of this considered system is
given by

i = ph)p
K(1—p*)ys + p*

7:26 ) (5105)

no R P Rl
1_@7 Yo N()”h d? y V2 dg 3

* c 5
ot = \F% (5.106)

Assume that the relay node can only split the received signal into two power parts based

where Kk =

[HDH17] as

and the optimal p* was introduced in

on a finite discrete set of PS ratios, i.e. p; can only receive a value from the following set

1 2 L—-1
pLE {L’ A ’L}‘ Here, L is the number of PS ratio levels and 1 <[ < L — 1. Note
that, p; cannot is selected as zero (no information part) or one (no energy part). From (5.106),

we assign p; = I when the channel gain of R - D link satisfies the following condition:

12 (1+1)?

* b —
(L—1)2e <72 < b1 (

b= L—1-132

(5.107)
where [ € {1,2,--- , L — 1}.

Note that because the links of S - R and R - D undergo the Nakagami-m fading, the CDF
and PDF of RVs 7, n € {1, 2}, are respectively given by

_mn b o, \F
—1—¢ n — (I
E,(r)=1-e¢ kz:% o (An a:) : (5.108)
xmn—l mn mn 7mx
- [ An 5.109
Fule) = oy (52) e (5.109)
where A\, = E(v,), m, > 1/2 is the fading severity factor, in which m, = 1 corresponds

to Rayleigh fading and m,, = (V +1)2/(2V + 1) approximately represents Rician fading with

parameter V.

5.3.1.3 Performance Analysis

This part presents the derivation of the OP and throughput expressions of this considered WSN
system. First, the OP is defined as the probability that the instantaneous capacity (C) falls
below a predetermined rate threshold R > 0, which is expressed as OP = Pr(C < R). In
particular, for this considered system with TSAPS-ORS scheme [HDH17], the overall OP can
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be obtained as

or < (p;,)" = [Pr(Cy, < R)] = [Pr(vg. < 275 - 1)]K, (5.110)

where Cy,; is the optimal instantaneous capacity for best relay. Note that step (a) is obtained
by assuming the channels are modeled as i.i.d. over different relaying channels [109]. The

performance analysis of this system is summarized in the following theorems.

Theorem 5.7 Under Nakagami-m fading channel assumption, the OP of the proposed system
is given by

m
L—1mi—1 j _ Mi1%Yth

-y Y Z e Mmﬁ __ (mmh) (m2>m2

=1 =0 i=o (g — )l (ma — DI&I(1 — pp)ip] A170 A2

X Y =iy D(ma — i = p,aghy) = T(ma — i — p, agbyer) ]}, (5.111)
p=0D-A2
where a1 = «~—3th and ay = T2

A1e(1—p1)v0 Ao ”

Proof Here, we derive the expression of OP* as in (5.111). Substituting (5.112) into (5.110),
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we obtain the closed-form expression of OP for this system.

" " cyov1y2(1 — po)pu
P =Pr(vk,. < 21 a—1)=1- ZP ( 1—p§)'yz+)pl > Yen, by < 2 <b1+1>

L1y (1 — p)yne +
e = p)7n® T Pith
—1— /[1—F ( )}f (z)dz
; / " c(1 = pi)prox 2
_Mi%Yth [/, mo \ M2
L-1mi—1 j € 2Po <)\1’7th> ()\2> bit1 . s ma
-1 Z 170 2 i / 2217 Are(l—p)voz ~ A2 (g

o1 0 i0i' (G — i) (ma — D1 — py)ip] "

L—1mi—1 j — L ith
-3 S f: ¢ Mo (m%) (mz)m
- - X i
=1 =0 =il (G — ) me — 1)le'(1 = pr)ip] "\ A0 A2
> . _ mM17%th _ max > . . M17%th __Mmox
X /xm2—l—1€ Ac(l=p)voz A2 o — /mWQ—Z—le Ac(l=pi)vor A2 o
by i1

M1%th

(b) ! e AP (mﬂth) (m2>m2
=1 —
> — AZ

=1 =0 izl g — )Y ma — DI (1 — pr)ip] A170

S » 00 g ®©
% Z(_l)pa’l /xmzfifpflefagzdl, _ Z(_l)qal /xmzfiqulefmxdx

! !
p=0 P by =0 1 b1
. _Mmavtn
(© 1 L_lml_lz]: e AP (mﬂth) <m2>m2
=1 =0 iz 0il(G — i)l (me — D)lei(1 — py)? p A170 A2
= )Pal — (=1)%af .
{Z_:p'amQ — pF mg — i — p,aghy) — qz:%q‘gmzqf( —i—q,a2b41) |, (5.112)
2R

where v;, = 2(1=2) —1. Note that step (b) and (c) are obtained by using (1.211-1) and (3.381-3),
respectively, in [72]. [

The second important and related performance metric is the throughput at the destination

This metric is found by evaluating the OP at a fixed source transmission rate — R bps/Hz.

Theorem 5.8 Under Nakagami-m fading, the overall throughput () of this considered system

under the delay-limited transmission mode is written as

m
L—1mi—1 j Ldth

;_ %(1 —a) {1 -y > i T (mmh)j

=1 570 il = Dl mz = Dl (L= pr)ipl "\ Ao

mo\ M2 1)Pg . » K
X <)\2) %zlp [['(mg —i —p,azb;) — T'(ma — i — p,azbyy1)] } } (5.113)
2 — Op'a
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Proof Taking into account the fixed source transmission rate R bps/Hz, the effective commu-

nication time from the source node to the destination node in the total block time T is %
According to the definition of throughput [29], we have:
1—-a)T/2 1
= (1—OP*)R(;)/ =S —a)R(1-OP"). (5.114)

By substituting (5.111)) into (5.114)), we obtained the throughput of this considered system as
(5.113). This ends of our proof. [

5.3.1.4 Numerical Results and Discussion

In this part, we provide the simulation and analysis results in terms of OP* and 7 to reveal the

impact of key parameters, such as average transmit SNR (7p), number of relays (N), TS ratio

(o), EH efficiency (1), relay location (d;) and fading severity factor (m), on system performance.
The impact of average transmit SNR g and the number of relays K on system performance

are shown in Fig. 5.22a and Fig. 5.22b. According to these figures, the performance gets better

with the increasing of 7y and K. This is because the higher transmit power, the better signal and

the more energy harvested, leading to the higher power to amplify and retransmit the source
(1-a)R
.
From these figures, we can also understand that increasing the number of relays can improve

signal in the second phase. However, when ~q is large enough, OP* — 0 and 7 —

the performance of this system because we have more choices to select the best relay to forward

the information to the destination sensor node.

Outage Probability

Throughput
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OopP*

103
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O Sim.withK=1
X Sim.withK=3
+ Sim.withK=5 r
105 : ‘ ‘ ‘ ‘ ‘ [
5 10 15 20 25 30 5 10 15 20 25 30
Y o
(a) Outage probability (b) Throughput

Figure 5.22: OP and throughput of the proposed EH-based AF relaying WSN versus average
transmit SNR vy with dy = dy =1, m; =2, mg =25, R = 1bps/Hz, 0 =2, a = 0.7, n = 1,
L = 20.

Fig. 5.23 plots the OP and throughput of this considered system, respectively, versus TS
factor a.. It is seen from Fig. 5.23a and Fig. 5.23b that when a grows up, OP* decreases, T
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Figure 5.23: OP and throughput of the proposed EH-based AF relaying WSN versus « and 7
with v9 = 20dB, dy = da =1, m; =2, mg =15, R = 1bps/Hz, 0 = 2, L = 20.

scales up and the performance is upgraded. This is explained due to more time spent on EH as
« grows, which leads to higher transmission power, hence better performance results. However,
when a continues to increase, O P* gets larger, 7 scales down and the performance is degraded.
That is because the information time is reduced, which leads to the increasing of real data rate.
Overall, there is an optimal value of a that can minimize O P*. This is clearly seen by the single

bottom of the OP* curve plotted in Fig. 5.23a as a function of «.
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Figure 5.24: OP and throughput of the proposed EH-based AF relaying WSN versus d; and my
with v9 = 20dB, d2 =2 —dy, me =25, R=1bps/Hz, 0 =2, « = 0.7, =1, L = 20.

The impact of relay location (d;) and fading severity parameters (mi) on OP and throughput

are illustrated in Fig. 5.24. In this figure, we see that increasing d; makes OP* and 7 worse.
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This is because higher values of d? lead to the smaller values of energy collected as well as poorer
received signal strength at the relay nodes. Similarly, we can understand that OP* decreases
and 7 increases with the increasing of m;. This is because the channel quality is better with
larger fading severity parameter. Finally, from all above figures we can observe the perfect match
between analytical and simulation results at high average transmit SNR, or equivalently at large
Py, regime. Reversely, when ~q is low, the analytical and simulation results do not match well
because we use the approximated expression for the end-to-end SNR at the destination node as
(5.105) [HDH17] and finite terms of (1.211-1) in [72].

5.3.2 User Selection Protocol in Cooperative Networks with PSR-Protocol-Based
Energy Harvesting Over Nakagami-m/ Rayleigh Channels

In this part, the system performance analysis of cooperative networks with PSR-based EH over
Nakagami-m/ Rayleigh channels is presented. The research results demonstrate the effectiveness
of EH in the network over Nakagami-m/ Rayleigh channels. [HDHO7].

5.3.2.1 Introduction

IoT is considered a critical research area worldwide and has a significant impact on all activities in
daily lives and industry [63], [64]. However, energy limitations are the most significant problem
in the long-term operation of wireless IoT networks. Wireless EH using RF is considered a
promising solution for prolonging the operating time of devices in wireless, energy-constrained
cooperative networks [110]. Especially, in EH cooperative networks, an energy-constrained relay
R, by simultaneously harvesting energy and transferring information, can help maintain constant
operation and connection without the use of external energy sources. The problem of a two-hop
EH cooperative relaying network has been studied in many previous research works. The authors
in [111] considered a dual-hop cognitive, inter-vehicular, relay-assisted communication system
where all communication links are not line of sight, and their fading is modeled by the binary
Rayleigh fading distribution. The authors in [112] presented a general framework for modeling
and evaluating the performance of dual-hop, DF relaying schemes over independent and not
necessarily identically distributed (INID) Nakagami-m fading channels. The performance of
dual-hop MIMO OSTBC transmission with multiple antennas employed at the transceiver and
CSl-assisted AF relay over Nakagami-m fading is proposed in [113], and the performance of dual-
hop, DF relaying with relay selection over Nakagami fading channels was studied in [77]. In [114],
a harvest-then-cooperate (HTC) protocol with AP points for S and R EH was investigated. The
authors in [83] investigated two-way relay beamforming optimization to maximize the achievable
sum rate of simultaneous wireless information and power transfer (SWIPT) system with a FD-
MIMO-AF relay. Moreover, the authors in [115] derived the theoretical symbol error probability
(SEP) of cooperative systems with the best relay selection for Nakagami-m fading channels,
and the authors in [116] proposed a novel full rate DQOSTBC matrix with embedded adaptive
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DAF /amplify-and-forward (AAF) elements for data retransmission with four single-antenna
relays.

However, there has been very little research focus on both user selection protocol and EH
with different Nakagami-m/Rayleigh channels, which are suitable for IoT applications because
for example, a sensor node can select the best destination to inform its sensing data. For this
purpose, I propose an user selection algorithm for choosing the best-received destination in co-
operative networks with PSR-based EH over Nakagami-m/Rayleigh channels. The exact-form
expressions of the OP and ergodic capacity (EC) is derived using the proposed probabilistic mod-
els for wireless channels. Finally, we conduct Monte Carlo simulations to verify the performance

analysis of the proposed system.

5.3.2.2 System Model

——Information transmission = — — Energy Harvesting

Figure 5.25: System model.

We consider a PSR-based EH relay network for IoT applications with one source node S, one
AF relay nodes R, and K destination (user) nodes D;,7 = 1,2, ..., K, as shown in Fig. 5.25 [76],
[86]. These destinations represents for multiple sensors to collect the same data to enhance the
reliability of the network. In this system model, S, R, and D; are working in a HD mode with
one antenna. The channel gain between node S and the relay R (hgr) is a Nakagami-m fading
channel, while the one between the relay R and the destinations, hrp,,? =1, ..., K is a Rayleigh
fading channel. In this model, the direct link between S and D nodes is too weak without the
help of a relay. The EH and information transfer follows the PSR protocol as in Fig. 2.6a.

In the first transmission phase, the received signal at R can be formulated by

1
Yp = - /(1 = p)hsrzs + Ny (5.115)

dSR
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In this equation, hggr is S to R channel gain, dgg is the distance between S and R, and 6
denotes the path loss exponent. Here, z is the transmitted signal at S, n, is the AWGN with
variance Ny, and 0 < p < 1 is the PS ratio at the relay R. Moreover, E {|$5|2} = P, where P
is the average transmit power at S.

As analyzed in Section 4.2, the transmit power by the relay, which is provided by EH from
S, can be found as

En  _ npPi|hse*(T/2) _ npPylhsr|’ (5.116)

dsp(T/2) — d4p(T/2) dsn

r =

In the second time slot 7'/2, R retransmits the information from S to D;. The received signal

at the i*" destination during the second phase can be expressed as

1
Yd; = 7hRD¢35r + ng, (5.117)
0
V&
where ¢ € (1,2,...,K), hgrp, is the R to the D; channel gain, d; is R-to-D distance, ng, is the
zero-mean AWGN with variance Ny, and F {\xr|2} = P.. Here, the AF protocol is considered,
and the amplifying factor can be given by

Ty P,
=T = 5.118
p Yr $ (1—p)£s|hSR|2 1+ N, ( )
SR

From (5.115), (5.117) and (5.118), the received signal can be rewritten as

_ hrpB | V(1 = p)hsrs _ V(U —p)hsrrshrp,S | hrp, S
Vi, = = ; + 1| 4 ng, = — = + —— +nq, (5.119)
V4R, Vdsr Vdiy/dsr d;
signal noise
Therefore, the overall signal to noise ratio (SNR) from S to D can be given by
E {1sianall? (1_P)PS|hSR‘2‘hRDi‘252 ) )
sy DAl w0 Pl
- . - 2 - 0 10 :
E {\nozse[Q} Mﬂ + N \hrp;|*d% R No + %

k3

After doing some algebra, using (5.116) and the fact that Ny << Pg, and denoting v, =
\hsr|® 7 = |hrp,)?, (5.120) can be rewritten as

(1 = p)PsPr|hsr*|hrp, | _ np(1 = p)¢|hsrl*|hrp, |
|hrp,|*d%5PrNo + (1= p)Pslhsr*Nod? — nplhgp, %, + (1 — p)d?

SNR = (5.121)

where ¢ = Ps/Ny.
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5.3.2.3 Performance Analysis

The closed-form expressions of OP and EC of this system model are derived in this section. At
first, I determine the PDF and CDF of RVs |hsg|?, |hrp,|*. As shown in [117] and using [72,
Eq. 8.353.4], the PDF and CDF of RV 7 can be calculated by

m 2—1
o) z |kl . (5.122)
h 2l ) = m 2 eXp o .
o (Mg = DHQppgp2) 1Mo Dpgrl?
. Mhsg2 o
F, p2(x)=1—exp(— ) _ (5.123)
X 7
|hsrl |hsrl|? t=0 t!(QIhSR\2)

where Q|hSR‘2 = ST is the Nakagami-m parameter and note that the case of

m ' 2
lhs Rl
Mpgpl? = 1 corresponds to Rayleigh fading; Agrp = M is the mean of RV \hSR\ Fur-

thermore, we have the PDF and CDF of RV |hgp,|? as shown in [6] as

1

e~/ ARD; (5.124)
ARD;

f‘hRDi’2($) =
2(z) =1 — e @/PRD; (5.125)

‘h’RDi ’

E{’hRDz’|2} 2
—— is the mean of RV |hrp,|”.

In this system model, the best selection user U5, is selected if and only if

where Agrp, =

2 _ 2
b, | = _max(|hrp,|) (5.126)

=1,4,...,

For simplicity, from now on we denote hgp = hgp,. According to [118], the CDF and PDF

of |hgp|® can be given respectively by

K
Fpp2(®) = 3 (1) <K> ¢/ Ano | (5.127)

)_I

1= —1\ .
Sinnpi2 =% ( ) )Ke (p+Ly/ArD (5.128)

p=0

where Arp is the mean of RV |hpp|°.

Now, we can state the following theorem on the closed-form of OP.

Theorem 5.9 (OP—Closed Form) The closed-form expression of the OP of the proposed
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model system can be formulated as

2dgp 1%’1_1 LR (PR (R )z
p)

Z Z n+t+1
2 n—2t+1

2d(p+ 1)
$ a WWRD) (5.129)

|hsr]

Pyt =1—2exp [—
Q 2(1 —
|hsrl

d° t72+1 0 n
% ey SR Kn— 1
(Uﬂ) [(1 - ) a

Proof OP can be calculated as

[\

_ 2 2
Pyt = Pr(SNR < z) = Pr ( np(1 — p)¢|hsr|"|hrp] - z)

nplhrol*dly + (1 — p)d

= Pr{np(1 = p)Ylhsr*hro|* < znplhrp|dss + (1 - p)d] |
0 0 0
=Pr [VL | < an’hRD‘ dSR+Z( p)d; ] = Pr [|hSR|2 29, 2 2sn
np(1 — p)y|hrp|? npvlhrpl® (L —p)¢
by 2d? zd%R
—+ Tineo2(W)dy 5.130
/ Ihsnl” (nmby (1= p)p ) 1ol ) (5:130)

0

where z = 22% — 1 is the SNR threshold, and R is the source data rate.
From Equations (5.123) and (5.129), we can rewrite (5.130) as

oo zd? 2d%n | m, -1 |: zd] 2dp :|t K
+ D ey T Tp)d | 1 K—-1 —(p+Dy
Poutzl—/exp —M —Z Ke *a dy
Q - ! A e p
’ sl =0 (9, ) =
S{L%R 2d? zd%R t
1 _ (3
B R T [npwy (1—/))1/1} sz znpwy K—1 ~(ptly
=1— e Z ' ) Z » Ke *rp dy

(5.131)
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m
Now by applying (z +y)" = > (")z™ "y", the OP in (5.131) can be found as

n

n=0
Q _Zd%{a— Y 00 1 ¢ —zd?
Poyp =1— S / by Zt: t : G N R o
out —
ARD = =\ ulq. L) \nnvy (L —p)
0 “\"lhsrl
K1
K —1 —(p+1)y
x Y (—1)p< )Ke AeD dy
p=0 p
—szSR

e T DI Z

Q o0-p9 -1 _ - -
e |’LSR|2 1=p)¥ meyy t K-—1 (_1)pK(Kp I)Zt <d9>t n[ d%R *|n

7
ARD t=0 n=0 p=0 (t — n)!n!(Q‘hSRF) Pt \1P (1—p)
o0 —zd?
net o—1— —(p+1)
X Y e 1PYY o ARD dy (5.132)
0
By using [72, pp. 3.471, 9] and (5.132), we obtain the OP as in (5.129). -

In this part, we will find the PS factor to maximize capacity. The overall capacity from

source to destination is given by

np(1 — p)¢|hsrl?hrp|?
nplhrol?dly + (1 - p)d?

1 1
Coa= §log2(1 + SNR) = —log, |1+

5 (5.133)

Therefore, to maximize capacity, we need to maximize SNR. From (5.121), SNR is a concave

function of p.

Theorem 5.10 (EC closed-form) a. The optimal p that mazimize the SNR can be given as

1
pr = = (5.134)
1+ |hgrD] nng

b. The closed-form expression of the EC of the proposed system in optimal condition can be

expressed as

1 1 -ZSNR (.’Ev)
v max 1
CAF = 71 B : 1(,0 1 i} (5 35)

71_2 Sin(22v]\71 )
where z, = tan ( T cos | 2tr| + T, and w, = L and
4 QNP 4)’ 2( = 2v—1 s
4Npcos? | § cos| S=m |+
p
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— SR 7
FSN R (2) = 1 =26 |1l
-1 atn a-n-—2t+2
|Z| S R (20! (dh) * ()
X S —
t=0  n=0 p=0 q= on't'(?t—n)qnw(p-kl) 1 q+2()\RD)2t4¢
: T 2d)(p +1)
X Kn—?t—q+2 2 f)z—)\ y (5136)
pspf? Qg2 : hsr2TYARD

Proof a. It is easy to observe that 2 5 PSNE 5 negative for 0 < p < 1. Hence, SNR is a concave

function of p(0 < p < 1). We can find the value of p that maximizes SNR by differentiating the
SNR with respect to p, and then equate it to zero. After some algebraic calculations, we have
two possible solutions for p*: p* = %9 or p* =

1+|hrp]

de 1—|hgpl

Since p* = 1

d
1—-|hrp| SE

results in a value of p* > 1 or p* < 0, we choose pr =
1+\hRDM/
as the solution. By substltutlng this into (5.121), SN R;q. can be obtained as

n|hsg|* hrp|?

SN Ropar = —.
(1 + ool )

(5.137)

The CDF of SNR,,.. can be derived as

n|hsg|*hrp|?

2
<1+|hRD| U SR) d?

a7, 2 2\
<1+‘hRD| i ) Zd? 0 <1+\/ SR) Zd?
2 i 1
< -/
0

FSNRmax(z) = Pr (SNRIH&X < Z) — Pl”

<z

=Pr | |hsg| nw,hRD‘ F|hSR|2 mpy f\hRD|2 (y) dy
2
nyng> m 2 t
—| 14+ —g Zdi d‘9
Lo ( A |h5§2 ! ) <1 + ”yd(_fﬁ) zd!
=1—— e |hs Rl ‘
ARD / - ! mby
K-1
K—1 —(p+1)y
x> (—1)”( )Ke NeD dy (5.138)
— p
p=0
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In Equation (5.138), we consider

40
(H nydégR) =df 0 /8 0 0 /80 0
i 7zdi +2z ndeRdz +zy'quR —zd] — dSRdz ZdSR

|2m/1y Q |2nwy

A=c¢ “hgr —e |hsr —e “hgr \27] yeﬂlhs \Qwreﬂ\ srl?” (5.139)
We then apply a Taylor series as follows:
T 224/d% % \! af 220/d% 7 \?
SVEE o () o ()
e |hS ‘ = Z SR' = Z ?‘R - / (5140)
q=0 q: q=0 ¢
Then, (5.139) can be rewritten as
- (1)q<922\/d955‘\1;ﬁ>q —zd% o —zd?
2
A= Rl =42 Ihsnl?” ¢ lnsr2" (5.141)

q=0 ¢

m
By substituting (5.141) into (5.138) and using the formula (z +y)™ = > (7)a™ "y", we
n=0
get

29/ .

|2nwy

o 16 \4
1q<2z Vdpd] ) el

Q)
|hsrl

q!

-1 9 ng_
B S ) S () [y 5 o (e

Q P Q
y_q/Qe lhsr|? e lhsr

FSN Ry (2) = 1—7/2

ARD

t
t=0 t' (Q 27l¢y n=0 p:O p
0 9
1 Mhsrl?™" 2t K—1 00 - ZdSRw - zd; s
1 3 Z Z/e nsnl®” sl
RD t=0 n=0 p=0 ¢=07

0
n— 2t q g 0 % n
(—2)7 (2t)!(z)"" Ty 2 d; 0\ 2 _ —(p+l)y
X ( 2 ( ) (ndSR> (—1)p<K 1>Ke *pRDydy

t+ 0
nlt(2t — n)lg! (€, ‘21/}) gt+a2 \ 4, P

__""SR _ atn a—n
e el '*% 2 K- 1503 —1P ("MK (=2)7 (20)(= >t+q(d93) (@)
)\RD n=0 p=0 ¢=0 n't'(Qt_n) ( ‘hSR| w) t+Q/2*n/2
00 —zde
n—2t—q Q M
x/y 2 e Ihsal” e TRD dy (5.142)
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Table 5.4: Simulation parameters.

Symbol Name Value
" EH efficiency 0.8
ASR Mean of |hgg|* 0.5
ARD Mean of |hpp|* 0.5
Moy, Nakagami m-factor 3
z SNR threshold 1
Ps/Ny Source power to noise ratio 0-20dB
R Source rate 0.5 bit/s/Hz
K Number of sources 1-6
0 Pathloss exponent 3
dsr = d;| the distance of S-R link and R-D link, respectively 0.85

By using equation [3.471.9] in [72], (5.142) can be rewritten as

0
_ ZdSR

Q |h|12K1 pK-1 q t+q9q+Tn9%
ge nsal?” herl T 2 KoL oo (<1 (KN K (=2)7 (20)!(2) (d) (@)

2 22 °

FSNRpax (2) =1 —

ARD t=0  n=0 p=0 ¢=0 nlt!(2t —n)lq ( hsn? ¢> nt+a/2-n/2
0 n—2t—q+42 o
di A * d 1
#¢4 ARD ] Kuoges 2, 200D (5.143)
(p+ 1)thmzlﬂmj ? g2 TOARD

By doing some simplifications, we get (5.136). Now, the ergodic capacity can be found by

1 — FSNRumax (2)
Car = /fSNRmax( )og, (14 2) =13 / T2 dz (5.144)

We can observe that the involving integral in Equation (5.144) is difficult to solve in a closed

form. However, by changing the variable z = tan ¢ in the integration (5.144), we have:

1 1— Fsnpr / 1—Fsnr (tan¢) 2
Cun e b o max d 5.145
AF 1112/ 1+2 "2 Tt tang o 9% (5.145)

We can then apply an efficient NP-point Gauss—Chebyschev quadrature (GCQ) formula [119,
Eq. (25.4.39)] from [84] to numerically derive (5.135). m

5.3.2.4 Numerical Results and Discussion

Like in previous studies [73], [120], I conduct Monte Carlo simulations to verify analytical
expressions of the OP and EC of the proposed system in the above section. In addition, we
investigated the effect of the primary system parameter on the system performance in terms of
OP and EC. All other simulation parameters are listed in Table 5.4.
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Figure 5.26: OP and ergodic capacity of the proposed multi-destination PSR-based EH versus

P,/No while K = 2.
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Figure 5.27: OP and ergodic capacity of the proposed multi-destination PSR-based EH versus
P4/Ng while p = 0.5.

Fig. 5.26 illustrates the influence of Ps/Ny on the OP and EC of the proposed system. The
main parameters in this figure are as follows: K =2, R = 0.5, and p = 0.2 and 0.6. In this figure,
the OP of the cases p = 0.2 and 0.6 and the maximum capacity are provided for comparison.
We can observe that OP decreases and EC increases as p varies from 0.2 and 0.6. When P,/Ng
increases from 0 to 20 dB, OP decreases and EC significantly increases. Furthermore, the higher
the value of p is, the faster the OP decreases and the EC increases. In addition, we can see that
the OP and EC in the maximum capacity case is better than other cases, i.e. with other values
of p. This can be explained by looking at the mathematical analysis in (5.129) and (5.135).

Fig. 5.27 depicts the effect of P;/Ngy on the OP and the EC for different values of K. I set
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Figure 5.29: OP and ergodic capacity of the proposed multi-destination PSR-based EH versus
number of users.

R = 0.5 bps, p = 0.5, and K = 1, 3, and 6. From Fig. 5.27a, the OP decreases when P/Nj
increases from 0 to 20 dB, and OP decreases faster with a higher K. On the other hand, the EC
increases significantly when Pg/Nj rises from 0 to 20 dB. Furthermore, the EC is higher with
higher value of K.

Moreover, Fig. 5.28 displays the influence of the ratio Ps/Ng on the OP and the EC of the
model system for different channel conditions. Here, the cases Ray-Ray, Naka-Ray in the non-
maximize and maximize modes are compared with each other in the same system condition. In
particular, I let the ratio Ps/Ng vary from 0 to 20 dB, and set p = 0.2, K = 2 in Fig 5.28a and
p = 0.4, K = 3 in Fig 5.28b, respectively. Fig. 5.28a shows that OP decreases faster in the
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Naka-Ray case with maximum capacity than in other cases. Similarly, EC increases faster in the
Ray-Ray case with non-maximum capacity than in other cases in Fig. 5.28b. Here, we can see
that the system performance in the maximum capacity case is better than in the non-maximum
capacity case.

The OP and EC of the proposed system with respect to the number of users are presented
in Fig. 5.29. Again, OP decreases and EC increases as the number of users varies from 0 to 10,
and get better values in the maximum capacity case. Finally, it is observed that in all above

figures, simulation and analytical results match well with each other.

5.3.3 Summary

This section extends the study of EH in wireless cooperative networks to the case of multiple
relays or multiple destinations. I propose a best relay selection method for EH-based AF relaying
WSN and a user selection protocol for PSR-based EH over Nakagami-m and Rayleigh channels.
In both models, the analytical closed-form expressions for the OP, throughput, and EC are
derived. In the second model, the performance analysis is also applied for both fixed PS ratio
and adaptive (optimal) PS ratio. Finally, Monte Carlo simulations confoirms the correctness of

analytical expressions.

5.4 Hybrid TSR and PSR Protocol for RF Energy Harvesting in Alternate-
Relay Network over Rician Fading Channels

All of the works mentioned above use either TSR or PSR EH protocol, each of which has its own
advantages. In this section, I investigate a hybrid TSR—PSR alternative EH that can exploit the
benefits from both conventional protocols. For this analysis, the AF mode and Rician fading
channels are selected. [HDH12].

5.4.1 Introduction

Currently, EH from green environmental sources and the conversion of this energy into the
electrical energy used to supply communication network devices is considered to be a leading
research direction. In the series of primary environmentally green energy sources, such as solar,
wind, geothermal, and mechanical energy, RF signals can be considered as a prospective en-
ergy source in the future. The research direction of RF-powered mobile networks has received
significant attention during the last decade in wireless sensor networks (WSNs) and cooper-
ative communication systems from both academia and industry [121], [122]. In cooperative
networks, references [123] developed two new EH-based relaying protocols based on the receiver
structures at R, termed time-switching-based receiver (TSR) and power-splitting-based receiver
(PSR). From [124], the TSR and PSR protocols have some drawbacks; for instance, TSR loses
information in the switching process to the harvesting mode, and PSR has a low coverage area.

Furthermore, PSR requires a complicated hardware structure to make sure that a proper portion
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of energy from the source signal is extracted for EH. In contrast, TSR can simplify the hardware
at the expense of the throughput or achievable rate of the system. Based on the fact that both
TSR and PSR protocols have their drawbacks, a method to combine these two protocols to get
the best out of them should be considered. This solution is obtained in this paper by using an
adaptive relaying protocol [125], [126]. From the other point of view, Tran et al. [127] proposed
a general hybrid TSR-PSR protocol and provided its performance analysis. However, they just
consider a simple network model.

The main objective of this section is to propose and investigate the performance (in terms of
the OP and SER) alternative hybrid TSR-PSR EH relaying networks over Rician fading chan-
nels. In this model, two relays R1 and R2 are alternatively used for EH and data transmission
process from S to D. In the first step, the exact and asymptotic expressions of the OP and SER
are derived. Then, the influence of all system parameters on the system performance is inves-
tigated, and the Monte Carlo simulation verifies all results. Finally, the system performance of

TSR-PSR, TSR, and PSR cases are compared in connection with all system parameters.

5.4.2 System Model

(@ (b)

Figure 5.30: The system model. The green, red and black lines represent the first-hop and
second-hop transmissions, respectively. The green and dashed back lines represent data trans-
mission (DT) and EH, respectively. (a) Ri: DT and Ro: EH; (b) Re: DT and Ry: EH.

Fig. 5.30 describes my considered network model, which consists of one source node S, one
destination node D, and two alternative relays R; and Ry. Each device works with a single
antenna and in a HD mode, and there is no direct link between S and D. In this model, S,
and D have their own stable power supplies, while R; and Ry operate by RF harvested energy
and alternately forward source signal to destination following AF relaying strategy. We denote
that hy and ho are the fading channel gains from the source to relays, g1 and gs are the fading
channel gain from the relays Ry and Ro to the destination D, and hi2 and ho; are the channel

gains between R; and Ro, respectively.
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Figure 5.31: The information transmission and EH process.

Moreover, Fig. 5.31 shows the division of the transmission time. In the first interval time
oT with 0 < o < 1, S transfers energy by signal to Ry and Ry. After that, S simultaneously
transfers energy (with power pP;) and information (with power (1 — p)Ps) to R; in the next
interval of length (1 — «)7'/2. In the same interval time, Ry harvests energy from S. In the final
interval of length (1 —«)7T/2, Ry transfers information to D and Rg harvests energy from Ry [6],
[73], [111], [124]. For the next transmission block, the roles of Ry and Ra are reversed. Thus,
R1 and Ry will alternately forward source data in every transmission block. Please note that Ry
and Ry always harvest energy from the received RF signals in all of the first transmission blocks.
Compared with TSR or PSR single-relay system, more energy can be harvested by relays in our
protocol 73], [124], [128].

5.4.3 System Performance

In this part, we analyze and investigate the EH and data transmission processes in the two relays
in the hybrid TSR-PSR protocol. In the system model, the inter-relay channel is assumed to
be symmetric, i.e., his = ho1. Rician block fading is assumed, so all the channels are circularly-
symmetric jointly-Gaussian complex RVs, i.e. h; ~CN(0,1), g; ~ CN(0,1) and hya ~ CN(0,1),
where i € {1,2}. In the hybrid TSR-PSR alternative relaying, the source provides an energy
signal to both R; and Ry in o7 and (1 — «)T'/2 blocks. In the (1 — a)T/2 block, R; allocates
0 < p <1 (pisthe PS factor) as part of the received source signal for the EH (EH). Therefore,
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the total harvested energy at R; and Rs can be given by

1—a)TP
Eiig = Erog = 1705TPS + 7M2)S>

(5.146)
where F {\hf} =1,0<n<1,0<p<1land0<a<1 arethe energy conversion efficiency,
power-splitting factor, and time-switching factor, respectively. In this model, small-scale channel
fading is omitted.

When S sends data to Rjp, after splitting a portion p of the received signal for EH, the

remaining signa at R; can be obtained as

yr1 = V1 — phizs + nyq (5.147)

where n,; is the zeroomean AWGN with variance Ny at R, and E {\:L'S\Q} = P,.
Then, R; amplifies and forwards the signal to D in the next stage. The transmitted signal
from Ry can be expressed as x,1 = By.1, where § is the amplifying factor, which is determined

as

Prl
\/(1 — p) Pl |* + Ny

B = (5.148)

Then, the received signal at D can be formulated as

Y1d = G121 + n1qg = B [\/ 1 — phizs + nrd +n1g = Bg1v/1 — phizs + Bging +nig  (5.149)

signal noise

where n14 is the AWGN with variance Ny at D, E{|z;; |2} = P,1, and P, is the average transmit
power of Rj.
In this case, when R; performs the delay-tolerant (DT) transmission mode, the end to end

signal to noise ratio (SNR) at D can be calculated as

E{|signal|*} _ B2|g1|?ha|* Ps(1 — p) ~ (1 = p)PsPry|ha*|g1
E{|noise|*} B2|g11*No + No 911> No + (1 — p)Ps|h1|*No

Ye2el = (5150)
where the last approximation is obtained by using (5.148) and the fact that Ny << P,.

In this tranmission block, Ry can harvest energy from S in o7 + (1 — «)T/2 blocks, i.e.,
L(1 + ) blocks, and Ry can also harvest energy from Ry in (1 — «)T'/2 blocks. Therefore, the

total harvested energy at Re when R; joins in the data transmission (DT) can be calculated by

n(1+a)TP;  n(l—a)TPy
2 + 2

E,gp = (5.151)
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Similar to Ra, the total harvested energy at R; when Rs joins in the DT can be obtained as

n(L+a)TPs  n(l—a)TPeo

E.qp = 5.152
rlb 9 + 2 ( )

where P,s is the average transmit power of Ro.
From the EH process at R; in the previous transmission block and current transmmission

block, the total harvested energy of R for DT can be obtained as

77T[(304—CYP+1)P5+P+(1—a)Pr2]

Er = FEng+ Erp = 9 (5153)
Similarly, the total harvested energy of Ry also can be obtained as
T[Ba—ap+1)Ps+p+(1—a)P,
Eyy = Hyog + By = 1132 =00 F VB 4 (1= )P (5.154)

2

From (5.153), (5.154) and using the law of energy conservation, the average transmitted

power of R; and Ry can be calculated as

Eq {(3a—ap+ )P+ p }
P = = P 5.155
M a—are 1-a T (5.155)

E.» {(3a—ap+ 1)Ps+p }
P = = P 5.156
2T -T2 1-a T (5.156)

By substituting (5.156) into (5.155), we obtain:
nv

Pq=— 5.157
rl 1_ n ( )

where we denote ¥ £ W. Finally, the SNR of the proposed system in (5.150) can

be rewritten as

(1 =p)PPulhllgir (1= p)PPrapies
VYe2el = T35 T = (5.158)
’91’ N()—l-(l—p)PS‘hﬂ No 902N0+(1_p)Ps‘101N0
where ¢ = |h1|2,<,02 = |g1|2 and P, is defined by (5.157).
5.4.3.1 Exact Outage Probability Analysis
The PDF of the RV ¢; (where i € {1,2}) as in [73] is given by
folz)=ad ((l,)i zle™b" (5.159)
1=0 \"
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(K+2e—K b=

value of RV ¢; where i = {1, 2}, respectively, because we consider the small-scale power fading
|h1)?, |g1|? in the derivation. Therefore, a and b can be re-denoted as a = (K+1)e X, b= K+1,

where we denote o = \h1|2,cp2 = \91\2, a = K/\‘*fl, in which )\; is the unit mean

K is the Rician K-factor defined as the ratio of the power of the line-of-sight (LOS) component
to the scattered components.
The CDF of RV ¢;, where ¢ € {1,2}, can be computed as [125]

oo 1 1 oo lpn,—K
a K - Klore ™, _
F¢i(§)=/f%(x)dx:1—g§ :}0: T b<_1—§:§0: T b (5.160)
0 =0 n= =0 n=

Theorem 5.11 (Exact Outage Probability) The expression of the exact OP of the proposed
alternative hybrid TPSR EH relay network can be formulated by
—bvpNo  —byn N

[ ntm (n—l—m) 2ae K e PraPsli=m ¢~ P KIHmpntm (y,, Noyrtml

ou =1- ntm—
t Z Z Z Z l'(m') anT1”+m+1[PS(1 _p)]Z + L k+1

=0 m=0n=0 k=0

XKkarl( 2bvin No )

P/ Ps(1 - p)

where K,(-) is the modified Bessel function of the second kind and v** order.

(5.161)

Proof The OP of the model system can be calculated as
(1 - p)PsP’rlQOlSOQ
©2No + (1 = p) Psp1No

=Pr[(1 - p)Psp1 (Priv2 — ndNo) < Yenp2No

Ythw2No YenNo } ( ’YthNo)
=Pr { < ,9 > — » + Pr < —
a1 Py(1 — p) [Prip2 — yinNo] w2 Py 72 Py

o

Pl =Pr(vezer < yn) = Pr { < 'Yth}

Yth No

7 Ytnp2No
0/ fios (p2)dpa + / Fy, {Ps(l Y T R—— ]cpg} foo(p2)dpo (5.162)

thNo
Prl

where vy, = 22 _ 1 ig the SNR threshold and R is the source transmission rate.
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From (5.160), the OP can be rewritten as

7thNo
Pry

Polut / f@2(¢2)d¢2

0
s o I lpn —K n —b N
K'b"e Y2 No Veh 2 No
+ / 1— |: e Ps(1=p)(Pr1v2—7nNo) p2)dpo
. { 2.2 n! [ Ps(1 = p) (Prip2 — vndNo) feale2)
JthtV0

=0 n=0
P'rl
(5.163)
Furthermore, by using (5.159), we obtain
P! r Kle~ b2 No " - _)lszQNO - p
=1 s(1—p)(Pr192—7¢pNo
v / Z Z lIn! [P 1—p)(Prp2 — ’YthNo)] ¢ Joa(ip2)dipo
'\/thNO =0 n=0
Py
00 1 — _ ) m
/ > 3~ akle S ]”epsap)?mi?%m)} 5 PR e,
e \iZ005 In! LPs(1 = p)(Prip2 — vnNo) = (m)
Pry
l I+ + o0 n —b N
— ]. — ae KZ Z Z K mbn " / |: IYthSO2NO :| eps(l—ﬂ)(’lyptrhlié_%thf\fo)_bcp2<p£nd802
=0 m=0n=0 l‘ 2 Ng Ps(l_p)(PTIQOQ_’VthNO)
Py
(5.164)
By changing a variable t = P2 — Y4, No in to (5.164), we obtain
fK oo o0 l Kleranrm
Pout = D2 i
Pri i msonmo N m!)?
+7¢nNo
o0 t+7th0 no=bvn | —p, 0
" / [’Yh N] . L(l_pl)t } (t+7thN0>mebt+7°tr}11Nodt
Prl
0
—b N —b N
B 1 ae*Ke Prlg?(lliop) e ;:t:; 0 f: io: Z Kl+mbn+m ('ythN(])n
P = o N(m!) nl Py TP (1 — p)n
T - e —y
X /t_"e PriPs(=p)t (t + 4, No)" e Pridt (5.165)
0
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NgE

Now, by applying (z +y)" = (B)x" " y* to (5.165), the OP can be rewritten as

k=0

—byipNo  =b%pNo
P1 _ aefKePrlps(l—P) e Pr1 io: i l ni”:n <n 4 m) Kl+mbn+m (7thN0)n+k
out — *+ 2 i
Py 1=0 m=0n=0 k=0 ko J U (ml) nl Py " P (1 — p)n
b NG b
> /tm—kePrlPs(lfp)t Pr1dt. (5.166)
0

By apply [72, pp. 3.471, 9], we get (5.167) below. Then (5.161) follows directly.

—bypNo  =b1aNo

Polut . 20 KePraPs(I=p) ¢~ Pr1 i i zl: nin (n + m> Kl';'mb”"’m (’YthNO)n+k
Fry =0 m=0n=0 k=0 k (m!)*nl Py "R (1 — p)n

m—k+1
2 2 2
YinNo 2bvin No
X | —— K, _ _— ] . 5.167

[Ps(l_p)] mH (Prl Ps(l—/)) ( )

5.4.3.2 Asymptotic Outage Probability Analysis
From (5.158), at the high SNR regime, the end to end SNR can be approximated as

__ (A=p)PPaorp2 Py
©2No + (1 = p) Psp1No No

732’251 (5.168)

Then, the asymptotic OP can be formulated as

Pripa Yth No X Ke X, No\™
PLOO S o) ( T < ) -P ( < —1_ 4
out r No Yth rie2 Py g nz::o Il Py € 1

(5.169)

5.4.3.3 SER Analysis

In this part, we obtain new expressions for the SER at the destination, which is given in (5.18).
The CDF of ~e2¢1 is needed for analyzing the SER performance. In particular, (5.18) can be
rewritten using integration as

o0
—0x
SER, = oVO [

2\/%() WF’Yezd(x)dx (5'170)

Theorem 5.12 (Exact SER) The exact SER of the proposed TPSR-based EH AF HD relay
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network is calculated as

Il n+tm m—k+1 r-l+mpn+2m—k+1 n+2m—k+2
+ 4 K b N
SER; = 2 —ae*K(Z)\[Z Z 33 (n m)y( (No)

2nt3m-—3k+3
1=0 m=0n=0 k=0 l(m!)*n P T2k 2P (1 — p)] A

% 1 F(n—i—Qm—k—i—%)F(n—l—k-l—%)

0 3bNa N BN n+2m—k+5/2 T (n +m+ 2)
Priy/Ps(1=p) ~ 1
o bNg bNg
5 3 Poy/Ps(1—p) = P
x F n+2m—k+§,m—k+§;n+m+2;9+ TN 5NG (5.171)

Priy/Pi(1-p) P
where T' (+) is the gamma function, and F (v, B;7; z) is a hypergeometric function

Proof By substituting (5.159) into (5.178), we have:

v Te Lndm (ot m 2aqe~ K gli+mpntm
SER, = Z\f \f 2fz Z Z Z < )l!(m')

2ntm—kt1
1=0 m=01n=0 k=0 2P P (1 - p)] T2
e—Oac

—bxz N —bz N 2b N
X (xNp )n+m+1 PP () e P k1 (“) dz (5.172)
s \/5 Py Ps(l - P)

The first term of (5.172) can be calculated by using in [72, Eq. (3.361, 1)]

Ooe_ex T
Ilzg)ﬁo ﬁdx:;bﬁ\\g:g (5.173)

The second term of (5.172) can be calculated as

I = Kd)\/’zz zl:nifn <n+m> ‘( ') Kl+mbn+m(N0)n+m+l
I(m

ntm—kt1l
1=0 m=0n=0 k=0 2P\ PP (1 — p)] T

oo
bxNg

—Ox bz N
. _ beNg _beNg 2bx Ny
o« (x)n+m+176 PriPs(l=p) g Pr1 b+l | 5 |dT
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By using (6.621.3) in [72], the integral in (5.174) can be calculated as

oo
— 9+$+”N0 2br N
Jl = /l.n+m+1/2€ 1‘|: P Ps(1—p) T1:|Km_k+1 $
0 P PS<1 —p)
BN, m—k+1
- ﬁlDrlleE)l—/)):| T(n+2m—k+3)T (n+k+})
- 0 3bNg bNg n+2m—k+5/2 F'n+m+2)
{ + m * Prq
9 —_ _ bNo bNy
5 3 . Prl Ps(l—p) Prl

Priy/Pi(1-p)  r1

where T'(+) is the gamma function, and F (v, 8;7; z) is a hypergeometric function. Then:

0o oo I n+m n+m K[+mbn+m(N >n+m+1
e b () :
1=0 m=0 IN(m!)

2n+m—k+1
n=0 k=0 2l P TP - p)] T 2
ADN m—k+1
No 5 1
) ﬁprl\/m] T(n+2m—k+3)T(n+k+})
g4 3bNo BN e/ T(n+m+2)
Pry \V4 PS(I_P) Pri
- \ 0 _ bNg I}DNO
. . Py Ps(l_p) rl
x F n+2m—k+§,m—k+§,n+m+2, TN, Y (5.176)
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2nt3m—3k+3
1=0 m=0n=0 k=0 . m!)2n!Prln+2m_k+2[PS(1_p)} : m2

1 F(n+2m—k‘+%)f‘<n+k+%)
X
¢+ 3BNo N BN n+2m—k+5/2 I‘(n+m+2)
Pay/Ps(1—p) = P
o bNy bNy
5 3 ' Pry/Ps(1—p) = Im
x F n+2m—k+§,m—k+§,n+m+2,9+ NG Y (5.177)

Pr14/Ps(1—p) Pry

By substituting (5.173) and (5.177) into (5.172), we complete the proof.

Theorem 5.13 (Asymptotic SER Analysis) The asymptotic SER of the proposed system
can be found as

¢ e RV & Klbn( >"< bNO)”1/2 < 1)
o0 —_— —_—,—,—_—_—, f—
SERY = 3 NG an i \ s 0+ B T(n+3 (5.178)
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Table 5.5: Simulation parameters.

Symbol ‘ Value
0<n<1 0.7
A1 1
Ao 1
Ps/Ny 0-20dB
K 3
R 0.5 bps

Proof Using (5.169), we can rewrite SER at high SNR regime as

o VO [e K'b"e~ (a;N())” _bal
SERT Q\f 1 ZZ Tl P, e Pr1 ydx

=0 n=0
B QS\/@ 6—9m _K(bf Klbn Ox _ baNg
_ﬁo ﬁd ;Z I ( ) / ok P dx (5.179)

By using the (3.381.4) in [72], the integral in (5.179) can be computed as

o0 —0x b N, o0 _z(0 bNg bN. —n—1/2 1
0 0
By substituting (5.180) into (5.179), we obtain the expected result. [

5.4.4 Numerical Results and Discussion

For validation of the correctness of the derived OP and SER expressions, as well as investigation
of the effect of various parameters on the system performance, a set of Monte Carlo simulations
are conducted and presented in this section. For each simulation, we first provide the graphs of
the OP and SER obtained by the analytical formulas. Secondly, we plot the same OP and SER
curves that result from the Monte Carlo simulation. To do this, we generate 10 random samples
of each channel gain, which are Rician distributed. The analytical curve and the simulation curve
should match to verify the correctness of our analysis. All simulation parameters are listed in
Table 5.5.

The function of the OP with respect to K and R is presented in Fig. 5.32. In Fig. 5.32a, |
set Pg/Ng = 10 dB, p = 0.5 and « = 0.5, and the OP decreases remarkably while K varies from
0 to 4. On another hand, the influence of R on the OP in three cases TSR, PSR, TSR-PSR, is
also investigated in Fig. 5.32b with Pg/Ng = 15 dB, p = 0.7 and o = 0.3. The OP significantly
increases with R from 0 to 4.

Fig. 5.33 plots the analytical and simulation results of the system OP and SER with respect
to the ratio Pg/Np. In Fig. 5.33a, both the exact and asymptotic OP in cases TSR, PSR, and
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Figure 5.32: OP of the proposed hybrid TPSR EH alternative-relay AF HD relay network versus

OP of AF system versus K-factor with PSIN0 =10dB

(a) Versus fading parameter

fading parameter K and data transmission rate R.

OP of AF system versus Ps’No withR=0.5

OP of AF system versus R with Ps"Na =15dB

R (bit/s/Hz)

(b) Versus data transmission rate
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Figure 5.33: OP and SER of the proposed hybrid TPSR EH alternative-relay AF HD relay
network versus P4 /Nj.

TSR-PSR are illustrated. The main parameters are set as R = 0.5, p = 0.3 and a = 0.3.
From the results, the exact OP decreases and comes close to the asymptotic line when the ratio
Pgs /Ny increases from 0 to 20 dB. Furthermore, Fig. 5.33b, shows the comparison SER of three
cases TSR, PSR, and TSR-PSR versus Pg/Ng with specific for the modulation type BPSK and
QPSK.

Fig. 5.34 Outage probability and SER numerical results. In Fig. 5.34a illustrates the nu-
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Figure 5.34: Outage probability and SER numerical results.

merical and simulation results of the system OP concerning o and p with Pg/Ng = 10 dB. It
is clearly shown that the OP increases with increasing o and p, and the minimum OP can be
obtained with @ = 0 and p = 1. Furthermore, Fig. 5.34b the comparison of the exact and
asymptotic SER of TSR-PSR versus Pg/Ny with specific for the modulation type BPSK and
QPSK.

We can see that the hybrid TPSR outperforms the other 2 protocols. Last but not least, the

results indicate that all the simulation and analytical values agree well with each other.

5.4.5 Conclusions

In this section, the hybrid TSR-PSR alternate EH relay network over AF-based Rician fading
channels is presented and investigated. The system model consists of one source, one destination
and two alternative relays for signal transmission from the source to the destination. We derive
the exact and asymptotic expressions of the OP and SER and investigate the influence of all
system parameters on the system performance using the Monte Carlo simulation. The research
results indicate that the alternative hybrid TSR-PSR has better performance in comparison
with the TSR and PSR cases. The research results can provide essential recommendations for

communication network research and practice directions.
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6 Design secrecy protocols at the physical layer and propose
methods of calculating and analyzing secrecy performance of

wireless networks

In this section, to fulfil the second aim of this dissertation, I propose two advanced model
for enhance the security at physical layer. In the first model, I design a novel harvest-to-jam
protocol to enhance the security and reliability of a multi-hop LEACH wireless sensor network.
This protocol can provide good security and reliability performance even with the presence of
hardware noise [HDH18]. For the second model, I design a protocol to improve the security of
the LEACH sensor networks by integrating multi-hop communications, jammer selection with

RF EH. [HDHO02], [HDH19].

6.1 Harvest-to-Jam Protocol for Improving Security and Reliability of Multi-
hop LEACH Sensor Networks under Impact of Hardware Noises

In this section, I propose a protocol to enhance the security of multi-hop low-energy adaptive
clustering hierarchy (LEACH) networks. In the proposed protocol, a source sends its data to a
destination using multi-hop relaying method in presence of an eavesdropper. All of the nodes
including source, destination and relays are cluster heads (CHs), and the data transmission is
split into orthogonal time slots. To protect the data at each hop, harvest-to-jam and randomize-
and-forward methods are employed by CHs and cooperative jammers, respectively. Each jammer
which is randomly selected at each cluster harvests energy from the previous CHs to transmit

jamming signals to the eavesdropper. [HDH18|.

6.1.1 Introduction

Due to the widely applications in different areas such as environment, agriculture, military,
healthcare, industry, and IoT, WSNs have been developed rapidly during last two decades [129].
The main components of WSNs are small energy-constrained sensor nodes that are installed
in the certain locations to sense data and information to send to the base station (sink) via
radio links. However, these tiny sizes of low-cost wireless sensor nodes are strongly affected to
the life-time of WSNs. Then, one of the most considerable challenges of WSNs is the strat-
egy to efficiently utilise the energy of those small electronic nodes to extend the life-time of
the systems. There are the number of solutions for this challenge proposed in [130] including
RF - EH, low-energy adaptive clustering hierarchy (LEACH) protocol, and multi-hop relaying
communications.

Due to the limited energy, prolonging the lifetime for WSNs has become a critical issue.
Recently, the RF-EH method [74], [131] has been gained much attention as a potential solution,
where sensor nodes can harvest energy from ambient RF signals for communication. In addition,

both data and energy can be supported for the RF-EH receivers at the same time and the same
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RF bands. In [131], [132], the authors proposed efficient RF-EH schemes in which power stations
are deployed in a certain area to simultaneously serve wireless devices.

For power consumption efficiency, the sensors can be divided into several groups of nodes
called clusters, using the LEACH protocol [133], [134]. Then, each cluster is led by a cluster head
(CH), which is also a sensor node that collects the data from all of other alive-nodes in the group
to send to neighbor CHs. Moreover, to improve the data rate, extend the network coverage,
and mitigate effect of fading environments, multi-hop relaying approach is often employed to
communicate between non-adjacent clusters. In [134], the source data is sent to the destination
via multi-hop approach, where intermediate nodes are also CHs. Different with [134], each
cluster in [135] selects the best receiver (a cluster node) to forward the data to next hop to
enhance the reliability of the data transmission. However, the implementation of the protocol
in [135] is complex due to requirement of high synchronization, perfect CSI estimation and high
power consumption for the relay selection process.

Due to the broadcast nature of wireless medium as well as the communication over multi-hop,
the source data can be overheard by eavesdroppers. Therefore, the security and privacy issues are
the considerable challenges in WSNs. Conventionally, the original information will be ciphered
by crypto codes before sending to the end users. This scheme coding is generally performed
in the high-layer in the communication systems. However, this is computational complexity in
coded and decoded algorithms, so it normally needs a large capacity of memories and storages,
which may not be suitable for sensor nodes. Recently, PLS has been widely developed to satisfy
the secrecy requirements and also to reduce the computation in wireless communication systems
[136]. In [137], the transmitters adjust their transmit power so that the active eavesdroppers
cannot successfully receive the data at each hop. Then, efficient path-selection methods are
proposed to improve the end-to-end performance, in terms of OP. Reference [131] proposed
a joint transmit and receive diversity method, i.e., transmit antenna selection (TAS)/selection
combining (SC) to enhance quality of the data channels in cognitive WSNs under joint constraint
of co-channel interference and hardware impairments. In [135], the authors analyzed the trade-
off between OP and IP in cluster-based multi-hop cognitive radio networks with relay selection
at each hop.

To further enhance secrecy performance, cooperative jamming technique can be used effi-
ciently, where friendly jammers are employed to only generate artificial noises on the eavesdrop-
pers [138], [139]. For the authorized receivers, they can cooperate with the jammers to remove
the interference from the received signals. The authors of [138], [139] proposed joint relay and
jammer selection methods to obtain the best secrecy performance for dual-hop relaying net-
works. Furthermore, the jammers in [139] can harvest energy from the RF signals of the source
to transmit the jamming signals.

In this section, we propose a secured communication protocol in multi-hop LEACH networks
using the harvest-to-jam method at each hop to protect the data under the presence of an

eavesdropper. Different with [134], the jammer in the proposed protocol harvests energy from the
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Figure 6.1: System model of the proposed protocol.

RF signals of the previous CH for the jamming process. For performance evaluation, we derive
exact and asymptotic closed-form expressions of the end-to-end OP and IP over Rayleigh fading
channel and in presence of hardware imperfection. We then perform Monte Carlo simulations to
verify the theoretical results. The results presented the trade-off between OP and IP, which can
be improved by carefully designing the system parameters such as the number of hops, hardware

impairment levels and fraction of time used for the EH phase.

6.1.2 System Model

Fig. 6.1 presents the system model of the proposed protocol, where the source node (CH of
cluster 0) wants to transmit its data to the destination node (CH of cluster M) via the multi-hop
LEACH approach with the assistance of multiple relays (CHs of intermediate clusters denoted by
Cluster 1, Cluster 2,..., Cluster (M-1). In this network, the eavesdropper E attempts to illegally
receive the data over all of the hops. Hence, the CHs must cooperate together to confuse the
eavesdropper by generating random codebooks so that the eavesdropper cannot combine the
received signals with maximal ratio combining (MRC) [140], [141].

Assume that all of CHs are equipped with a single antenna, operate on HD mode. Hence,
the data transmission between the source and the destination is performed via M orthogonal
time slots, follows a time-division multiple access (TDMA) schedule. Let us denote T as the
total transmission time; and hence the duration allocated for each time slot is § = T/M.

Let us consider the k —th time slot, where the CH of the cluster (k — 1) (denoted by CHy_1)
sends the source data to that of the cluster k& (denoted CHy), where k = 1,2, ..., M. To protect
the data at this hop, a cluster node (denoted by Ji) is randomly selected by CHy to play a
role as the cooperative jammer. In addition, J; will harvest energy from CHj_1 to generate the
jamming signals.

Let us denote ¢x y as channel gain between nodes X and Y, where (X,Y) € {CHy_, CHg, J;, E}.

Assume that all of the channels are Rayleigh fading, the channel gain v¢x y is an exponential
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RV. Hence, CDF and PDF of ¢x v can be given, respectively as

Fyey (2) =1 —exp(—Qxyz),
fuxy () = Qx y exp (—Qx y), (6.1)

where Qx v = 1/€ {¢x v}, and £ {.} is an expected operator. To take path-loss into account,
the parameter (2xy can be modeled as [72]: Oxy = d%y, where dx v is distance between X
and Y, and 0 is path-loss exponent.

Again, we consider the data transmission at the k — th time slot, which is split into two sub-
time slots: the first one (ar) is used for the RF-EH operation, and the second one ((1 — «)7)
is used for the data transmission, where 0 < o < 1. As analyzed in (2.4), after the EH phase,
the average transmit power that J; can use in the second sub-time slot is obtained by

)
Qr = ﬁ = kPYch,_ 4,7, (6.2)

where 7 is energy conversion efficiency, P is transmit power of CHy_; for all k, and k =
na/ (1 - a).

It is worth noting that because CHy and Ji are in the same cluster, CHy can know the
jamming signals of J; for the interference cancelation, but the eavesdropper E cannot. Hence,
under impact of hardware impairment, the channel capacity of the CHy_; — CHp link can be

given as

P
Cp = (1 — ) dlogy (1 + YCH, 1 CHy )

AvYcn,_,cn
=(1—a)dlogy |1+ bl Tk ,
T]%PQbCHk_l,CHk + No ( ) 2 <

B AYcn,_,.cn, + 1
(6.3)

where Ny is variance of Gaussian noise, A = P/Nj is transmit SNR, and T]% is total hardware
impairment level of the CH,_; — CHj, link for all k.
For the CH;_; — E link, the channel capacity can be expressed as

P/ll}CHk—17E
Cex = (1 — a)dlogy <1 + 8 Pcu, . E + Qrby,.E + No
AYcH, . E
— (1-a)dlog, [1+ o ’ o
(1 — ) dlog, < TEAYenH, | E+ kAYCH, 4,5, 035+ 1 (6.4)

where 7']% is total hardware impairment level of the CHy_; — E link for all k.
Next, due to the DF relaying method, the end-to-end channel capacity of the data link can

be given as

C& =  min u (Cpi) - (6.5)

91



Since CHs employ the randomize and forward method to confuse E, the obtained channel

capacity of the eavesdropping links can be formulated as

3Gy

01%26 = mgax M (CE,k) . (6.6)
Then, we define the OP and intercept probability (IP), respectively as

OP = Pr (CF° < Cun) ,
IP = Pr (Cg2e > cth) : (6.7)

where CYyy, is a pre-determined threshold.

6.1.3 Performance evaluation

In this part, we derive exact and asymptotic closed-form expression of the end-to-end OP and
IP for the proposed protocol.

6.1.3.1 Outage probability (OP)

Firstly, from (6.5) and (6.7), OP of the data link can be formulated as

M

OP = Pr (k_lrgi"r.l.’M (Cox) < cth> - krz[l (1—0Py), (6.8)

where OPy, = Pr(Cp < Ci) is OP at the k — th hop. Using (6.3), we can obtain

AvYcn,_,,cH,
T]%AwCHk—hCHk +1

OPy =Pr ( < p) =Pr ((1 - T]%p) AvYch, ,,cH, < p) ; (6.9)

Cth
where p = 2025 — 1,

Next, we can observe from (6.9) that if 1 — 73p < 0, then OP = 1 and OP =1, and if
1 —73p >0, using (6.1), we can compute OPy, exactly as

p Qem,_y ,cHP
- ) L e S 6.10
v (v sen < s ) = 1-ew (K)o

Substituting (6.10) into (6.8), which yields

Ole—ﬁeXp _M (6.11)
P (1—-7Ep)A )" '
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At high transmit SNR, i.e., A — 400, we can approximate OPy, as

OP ~ k= LCHR T 6.12
(1-2p) A (612
Hence, OP can be approximated as
M
QcH,_y,0H,P
OP = OP = =k, (6.13)
D (I
Therefore, the diversity gain can be determined as
log (OP)
DG = —— =1. 14
G T Ao log (A) (6.14)
6.1.3.2 Intercept Probability (IP)
From (6.6) and (6.7), we can write
M
IP =Pr (k:?,lf.}.{.,M (Cri) > Cth) 1 H Pr(Cr i < Cin) (6.15)

k=1

From (6.15), our next objective is to calculate the probability Pr (Cg < Cy). Using (6.4),

we can obtain

Pr(Cgr < Cyn) = Pr ((1—7’%;}) A@ZJCH,C_I’E</§pAwCHk_17kaJk,E—|—p) . (6.16)

Similarly, if 1 — 72p < 0, Pr(Crx < Ci) = 1 and IP = 1. Otherwise, equation (6.16) can
be rewritten as

Pr(Cgr < Cin) = Pr (1/JCHk_1,E <wy + w2¢CHk_1,Jk¢Jk,E)

+oo  ptoo
= A A FwCHk_l,E (wl + waZ)a fd}CHk—lv"k (y) fTZ)Jk,E (Z) dde, (617)

— — _hkP
where wy; = = )A =1z,
Substltutlng ( 1) into (6.17), after some manipulations, we obtain

Pr(Crx < Cin) =1 — ¢pexp (¢k — QCHk_l,Ewl) E1 (¢r), (6.18)

Qcuy,_1,0,20,.8
Qcny,_, ,Bw2

Substituting (6.18) into (6.15), IP at the eavesdropper can be expressed as

where Ej (.) is exponential integral function [72], and ¢y =

M

P=1-1]] {1 — ¢ exp (fﬁk - QCHk,l,Ewl) Ey (¢k)}, (6.19)
fm1
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Figure 6.2: OP and IP as a function of A (dB) when zg = 0.5, yg = 0.3, « = 0.25, and

2 2
™ =15 = 0.

Next, at high transmit SNR, we can approximate (6.4) as

A
Cek =~ (1 — a)dlog, ( Yoi 1 ) ;

14 6.20
B AYen, B+ kAYCH, 5,V E (6:20)

With the same manner as deriving (6.18), we can obtain the asymptotic expression of

Pr(Cg i < Cin). Then, the asymptotic expression of IP can be expressed as

M

IP~1— ][] 11— ¢rexp(on) Er(d)]- (6.21)

k=1

We can observe from (6.21) that at high transmit SNR, IP does depend on A.

6.1.4 Simulation Results

In this part, Monte-Carlo simulations are presented to validate the analyzes in part 6.1.3. In the
simulations, we place all the nodes into a two-dimensional Oxy plane. In particular, the nodes
in the cluster k have same positions of (k/M,0), and the eavesdropper is located at (zg,yg),
where k = 0,1, ..., M. In all simulations, the path-loss exponent () is fixed at 3, the target rate

(Cin) is fixed at 1, the energy conversion efficiency () is set to 1, and and the total delay time
(T) is set by 1.
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Figure 6.5: IP as a function of OP when M = 3, zg = 0.5, yg = 0.3, and o = 0.15.

In Fig. 6.2, we present OP and IP as a function of the transmit SNR A in dB with different
number of hops. In this figure, the eavesdropper is located at (0.5, 0.3), the fraction of time for
the EH phase («) is 0.25, and the transceiver hardware of all the nodes is assumed to be perfect,
ie., T]% = 7']% = 0. As shown in Fig. 6.2, as A increases, the OP values decrease, while the TP
values increase at the small and medium A regions, and converge to constant at high A values.
We also see that the slope of the OP curves equals 1, and hence the obtained diversity order is
1, as proved in Section 6.1.3. It is seen from Fig. 6.2 that with higher number of hops, the OP
performance and the intercept possibility of the eavesdropper are worse. It is worth noting that
the simulation results (Sim) match well with the theory (Exact), and the exact results nicely
converge to asymptotic ones (Asym) at high A regimes.

For showing more clearly the trade-off between the security and reliability, Fig. 6.3 presents
IP as a function of OP with different values of M. As we can see, at the same value of OP,
the IP value reduces as increasing the number of hops. Moreover, the value of IP as M = 2 is
much higher than that in the remaining cases. As we can see, at low OP regions, the IP values
converge to a constant. Again, the simulation results validate the theoretical ones.

Fig. 6.4 presents IP as a function of OP with various values of a. Different from Fig. 6.3, IP
significantly decreases at high OP values. As we can see, the IP values decrease as increasing a
from 0.1 to 0.2. It is due to the fact that the transmit power of the cooperative jammer nodes is
higher with high value of «, which degrades the IP performance of the eavesdropper. However,

it is worth noting that when « is high, the time used for the data transmission reduces, and the
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OP performance is worse.

Fig. 6.5 investigates the impact of hardware impairments on the IP-OP trade-off. In this
figure, we assume that the hardware impairment levels of the data and eavesdropping links are
same, i.e., 7']% = T]%. We can see that the IP-OP trade-off is better as the hardware impairment
levels increase. This means that the hardware noises impact on the IP performance higher that

on the OP performance.

6.1.5 Conclusions

In this section, investigated the trade-off between the security and reliability for harvest-to-jam
based multi-hop leach networks under impact of hardware noises. The results presented that
the IP-OP trade-off can be enhanced via increasing the number of hops, and the fraction of
time used for the EH phase. Moreover, the hardware impairment levels also significantly impact
on the IP-OP trade-off. In future works, i will evaluate the other performance metrics such
as secrecy OP, probability of non-zero secrecy capacity, and ASC over more generalized fading

channels, i.e., Nakagami-m, Rician, etc.

6.2 Secrecy Outage Performance of Multi-hop LEACH Networks Using Power
Beacon Aided Cooperative Jamming With Jammer Selection Methods

In this section, we evaluate secrecy performance of cooperative jamming (CJ) aided secure
transmission for Multi-hop Low-Energy Adaptive Clustering Hierarchy (M-LEACH) networks
with the presence of an eavesdropper. Data transmission between a source and a destination is
performed via cluster heads (CHs) of intermediate clusters. To protect the source information
at each hop, each CH selects one or many cluster nodes to realize the CJ technique. We propose
EH-based jammer selection methods named MAX-EH, MAX-IP and ALL-CJ, where the selected
jammer(s) has to harvest wireless energy from a dedicated power beacon to generate jamming
noises. [HDHO02]

6.2.1 Introduction

Recently, PLS has been introduced as a promising technique to guarantee security for wireless
systems [58], [60]. Performance of PLS methods is evaluated via secrecy capacity, i.e., average
secrecy rate (ASR), SOP, probability of non-zero secrecy rate (NZSR). In [141], the authors
considered secure connection approaches for dual-hop relay networks using DF and randomize-
and-forward (RF) methods. In the RF method, the source and relay nodes randomly generate
code-books to prevent the eavesdroppers from using maximal ratio combining (MRC). Therefore,
the RF method outperforms the conventional DF one, in terms of secrecy performance. Reference
[142] studied the RF-based secure connectivity with random presence of eavesdroppers who
cooperate to decode the source data. The authors in [143] proposed a cooperative communication

approach to improve the e2e SOP performance. The authors of [144] proposed relay selection
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schemes to improve secrecy performance for both DF and AF relay networks in limited co-channel
interference environments. In [145], SOP of cognitive radio networks (CRNs) was evaluated.
Operating on underlay mode, the secondary transmitters in [145] must adapt transmit power to
guarantee QoS for the primary network. Different than [145], the authors in [146] proposed a
spectrum sharing approach, where secondary users help the primary network protect the data
so that they have opportunities to access the licensed bands. In [147], the authors investigated
secure communication for FD wireless powered systems, in presence of multiple eavesdroppers.
The authors of [148] proposed an analog cooperative beam-forming method to enhance the
secrecy performance for three-dimensional Gaussian distributed WSNs. Unlike [141], [148],
published works [149], [150] analyzed intercept behavior at the eavesdropper defined as the
probability that the instantaneous secrecy capacity equals to zero.

So far, almost published literature related to the efficient PLS methods mainly focus on
single-hop or dual-hop relay networks. There have been several reports of multi-hop secure
transmission ones such as [134], [137], [151] and references therein. In [151], the authors derived
exact closed-form expressions of the e2e NZSR and SOP for multi-hop RF relay networks with
multiple eavesdroppers over Nakagami-m fading channels. Different than [151], published work
[152] considered impact of hardware imperfection on the e2e NZSR performance. Reference
[153] studied impact of co-channel interference on the e2e secrecy performance of cluster-based
multi-hop networks. In [154], optimal transmit power allocation strategies were presented to
enhance the e2e secrecy capacity for in multi-hop DF relay networks. In [155], the secrecy
performance of multi-hop AF relay networks using compressed sensing was studied. The authors
of [156] proposed an online control method for multi-hop secure transmission networks with
security constraint. In [134], a random jammer selection was proposed to protect Fountain
encoded packets. Reference [157] studied the e2e secrecy performance of a WPT based multi-
hop networks, where transmitters harvest wireless energy from multiple power beacons.

In PLS, cooperative jamming is an efficient method to protect the transmitted data, where
trusted jammers are employed to generate jamming signals only on eavesdroppers. In [158],
power beacons not only support wireless energy for transmitters but also play a role as friendly
jammers. Reference [159] evaluated the secrecy capacity of secure AF relay networks using
wireless powered cooperative jamming. In [160], the authors studied optimal power allocation
for PLS systems with assistance of a FD jammer. Published work [161] proposed a PLS-based
multi-user broadcast protocol, and designed an optimal pre-coding matrix at a multi-antenna
base station as well as a jamming covariance matrix at a jammer node to minimize total transmit
power under a secrecy constraint. Reference [162] considered a CJ method in multi-eavesdropper
environment with finite alphabet inputs. In [163], harvest-to-jam (H2J) method was proposed,
where the jammer nodes harvest wireless energy for generating the artificial noises. Moreover,
the authors in [139] proposed various relay and jammer selection strategies to enhance the secrecy
performance for dual-hop relay networks.

This section concerns with the PLS issue in M-LEACH networks, where the source-destination
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communication is realized via CHs of intermediate clusters, in presence of an eavesdropper. To
protect the source information, CHs can select one or many cluster nodes to perform the CJ
operation, using the H2J technique. Although reference [134] also considers the M-LEACH
network with CJ, the jammer nodes use their power to transmit the artificial noises. Under to-
tal transmit power constraint, the authors of [164] provided a sub-optimal solution of transmit
power allocation to maximize lower bound of the end-to-end instantaneous secrecy capacity in
multi-hop FD relay systems. Similar to [134], the jammer nodes in [164] do not use H2T tech-
nique. In [165], a multi-hop DF relay network was considered, where the HD relays allocate a
part of total transmit power for generating the jamming noises. In [HDH18], the random jammer
selection and the RF technique are employed to protect the source data in M-LEACH networks.
However, in [HDH18]|, the selected jammer node harvests the wireless energy from CH of the
previous cluster. References [157] considered power beacon-aided multi-hop relaying protocols.
In [166], the authors proposed a multi-hop EH WSNs employing non-orthogonal multiple access
(NOMA) and CJ techniques under presence of multiple eavesdroppers. Moreover, the relay and
jammer nodes in [166] are powered by power transfer stations deployed in the network. However,
unlike [157], the source data is relayed via full-energy CHs, while friendly jammers are cluster
nodes which are powered by PB. Moreover, because each CH and the selected jammer(s) are in
the same cluster, they can surely exchange information about the jamming noises. Therefore,
we can assume that CHs can perfectly remove the interference generated by the jammer(s), but
the eavesdropper cannot.

Also different than [134], I propose three H2J jammer selection methods named Max-EH,
MAX-IP and ALL-CJ. In MAX-EH, the cluster node obtained the MAXimum Energy Harvested
from the power beacon is chosen. In MAX-IP, the selected jammer is the cluster node providing
the MAXimum Interference Power to the eavesdropper. In ALL-CJ, ALL cluster nodes in the
clusters take part in the CJ operation. For performance evaluation, we derive expressions of the
end-to-end (e2e) SOP for the proposed methods over Rayleigh fading channels. Particularly,
for RAND and MAX-EH, exact closed-form expressions of the e2e SOP are derived. For MAX-
IP, an exact integral-form formula and an lower-bound closed-form expression of the e2e SOP
are provided. For ALL-CJ, a lower-bound expression of the e2e SOP is derived. We then
perform Monte-Carlo based computer simulations to verify the theoretical results. The results
show that the proposed methods outperform the RANDom jammer selection (RAND) and the
corresponding method Without using the CJ technique (WO-CJ). The impact of the system
parameters such as the number of hops, the number of nodes at each cluster, the fraction of

time spent for the EH process on the e2e SOP of the proposed methods is also investigated.

6.2.2 System Model

Fig. 6.6 presents system model of the proposed secure transmission protocol. Here, the source
(To) (CH of cluster 0), attempts to send its data to the destination (Ty;) (CH of cluster M), via

CHs of the intermediate clusters. It can be assumed that there are (M — 1) clusters between the
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Cluster 0

— Data Link —> Eavesdropping Link —--2 Jamming Link ---- EH Link

Figure 6.6: System model of the PLS protocol in M-LEACH networks using CJ.

cluster 0 and the cluster M. Let T,, denote CH of the m‘* cluster, where m = 1,2, ..., M — 1.
The node T, receives the source data from the previous node T,,_1, decodes, re-encodes, and
then transmits the encoded data to the next node T,,+1. To protect the source data, Ty and
T,, employ the RF technique to confuse the eavesdropper E [141], [142]. Furthermore, at each
cluster, the CJ process is performed to reduce quality of the eavesdropping channel. To support
wireless energy for all of the nodes, a power beacon (B) is deployed in the network. The node
B can generate wireless signals using a specific frequency band which differs with the frequency
used for the data transmission. We assume that all the terminals are single-antenna devices,
and the data transmission is split into M orthogonal time slots. We denote L as a maximal
delay time for each data transmission. As a result, the time spent for each time slot is equally
allocated as 7 = L/M.

Considering the m!" time slot in which T,,_; transmits the data to T,,, E overhears the
transmitted data, and the selected jammer(s) transmits the jamming noises on E. In this time
slot, a duration of a7 is used for harvesting the wireless energy from B, and a duration of
(1 — «) T is spent for the T,,—; — T,, transmission, where 0 < o < 1. Assume that there are
N nodes in each cluster, and the cluster nodes in the m!" cluster are named by Ryn, where
n=12..N.

Before describing the channel and system models, we would like to summarize the notations
used through this section (see Table 6.1).

Next, the transmit power of node R,,, can be obtained from the harvested energy from B
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Table 6.1: Mathematical notations.

Symbol Meaning
M Number of hops or number of clusters
L Maximum delay time between Ty and Ty
T=L/M Time allocated for each time slot
« Fraction of time spent for EH phases
Pr, Py Transmit power of cluster heads and power beacon, respectively
n Energy conversion efficiency
o8 Variance of additive white Gaussian noise
A= Pr/o3, A= Pg/o} Transmit signal-to-noise ratios
Fy(), fu() CDF and PDF of random variable U, respectively
VXY Channel gain between X and Y
AXY Parameter of channel gain ~yx vy

and can be found by similar approach as in (2.4):

EHg,, .

Pr,,.. = ( = KPBYB R s (6.22)

l—a)r
where 7 is an energy conversion efficiency (0 <7 < 1), Pg is transmit power of B, 1B R,,,, is
channel gain between B and Ry, 1, k = na/ (1 — ).

As mentioned above, because T, and R, ,, are close to each other, they can securely exchange
information about the jamming noises so that T,, can remove them from the received signals.
Hence, the instantaneous channel capacity of the T,,_1 — T,, link can be given as

PT’miflmi
Com=(1—-a)7logy (1+ — )= (1—a)7rlogy (1+ Ayr,, 1), (6.23)
0
where Pr is transmit power of all of CHs, yr,, , T,, is channel gain of the T,,_1 — T, link, 03
is variance of AWGN, and A = Pr/o is the transmit SNR.
Because E cannot remove the jamming noises, the instantaneous channel capacity of the

T,,—1 — E channel can be given by

P
Cem = (1 — a) 7log, <1 + TV m—1,8 )

Avr, 1B
=(1—a)7logy | 1+ moL ,
PRm,n’yRm,n7E + 0-8 ( ) ? <

KAYB Ry VR B+ 1
(6.24)

where yr,,_, g and 7R,, ,, E are channel gains of the Ty, 1 — E and R, , — E links, respectively,
and A = Pg/od.
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From (6.23) and (6.24), the secrecy capacity obtained at the m!” time slot can be given as

+

1 + A’miflaTm (6 25)
1 Avr,, 1B ’ ’
KEAYB Ryn . VR, n, E+1

SCim = [Cpm — C’E,m]Jr = |(1 - a)Tlogy

_l’_

where [z]" = max (z,0).

Due to the RF technique used, the e2e instantaneous secrecy capacity can be formulated as

SCe2e = min (SCy,). (6.26)
Assume that all the channels are Rayleigh fading, therefore vx v follows an exponential RV,

and its CDF are expressed as

Fyy (u) =1 —exp (—Ax yu) sy (u) = Ax,y exp (—Ax yu), (6.27)

where (X,Y) € {T),, BE}, Axy =1/E{x v} = dggy [HDH18],[137], £ {.} is an expected oper-
ator, dx vy is distance between X and Y, 6 is path-loss exponent, Fy; (.) is cumulative distribution
function (CDF) of RV U, and fi7 (.) is PDF of RV U.

Remark 6.1 Firstly, in M-LEACH, the data transmission is performed via CHs which often
have high residual energy [167], [168], and hence we can assume that they can transmit the
data with the maximum power Pr. Secondly, we assume that E only overhears and illegally
decodes the source data, and an jamming-attack model as in [169] is out of scope of this paper.
Thirdly, for ease of presentation and analysis as well as for clearly observing the impact of N
and « on the secrecy performance, we can assume the number of nodes at each cluster (V) is
same, and the fraction time used for the EH phase («) at each hop is the same. It is worth
noting that the analysis in this work can be easily extended to the scheme with different values
of N at each cluster, and different values of o at each hop. Next, before T,,_1 transmits the
data to T,,, we can assume that T,,_; has already reserved the channel, which means that
the other transmitter /receiver pairs in the network are not allowed to be active on the reserved
channel. Indeed, the channel reservation has to be performed to avoid impact of the jamming
noises on the other receivers. Finally, because the nodes in each cluster are close together, it
can be assumed that dxT,, = dxR,,, for all X, m and n. Therefore, in the following, we use

the following notations:

ATy 1T = AT 1 R = ADyms AT B = ARy, B = ABms AB Ry = AB,m- (6.28)

Next, we introduce jammer selection methods proposed in this part. At first, we denote the

selected jammer at the mt cluster as J,,, where J,,, € {Rm1,Rmz2, ... RN}
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6.2.2.1 RAND method

In RAND, each CH randomly selects one of its members for the CJ operation [HDH18], [134].
The implementation of RAND is simplest, e.g., the cluster nodes are sequentially chosen, follows
their ID. In addition, this method also avoids the case where only one node is always selected for
the CJ phases. However, the performance of RAND is worst than that of MAX-EH, MAX-IP
and ALL-CJ.

6.2.2.2 MAX-EH method
In this method, the CH node T,, selects the candidate obtained the highest energy harvested

from B. Mathematically, we can write

Jpm =arg max (EHg,,, ). (6.29)

n=1,2,...,

Combining (6.22) and (6.29), we obtain (6.30) as

Im =arg max (Pr,,.)=arg max = (1BRn.)- (6.30)
Equation (6.30) implies that among members of the mt" cluster, J,, is the node having the

highest transmit power or having the highest channel gain between itself and B.

Remark 6.2 The implementation of MAX-EH can be realized as follows: the cluster members
Ron,n send the value of EHR,,, (or PR, , O YBR,.,.) to Tm so that T,, can select the best
node by using (6.29) or (6.30). As a result, MAX-EH is more complex than RAND because
it requires more overhead, time and energy for estimating and exchanging the information.
Moreover, RAND and MAX-EH can be applied for passive-eavesdropper schemes [170] in which

the instantaneous CSI of the eavesdropping links are not available.

6.2.2.3 MAX-IP method
When the eavesdropper is active [137], [171], the cluster members R,;, ,, are assumed to be able to
estimate the instantaneous CSI between themselves and E. In this case, we propose the MAX-IP

method in which the jammer at the m!" cluster is selected as

Jm = arg max N (/{A’YB7Rm,n7Rm,n7E) = arg max (’yB7le,7L’YR'"L,7L7E) : (631)

n=1,2,..., n=1,2,...,

Equation (6.31) implies that the node providing the highest interference power on E is

selected, which also means that

pu— . . 2
VBIn VI B = | X (VB Run  VRon, 1 E) (6.32)
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Remark 6.3 Since the jammer selection in MAX-IP considers both the EH and eavesdropping
links, MAX-IP provides higher performance than MAX-EH. However, the implementation of
MAX-IP which requires perfect CSIs of the eavesdropping links is very complex. As mentioned
above, this method is only applied when the eavesdropper is active. Moreover, to perform the
jammer selection, all the nodes Ry, have to send the values of ygR,, . YRm...E 10 T, which

can spend a lot of energy and time.

6.2.2.4 ALL-CJ method
Unlike RAND, MAX-EH and MAX-IP, the CH T,, in ALL-CJ selects all the cluster nodes to

join in the CJ operation. Hence, the channel capacity of the T,,_1 — E link is given as

PT’YTm—lyE A’)/Tm—lyE

Cem=(1—a)rlogy [ 1+

=(1—-a)rlogy | 1 +

N N
2
Zl PRm,nPYRm,nyE + UO Zl KAPYB,Rm,nPYRm,n,E + 1
n= n=

(6.33)
Hence, the secrecy capacity obtained at the m!* hop in ALL-CJ can be written as
Jr
1+ Avyp, 1
ALL—CJ m—1,Tm
SCiy = | (1 — ) Tlog, A (6.34)
1 + m—1>
N
> KAV R YRon n EF1
n=1

Remark 6.4 Until now, almost published works related to the jammer selection methods have
only considered the single-node selection, which motivates us to propose the ALL-CJ protocol.
Moreover, as shown in part 6.2.4, ALL-CJ provides the highest SOP performance, as compared
with the remaining protocols. However, due to the requirement of high synchronization between
the nodes in each cluster, ALL-CJ uses a lot of energy and time. In addition, using all of
the nodes in each cluster for the CJ operation also reduces spectrum efficiency. Finally, unlike
MAX-IP, ALL-CJ does not require CSIs of the eavesdropping links.

6.2.2.5 WO-CJ method
For performance comparison, we also consider the conventional secure transmission method in
which the CJ technique is not used at each hop. Because the EH phase does not need to use,

the secrecy capacity at the m! time slot in WO-CJ can be calculated as

JF

1+A

SCn O~ = [TlogQ < o A’VVTT’“TE’"N : (6.35)
m—1,
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6.2.3 Performance Analysis

In this part, we analyze the e2e SOP of RAND, MAX-EH, MAX-IP, All-CJ over Rayleigh fading

channel, which is defined as

eZe e2e

SOP%, = Pr (SCh. < Cu) , (6.36)

where Cyy, is a positive threshold, and Z € {RAND, MAX — EH, MAX — IP, ALL — CJ, WO — CJ}.
Combining (6.26) and (6.36), we have

M

Z . 7 1 . 7
SOPge = Pr (m:gr}?l’r}“’ u (scz) < Cth) =1 I_[l (1-s0P%), (6.37)
where SOP%1 = Pr (SC,Zn < C’th) is SOP at the m'" hop. Therefore, to obtain SOP?QQ, we have
to calculate SOPZ,.

When Z # WO — CJ, using (6.25) and (6.34), we can express SOPZ, in the following form:

SOP%, = Pr (yr,,_, 1, < 61+ 62U%), (6.38)
where
Cth p—1 P
= 2(1_04)7' = — = —
P ) ¢1 A ) QSQ A )
A“/Tm_ E
Up = et 7 —=ALL—CJ (6.39)
KA D VB Rinn TRin,n B
n=1

Using CDF of vt given by (6.27), we can rewrite (6.38) as

m—1 »Tm

+00
SOP7, = /0 Fop r (614 92u) fyz (u) du
+o00
=1—exp (—)\D7m<z51)/0 exp (—Ap,mop2u) fuz (u) du
+oo
= 1~ Apnd2exp (—Apmé1) /O exp (—Ap mott) Fyz () du, (6.40)

where fyz (u) and Fyyz (u) are PDF and CDF of UZ, respectively.
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6.2.3.1 WO-CJ method
In this method, SOPKO_CJ can be computed exactly as

QCth/T —1
SOP%O_CJ =Pr <7Tm17Tm < A + 2Cth/T'.YTm1,E>

+oo 2Cth/T -1
:/0 Fy o (A +2C'°h/7x> fWTm_l,E (z) dz

. )\E,m )\D,m Cin /T
=l o (—A (26/™ - 1)) . (6.41)

Then, substituting (6.41) into (6.37), which yields

M
A A
WO-CJ Em Dm (oCw/7
SOP 39, =1 m|:|1 L\E, Ny 20077 exp ( (2 ¢ 1))] (6.42)

Next, we analyze the e2e SOP of the proposed methods. As observed from (6.40), we have
to obtain CDF of UZ%, which can be formulated as

A
Fyz (u) = Pr (U% <u) = Pr (va_l,E < %Vn%u + Z) - / P (¢3vu + Z) fuz (v) dv,
0

(6.43)
where ¢3 = kA/A, fyz (v) is PDF of V4 with

VB, Vs 7 € {RAND, MAX — EH, MAX — IP}

Vi={ N (6.44)
21 ’YB,Rm,anRm,n,Ea Z = ALL — CJ
From (6.27) and (6.44), we can write
U +o0
Fyz (u) =1 —exp <_>\E’mA> / exp (—Ag,m@suv) fyz (v) dv
m 0 m
“+oo

=1— Agmpsuexp (—¢4’mu)/0 exp (—Agm@zuv) Fyz (v) dv, (6.45)

where ¢4m = Agm/A, and Fyz (v) is CDF of V2,
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Then, substituting (6.45) into (6.40), after some manipulation, we arrive at
SOP% =1 — ¢ Dmd1
+o0o +oo
+ )\D,m/\E,m¢2¢3€_)‘D’m¢1/FVWZL (v) {/ ue~(Apmd2tdam)ug—demesvugy, | 4,
0

0
—+00

Fyz (v)dv
=1—eDmd1 ¢ )\D,m/\E,m<Z52¢3e*)‘D’m¢1 / Vil ©) 5
0 (()\D,m¢2 + ¢4,m) + )\E,m¢3v)
+oo
Fyz (v)dv
=1—- eikD‘md)l + ¢57m6*)\D,m¢1 / (¢V7% (_i_) )27 (646)
6,m v

0

_ AD,mP2 _ AD,mP2+Pam
where ¢5’m T AE,m®3’ ¢6’m - AE,m®3

Next, we attempt to find CDF of V4, and then substituting it into (6.46) to obtain SOPZ .

6.2.3.2 RAND method
In RAND, CDF of VRAND ig expressed as

+o0 v
Fygano (v) = Pr (18,1, 71,8 < v) :/0 Fig s <$) Frsw (@) dz
+00 A
=1- )\E7m+1/ exp (—?) exp (—Agm+12) dx. (6.47)
0

Using [72, eq. (3.324.1)] for (6.47), we can obtain

Fyrano (v) =1 = 24/ ABmAEm+1vEK1 (2\/)\B,m)\E,m+1'U) =1— 97 mVVK1 (d7,mVv), (6.43)

where ¢7.,,, = 2./ABmAEm+1, and K (.) is a modified Bessel function of the second kind [72].
Combining (6.46) and (6.48), we arrive at

“+00

_ B B v
SOP%AND = ]_ — W@ )‘D,md)l _ ¢57m¢77m@ )‘D,m(z’l / (F \/j'_ )2K1 (¢77m\/5) dU.
;1 0 6,m v
(6.49)
By changing variable ¢ = /v, we obtain
+o00o
2
SOPRAND _ | _ P6,m — P5,m eADmbL _9p b o= ADmd1 Ky (¢7,mt) di (6.50)
m ¢6,m 5,m®P7.m <¢6’m n t2)2 . .

0

Combining [72, eq. (6.565.7)], [72, eq. (9.34.6)] and (6.50), we obtain an exact closed-form
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PRAND

expression of SOP as
GOPRAND _ | _ ®6,m — DP5,m o ADmdL _ ¢5,m(¢7,m)2€7/\D7m¢1G3,1 dom(drm)? | -1 — —
" P6,m 4 e 1 -10 0 )
(6.51)
where G (.|.) is Meijer-G function [72].
6.2.3.3 MAX-EH method
Because g j,, = | _max (VB.Rm.n) (see (6.30)), CDF of g j,, is determined by
o\ N o t N —tAB,m
F’YB,Jm () =Pr (n:IlHQaX N (’VB,Rm,n) < 1‘) = (1 — e "Bm ) =1+ Z (—1) ; e~ tABme
1y t:1
(6.52)
where (]X ) = t'(Nth)' is a binomial coefficient. Then, CDF of VMAX=EH can be formulated as
+oo
v
FVTIY\L/IAX—EH (1)) = / FWB“]m (l’) fA/Jm’E (x) dx
0
N
N +0o0 v
=1+ Z (—1)t< ; )AE7m+1 / e~ ABmE e ABmAIT g (6.53)
t=1 0

Again, using [72, eq. (3.324.1)] to calculate the integral in (6.53), we obtain (6.54) as

N
FanyblAX—EH = z_: ( . )\/&ﬁzm\/{)Kl (\/iqbzm\/ﬁ). (6.54)

Substituting (6.54) into (6.46), similar to (6.49)-(6.50), we can obtain an exact closed-form

expression of SOPMAX—EH g

SOP%AX—EH —1_ M —AD,m¢1

¢6m
\le \[¢7m\f)
AD,m®1
+¢5md)7m€ ;( ( >\[/ gf)6m—|—v) dv
+oo, 2
— M —AD m¢1 AD,m®1 al -1 tzct u Kl (\/£¢7’mu)
1-— ¢6m +¢5 m¢7m6 ;( ) Nﬂo/ (¢67m+u2)2
=1 M *)\Dm¢1+¢5m(¢7m) e~ Dmd1 M -1 - -
P6,m 4 t:l Gy 4 -1 0 0 )°
(6.55)
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6.2.3.4 MAX-IP method

Because 78,1, V1,8 = MaX  (YBRy,. VR, E) (s (6.48)), using (6.32), CDF of V1A%
n=1,2,...,

can be obtained as

FVTIr\LIAxflP (’U) =Pr ( max <7B,Rm,n7Rm,n,E) < v) = [Pr (’YBRm,nVRm,n,E < x)]N

n=1,2,...,

N
= [1 - ¢7,m\/5K1 (¢7,m\/5)] . (6.56)
Substituting (6.56) into (6.46), an exact expression of SOPMAX=IP i given as
+o0o

N
SOPMAX-IP _ 1 _ o=domé1g.  o=ADmér / 1= ¢rm Vv (¢72,m\/5)] dv. (6.57)
(¢6,m + U)

0

It is worth noting that the integral in (6.57) can be calculated by computer software such
as MATLAB and MATHEMATICA. Moreover, we also attempt to derive a lower-bound closed-
form expression for SOP%AX*IP. At first, we have the following inequality:

MAX-IP _ maxyy7max
Vm S max (’yB,Rm,n) max (VRm,n,E) - B.R R,E» (658)
n=1,2,..., n=1,2,....N
max __ max __
where WB,R - n:Iln2aX N (’yB’Rm,n) ) WR,E - n:I1n2aX N (/}/R"L,TUE).

Similar to (6.52), CDF of WE'E* is obtained as

ol N
Fype () =1+ 2; (-1)* ( ; )f”&m% (6.59)
t=
In addition, PDF of WR'§* can be written by

8(1 — e‘AEvmﬂLly)N

max = — N)\ _)‘E,’m+1y 1 _ _>‘E,m+1y N-1
f R,E (y) 6?/ E,m+16 (&2

N -1
r

= (—1)’“N< )AE,mHe—(”l)AEvmﬂy. (6.60)
r=0
Hence, if Wp!AX—IP — pypaxymax using (6.59), (6.60) and [72, eq. (3.324.1)], CDF of

WMAX-IP g exactly computed as

+o00
Fypcce (0) = | Fwgge (Z) Py (y) dy
N N-1 N\ (N1 .
1+ ; 7;0 (-1 N( t) ( . >\/:¢7,m\/5K1 (W@mxﬁ)

(6.61)
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Combining (6.46), (6.58) and (6.61), SOPMAX=IP is hounded by a closed-form formula as

SOPMAX P >1— P6,m — P5.m e~ D m1

(z)ﬁm
N N-1 N\ /N -1 ; P VUK, (\/ﬁdwm\f)
—AD,m®1 _1\t+r
b0 S () (Y1) g [
Z 1_ ¢6 m¢6m¢5m —-Ap m¢1+
¢5m<¢7m> ot 3= 8y (VY (N 1) goa (L0 4D Gom(rm)® | -1 = =
;;)( DTN po ) 4 10 0 )
(6.62)

6.2.3.5 ALL-CJ method
In this method, it is impossible to find exact closed-form expression of SOP,‘:‘ILL_CJ, which

motivates us to find a lower-bound closed-form one. At first, we use the following inequality:

N

V< max () D0 TR m = WERWRE, (6.63)
Ty 7 n=1 %,—/

Wy%LL—CJ

where WR'g' = Z YR n,E and WALL=CJ — = WER'WRE. Moreover, because WR'g' is a summa-

tion of independent and identical exponential RVs, its PDF can be obtained by using [144, eq.
(382)]:

)\ m
fogw (y) = ﬁylv texp (< Ammt1y) (6.64)

Using (6.59) and (6.64), we can write CDF of WAM-—CJ a5

+o0
[
FW:}LLLch (v) = / F ma (y) fWE;'f]f;“ (y)dy
0

“+oo

t(N
-1 MAN N=1,=Bmy o= ABm+19
— + Z E,m+1 y e ve ’ y (665)
£ (N - 1) J

Applying [72, eq. (3.471.9)] for the integral in (6.65), which yields
t N) ti

N
Fypaw-cs (v) =1+ Z t, 7 (07 03 Ky (Vidrm/v) (6.66)

t=1
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Combining (6.46), (6.63) and (6.66), SOPALL=C can be bounded by a closed-form expression

as

SOP,,AnLL_CJ > 1— (,bﬁ,m — ¢5,m e—)\D,md)l

¢6,m
o N
s o= ADm1 ivj (—1)t(12f) t% 6 >N 7 v2 Ky (\/Ed)?,m\/a) "
— P5m : v o (PTm
2 (N—1) 2N-T L o 0P
>1— MB*)\DMCM
o ¢6,m
N Ny, N Foo N4l
_ ¢57m(¢7,m)Nef)\D’m¢l Z (_1)t t)t 2 r KN (\/Z(b?’mx) dax (6 67)
N=2 N —1)! 2)2 ' ’
Again, using [72, eq. (6.565.7)] and [72, eq. (9.34.6)] for (6.67), we obtain
SOPAMC) 2 1 — S0 =00 ot — B3 (5, ) 55 (g, ) Ve Ao
¢6,m 2N+
A (N) N+l 31 t¢6m(¢7m)2 —NH - -
<Y (—l)tﬁt > G (’4’| Nl Noi 1N ) - (6:68)
=1 : ) 2 2

Remark 6.5 By substituting (6.51), (6.55), (6.57), (6.62), (6.68) into (6.37), we obtain exact

or lower-bound closed-form expressions of the e2e SOP of the proposed protocols.

6.2.4 Simulation Results

This part provides Monte-Carlo simulations to validate the expressions derived above, and to
compare the e2e SOP performance of the considered methods. Both simulation and analysis of
theoretical results are carried out in MATLAB. In each simulation, 5%10° —106 trials are realized,
where Rayleigh fading channel coefficients of the links are generated. For the theoretical results,
the derived formulas are used to illustrate.

In the simulation environment, the nodes in the m!” cluster are assumed to locate at the same
co-ordinate, i.e., (m/M,0). Hence, the positions of the source and the destination are (0,0) and
(1,0), respectively, and the link distance between two adjacent clustersis dr,, | 1,, = 1/M, where
m = 0,1,..., M. For the nodes B and E, their positions are (zp,yp) and (zg,yg), respectively.
To focus on the impact of the system parameters, i.e., the number of hops (M), EH time-
switching factor («), the number of nodes in each cluster (IV), on the e2e secrecy performance,
we fix the energy conversion efficiency (1) by 0.2, the total delay time (L) by 1, the path-loss
exponential (0) by 3, the target rate (Cy,) by 1, the co-ordinates of B by xg = 0.5, yg = —0.2.
Moreover, the transmit SNRs A and A are set to be identical in the simulations, i.e., A = A. It is

worth noting that the derived expressions in part 6.2.3 can be used for any values of the system
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Figure 6.7: E2e SOP as a function of A (dB) when M =3, a = 0.25, g = yg = 0.5.
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Figure 6.8: E2e SOP as a function of number of hops and number of nodes in a cluster when A
=20 (dB), M =3, a =0.2, xzg = yg = 0.5.

parameters. Moreover, it can be expected that the system performance is better with higher

energy conversion efficiency, lower target rate or shorter distance between B and the nodes in

the clusters.

In Fig. 6.7, we compare the e2e SOP of WO-CJ, RAND, MAX-EH, MAX-IP, and ALL-CJ
when M = 3, a = 0.25, and g = yg = 0.5. As we can see, the secrecy performance of RAND,
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Figure 6.9: E2e SOP as a function of o and location of eavesdropper.

MAX-EH is much better than that of WO-CJ due to the usage of the CJ technique. It can be
observed that the e2e SOP of RAND and MAX-EH decreases with the increasing of A, while
the e2e SOP of WO-CJ converges to a constant as A is high enough. Indeed, from (6.35), we

can obtain

+
scwo-¢J Ay [TlogQ <7Tm_1’Tm>1 . (6.69)
’miflyE

We can observe from (6.69) that at high A values, SCgO_CJ does not depend on A, and this
is the reason why the e2e SOP of WO-CJ does not depend on A when A — +o00. We also see
from Fig. 6.7a that the e2e SOP of MAX-EH is lower than that of RAND for all IV values. It is
worth noting that because of the random jammer selection, the secrecy performance of RAND
does not depend on N. For MAX-EH, the value of SOP is lower with high number of cluster
node (N). Fig. 6.7b presents the e2e SOP of MAX-EH, MAX-IP and ALL-CJ as a function of
A in dB when M =3, N =4, o = 0.25, and zg = yg = 0.5. This figure shows that ALL-CJ
obtains the best performance, while the performance of MAX-IP is between those of ALL-CJ
and MAX-EH. However, as discussed above, the implementation of ALL-CJ is very complex
because it requires a lot of overhead, energy and delay time.

Fig. 6.8 studies the impact of the number of hops (M) and number of nodes in a cluster
(N) on the e2e SOP of all of the considered methods when A = 25 (dB), N =3, a = 0.3, and
g = yg = 0.5. As seen in Fig. 6.8a, the e2e SOP of WO-CJ is very high, and increases with
the increasing of M. We can see that the e2e SOP of WO-CJ almost equals to 1 as M > 4.
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For the proposed CJ methods, the e2e SOP obtains the lowest value when M = 3, and rapidly
increase when M (M > 3) increases. In Fig. 6.8b, we see that the values of N does not affect on
the secrecy performance of WO-CJ and RAND. As expected, we can see from Fig. 6.8b that the
secrecy performance of MAX-EH, MAX-IP and ALL-CJ is better when increasing the number
of nodes in each cluster. It is also seen that the performance gap between MAP-IP (ALL-CJ)
and MAX-EH increases with higher value of N.

In Fig. 6.9a, we study the impact of the fraction o on the e2e SOP of the proposed methods
when A = 25 (dB), M =3, N =5, and g = yg = 0.5. As we can see from Fig. 6.9a, there
exist an optimal value of « so that the e2e SOP of RAND, MAX-EH, MAX-IP and ALL-CJ is
lowest. Hence, « is important parameter which should be designed appropriately to optimize
the system performance. In Fig. 6.9b, we change position of the eavesdropper by fixing yg = 0.3,
and changing xg from 0.1 to 0.9. The remaining parameters are set by A = 20 (dB), M = 3,
N =7, and o = 0.3. As observed, the e2e SOP of all of the methods vary, follows the position of
the E nodes. We also see that when zy is about 0.5, the secrecy performance of the considered
methods is highest.

Finally, we see that in all figures the simulation results (Simu) match very well with the
theoretical ones (Exact), which validates our derived expressions of the e2e SOP of WO-CJ,
RAND and MAX-EH.

6.2.5 Conclusion

In this section, we proposed EH based jammer selection methods where the selected jammer(s)
has to harvest wireless energy from a power beacon to generate jamming noises. The secrecy
performance of the proposed methods was evaluated via both simulations and analyzes, in terms
of the e2e SOP. The results showed that the proposed methods outperform the corresponding
method without using the cooperative jamming technique and the random jammer selection
technique. Moreover, the number of hops, the number of cluster nodes, and the fraction of
time used for the EH operation significantly affect the secrecy performance, and should be

appropriately designed to optimize the system performance.
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7 Integrate energy harvesting together with other advanced tech-

niques to further strengthen network security and reliability

To complete the third goal of the dissertation, I plan to recommend an advanced model that
combine PLS and RF EH protocol. In particular, I introduce a two-way HD relaying network
that employ hybrid TPSR EH protocol at relay nodes in the presence of eavesdroppers near one
of the sources. To enhance both security and reliability, I integrate relay selection technique in
this system and exploit the help of friendly jammers.

In recent years, PLS has been considered as an effective method to enhance the information
security beside the cryptographic techniques that are used in upper layers. In this section, we
provide the security analysis for a two-way HD relay network, where the two sources can only
communicate through the intermediate relay nodes. In particular, we consider the scenario that
there is an eavesdropper in the vicinity of one source node. Both reliability and security aspects
are taken into consideration in our work. To enhance the reliability of communication, the
intermediate relays are supplied with the energy harvested from the sources’” RF signals using
hybrid TPSR protocol. Also, we apply the relay selection technique to select the best relay for
the information exchange between two sources. Regarding security, the secrecy of information
is improved with the help of friendly jammers nearby the eavesdropper. [HDHO1], [HDHO05],
[HDH13].

7.1 Introduction

Secrecy is always a critical issue in wireless communications because of the information leakage
resulting from the broadcast nature of the wireless medium. It leaves unprotected information
vulnerable. Besides conventional cryptographic techniques to improve the security, the pioneer-
ing work by Wyner [58] on the wiretap channel and subsequent works [59], [60] show that the
secrecy can also be guaranteed along with reliability by introducing randomness in coding or
signaling to confuse the eavesdropper at the physical layer. This is known as physical layer
security (PLS). During the last decade, PLS has experienced a resurgence of interest from a lot
of scientists [61] due to its potential to enhance the quality of communication to satisfy the vast
demand of mobile users. PLS has been applied in relay networks [172], cellular networks [173],
[174], cognitive radio networks [138], IoT networks [175], and massive MIMO networks [176].
In multi-user networks, PLS can be improved by node cooperation. Relay nodes can actively
relay the source signal - cooperative relay (CR) or passively jam the eavesdropper - cooperative
jamming (CJ).

In CR scheme, relay not only listens and forwards messages from the source to the destina-
tion, but also prevent the information from leaking to eavesdroppers [25], [172]. For example, in
[172], the authors proposed a generalized multi-relay selection scheme to improve the security

in a cooperative relay network. They derived a semi-closed-form expression of the SOP and
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jointly optimize the power allocation factor and the number of relay to minimize the SOP. On
the other hand, relays in the CJ scheme do not only forward the messages from the source to
the destinations, but also generate signals to interfere with the eavesdroppers. CJ scheme in-
cludes artificial-noise (AN) and noise forwarding (NF) schemes. In AN scheme, the cooperative
jammers generate Gaussian AN to interfere with the eavesdropper such as in [177], [178]. In
[178], the authors conceived an AN aided two-way opportunistic relay selection scheme for en-
hancing the security of a two-way multiple-relay network. For NF scheme, the helpers can send
dummy codewords which are independent of the source messages and can be decoded reliably at
the destination [179]. Later, Chiang and Lehnert [180] jointly designed the optimal co-variance
matrices of the multiple-antenna signals at the source and helper to maximize the secrecy rate
of the NF scheme. Recently, Lee and Khisti [181] exploited a NF scheme to establish the secure
degrees of-freedom of the Gaussian diamond-wiretap channel with rate-limited relay coopera-
tion, where the eavesdropper not only listens the relay transmission but also wiretaps some of
communication links among relays.

The concept of EH, that represents the direct using of available energy in the surroundings
through energy conversion from a given physical domain into electricity, has been raised a
decade ago and is now an intensive research and application field [182]. In fact, the main
focus for wireless networks has been shifted from spectral efficiency and QoS constraints to
energy efficiency and green communication [183], especially in the fifth generation (5G) and
sixth generation (6G) networks to reduce the power consumption [184]. EH from RF signals
has emerged as a promising solution and attracted a lot of attention in recent years, especially
because RF signals can be utilized for both energy and information transmission simultaneously.
This idea was first raised in the seminal paper of Varshney in 2008 [12]. Nasir [6], [14] has
significantly contributed to the development of RF EH. He introduced two practical protocol for
RF EH in relay networks, namely TSR and PSR protocols and derived the analytical expression
for key performance factors of these protocols. Later, the hybrid time-switching and power-
splitting (TPSR) protocol was introduced and its performance was evaluated in [127]. In 2020,
Ngo et al. [185] analyzed a two-hop single-relay networks using hybrid TPSR EH protocol in the
presence of an eavesdropper near the relay. The authors have derived the closed-form expressions
of OP and intercept probability in their model.

Two-way relay channel (TWRC), in which two users exchange their messages with each
other, has long been a typical model to study the performance of novel communication methods,
protocols, or algorithms, including the wireless EH technique, for several decades. The classical
two-way communication channel was first presented in the seminal paper of Shannon [186] in
1961. During the fist decade of this century, research on TWRC has been resurged by the paper
of [187] and since then has drawn much research attention again. In 2006, Katti et al. [188]
proposed the digital network coding scheme for TWRC, in which the relay decodes the packets
from different sources separately and broadcasts the XOR~ed version of them to both sources

and saves one transmission time slot. Then in 2007, Katti et al. [189] again presented and
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analog network coding, in which the relays can receives signals from both source simultaneously
and then broadcasts the sum of two signals back to the sources. This method even improve
the throughput of TWRC compared to digital network coding by saving one more time slot of
the communication. These two network coding techniques have been the main focus of TWRC
for last decade. With the advance research of TWRC, the PLS in spectrally-efficient TWR
networks has been extensively researched in the literature [173], [174]. In particular, Shukla
[174] and Pandey [173] investigated the secrecy outage performance of a FD cellular multi-
user two-way AF relay network, where a multi-antenna base station using transmit antennas
selection communicates with one of the several users by the assistance of a relay in the presence
of a passive eavesdropper that employs maximal ratio combining.

Naturally, the application of wireless EH via RF signals in TWCN have been well studied.
In 2015, the authors in [190] proposed and analyzed the EH transmission strategies for TWRC
to maximize the sum-throughput of the system. In [191], the authors analyzed the performance
of a wireless-powered communication network, in which a multiple-antenna two-way AF relay
transfers power to multi-pair of single antenna users and then helps the users exchange their data.
Zhou and Li [97] provided a jointly optimal design of relay precoding matrices and PS ration
to maximize the energy efficiency for SWIPT in MIMO two-way AF relay networks, where the
relay harvests energy from both sources to forward sources messages. An adaptive EH protocol
for two-way AF relay network over the Rician fading environment was also introduced in [78].
On the other hand, partial relay selection (PRS) has been selected as a simple but effective
method to enhance the reliability of data transmission at the cooperative phase in EH-based
two-way relay networks, such as in [74].

To the best of our knowledge, the study of PLS in RF EH-based networks have not been
investigated much in literature. The most recent results of PLS in EH-based networks [185],
which was published in early 2020, only considered a simple relay network with single relay.
Motivated by these above facts, in this chapter I provide a thorough analysis on the reliability
and security performance of a two-way relay networks using the hybrid TPSR EH protocol and
PRS in the presence of an eavesdropper near one of the source nodes.

The main contributions of this chapter are summarized as follows:

e We derive the closed-form and semi-closed form expressions of key performance factors
for our proposed model, including the OP of the legitimate communications, the intercept
probability of the eavesdropper (IP), the secrecy outage probability of the system (SOP),
and the average secrecy capacity (ASC). In fact, this is a challenging problem because the

probability analysis involves a lot of RVs, which makes the derivation more complicated.

o This work also provides an insightful analysis of the effect of various system parameters on
the reliability and security performance. It is worth to notice that there should be optimal
values of the EH parameters like time-switching factor and PS factor for each relay and

jammer configuration. It’s also concluded from the analysis that increasing the number
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of available relay nodes can improve the overall performance better than increasing the

number of jammer, except for very high values of transmit power.

e Finally, the Monte Carlo simulations are also conducted to verify the correctness of our
analysis and the effectiveness of the proposed scheme. From numerical results, we provide
the recommendation on selecting the configurations and appropriate values of system pa-
rameters to obtain the reliable and secure transmission without paying too much for the

complexity of the system.

7.2 System Model

7.2.1 Energy harvesting and scheduling protocols

c—  Energy transfer smssmuuus ) Information transfer (phase 1 & 2)
--------- » Jamming signals =mmmimims)  Information transfer (phase 3)

Figure 7.1: System model of the proposed EH scheme.

Our proposed system model is illustrated by Fig. 7.1. Here, we consider a multiple-relay
(M relay nodes) two-way relay networks, in which the relay nodes are equipped with RF EH
capability and help two sources A and B exchange their information. The relay nodes are
assumed to be located in a cluster, that means the distances from every available relay nodes to
a source node are approximately the same. This assumption is reasonable in practice, especially
for IoT device networks or wireless sensor networks. PRS is applied in our model, where only the
relay with best channel to the source (without loss of generality, we consider the best channel
gain to the source A) is selected. All nodes in this model are single-antenna devices and operates
on HD mode. For EH protocol, we apply the hybrid time-switching and power-splitting (TPSR)
protocol [127], [192], [193] (see Fig. 7.2). In this protocol, the information exchange between
two source nodes is accomplished after three distinct phases using DF relaying strategy. For
the first two phases, the sources A and B take turns to broadcast their messages, say x1 and
X9, respectively, to the relay and the other source. The relay node uses a power divider to split
the received signal in each source into two portions: the first portion is used to extracted the

energy and stored at the relay, whereas the second portion of the signal is used for decoding the
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information message. We denote 3, with 0 < 8 < 1, as the PS factor. Then in the final phase,
the relay combines two message (using XOR operator) and broadcasts this XOR~ed message
Te = T1 D 2 to both sources. Now, each source, with knowledge about its own message, can
retrieve the desired message sent to it. We assume that the direct link between two sources
is not available for communicating due to long distance and obstacles in surroundings such as
buildings or mountains. For simplicity but without loss of practicality, the PS factors for both
sources’ signals are set to be equal to each other. In addition, the duration of Phase 1 and Phase
2 are assumed to be the same, which is equal to o', where T is the total duration of a single
transmission block and 0 < a < 0.5 is the TS factor.

EH at R EH at R
BPy BPp
Information transfer
Signal detection | Signal detection R—AB
A—R B—+R
(1 —8)Ps (I —-B)Pp

A
A
L 4
P'S

ol oT (1—20)T

Figure 7.2: EH and scheduling protocol for the proposed model.

Regarding the eavesdropping strategy, we intend to adopt a single eavesdropper near each
source to retrieve the information transmitted by that source, i.e. an eavesdropper E; in the
vicinity of the source A and an eavesdropper Eo in the vicinity of the source B. In fact, eaves-
dropping strategy may involve multiple eavesdroppers, however, more eavesdroppers require
higher cost and higher probability of being detected. Regarding the position of eavesdropper,
many scenarios may be employed in practice: near the source(s) [194] or in the middle of the
communication link [195]. For two-way communications, the analysis in [196] confirmed that
the eavesdropper has a better chance to eavesdrop the message when it is close to one of the
transmitters. Furthermore, in practical applications such as in military or IoT sensor networks,
the relay node is not fixed, but can be changed among available nodes between source and
destination. Therefore, locating the eavesdropper near one relay node may not be reasonable.
To conclude, our eavesdropping strategy are totally applicable in practice, especially in military
communications, where the eavesdropper is usually put near each command center.

The eavesdropper E; tries to retrieves the information sent from A to any other node.
Because E is close to A, it is assumed that the direct link from the source B to E is not available
either. Therefore, even if it can receive the signal from a relay node, it cannot remove the

message sent by B from the received signal. That means the signal received from the relay
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node is not useful for the eavesdropper. Similarly, the eavesdropper E; tries to retrieves the
information sent by B. To enhance the security of communications, many friendly jammers are
used to suppress the received signal at the eavesdropper. In particulars, when A broadcasts its
message, the jammers also transmits the artificial noise to the eavesdropper. This artificial noise
is known by the relay nodes, so we can ignore any negative effect caused by this signal to the
relay nodes. [HDHO1].

Now we are going through the mathematical representation of the entire process. First, the
source A uses the first time slot to send its packet to both relay and the second source B. The

received signal at the relay R and the source S5 can be expressed, respectively, as

yar, = haraa+nlD, (7.1)

where E{|z4|?} = Pa (P4 represents the average transmit power at A), ng) denotes the zero-

mean AWGN with variances INy.
In the second time slot, B transmits x5 to the relay nodes R;. Therefore, the received signals

at the relay R; can be expressed as
YB,.R;, = hB.R,TA + ng), (7.2)

where E{|z2|?} = P, is the average transmit power at the S, ng) is zero-mean AWGN with
variance Ny.
Using the same approach as in (2.9) in Section 4.2, the average transmit power of the relay

node during the third time slot can be given as

2 2
Er 18aTP (lharl* + |hpr,’) , ,
Ppr = = = kP (|hag, hBR, 7.3
BT (1= 2q) T (1—2a) " (| aril” + [hari| ) (7:3)
where Kk £ flﬁzo‘ ~, 0 < n < 1is the effective energy conversion efficiency (which takes into

account the energy loss by harvesting circuits and also by decoding and processing circuits). For
simplicity, we assume that the average transmit powers from sources S; and So are both equal
to P.

The signals received at R; from A and B will be decoded and re-encoded by using the network
coding scheme [197]. Let Z4 and Zp denote the decoded messages from A and B, respectively.
Then during the third time slot, the relay uses its power Pg, to broadcast the exclusive-OR of
the decoded message xr, = Z4 ® Zp to both sources A and B. The received signals at A and B

can be expressed, respectively, as

Yya = hRiAJ:Ri + na,

yB = hr,BTR;, + B, (7.4)

120



where E {|x Ri’2} = Ppr,; na and np are i.i.d. AWGN noise terms, which have zero mean and
variance of Nj.
From (7.1) and (7.2), the received SNRs at the relay for decoding the messages v4 and xzp

can be obtained respectively as

(1 B)lhar PP _

i (1= B)lhar, v, (75)

YAR; =

(1 - B)lher, P _

¥ (1= B)lhsr, v, (7.6)

YBR; =
where U £ N% is the transmit-signal-power-to-noise-ratio. In this section, we assume that the
channels are reciprocal, so hpr, = hr,p and hagr, = hpr,a.

During the third phase, the source nodes A and B need to decode successfully the received
signal from the relay R;, then with the knowledge on its transmitted message, it can recover the
message sent by the other source. Without loss of generality, we can only consider the decoding
performance at the source B. The SNR at this node during the third time-slot can be calculated

as

. ’hRiBPPR . kP (‘h’ARi’Q + ‘hBRi‘Q) ‘hRiBP
- No No

YR;B =KV (’hARi|2 + ’hBRi’2) \hppl®. (7.7)

For the DF relaying strategy at the relay, there is a minor modification from the traditional
protocol because digital network coding is used in this case. Specifically, the transmit message
from the relay node during the third phase of transmission block should depend on the decoding
results of x1 and x2 in the previous two phases. There are three possible situations as follows:

(1) The relay successfully decodes both 21 and x2 in the first two phases, then it will broadcast
the message 1 @ xo during the third phase.

(2) The relay decodes x2 successfully but not z;. In this case, it only broadcasts z; during
the third phase without applying XOR operation.

(3) the relay cannot decode neither x1 nor x9, then no message is broadcasted in the third
phase and the communication fails.

For both cases (1) and (2), both links from A to R and from R to B must be good to ensure
the communication by the relayed path. Therefore, the equivalent signal-to-noise ratio (SNR)

computed at the source B can be obtained as

yor = min {yap,, yr,5} = Cmin {(1 = A)|har,*, k (|har,* + |hor,[*) hesl}. (78)

Now, let’s consider the received signal at the eavesdroppers. For simplicity, we only consider
the eavesdropper at A because of two reasons: (1) two eavesdroppers at A and B cannot com-

municate together due to the long distance, so their operations are independent; (2) the roles of
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these two eavesdroppers are similar, so the intercept probability analysis for one eavesdropper
can be found by exchanging A and B in the analysis for the other. The eavesdropper E; tries
to overhear the signals transmitted by A during the first phase of our communication protocol.
However, during this phase, it also receives the artificial noises from the K jammers (Jj, for
k=1,2,...,K). It should be noted that we don’t consider the overhearing of signal from the
relay during the broadcasting phase (third time slot) because the message sent by the relay is a
combination of messages from A and B. Without knowledge of the message from B (it’s too far
to eavesdrop from B), the information from relay is just useless to the eavesdropper (the signal
from the relay nodes during phase 3 is only useful for retrieving the message from B, but for
that purpose, the eavesdropper near B, i.e. Eg, should do better). As a result, the eavesdropper

must rely on the received signal during phase 1, which can be expressed as

K
yE = hagxs + Y hy T, + ng, (7.9)
k=1
where x; is the message transmitted by A; x is the artificial noise transmitted by the jammer
Ji, which satisfies E(|zx|?) = Py is the transmit power of each jammer; and ng is the AWGN
noise at E, which has zero mean and variance of Nj.
From (7.9), it is easy to derive the received signal-to-interference-and-noise ratio SINR at
the eavesdropper:
Pylhag|’ Ulhap|
VE = 2 == ) (7.10)
2 2
kZO |hee|" P+ No kzl |hyel" Yy +1

where ¥ ; £ ]I\Df—‘é.

Assume that the channels between two arbitrary nodes are block Rayleigh fading [6], [14],
[191], [198], where channel coefficients remain constant during one transmission block and change
independently across different transmission blocks. Therefore, the channel power gains X; =
\har,)? = |hr,al®s Yi = |hgr|> = |hrsl°, Z = |hagl’, and T = |hy g|* are independent

exponential RVs whose PDF and CDFs has the following form:

Ae Mt if >0

fu(u) = _ (7.11)
0 if £<0

Fy(u) =1—e Mt (7.12)

where U € {X;,Y;,Z, T} and A\, € {\1,\2, A3, \s}, correspondingly (A, is the mean of the
exponential RV U). To take path-loss into account, we can model these parameters as A\; = d% Ry

Ay = d%Rp A3 = d?AE» and My = dQJkE. Here, dag,;,dBrR,;,dar and d;, g are the link distances of
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the A - R;,B — Rij;A — E and E — J;, respectively, and 6 is the path-loss exponent whose
value may range from 2 to 6. For simplicity, we assume that all jammers are at approximately
equal distance to the eavesdropper. Similarly, all relay nodes belong to a cluster such that the

distances from each source to all relay nodes are approximately the same.

7.2.2 Partial relay selection

In our system, we apply the partial relay selection (PRS) method! to enhance the quality of
communication. It means that the cooperative relay can be selected among M relay nodes by

the following criterion:

Ry, = argmax |hag,|>. (7.13)
{R;:i=1,M}

In other words, the relay which provides the highest channel gain between itself and A in the

third time slot is selected for the cooperative communications.

Remark 7.1 In PRS protocol, it will require the channel sate information (CSI) between A
and the relay nodes. In practice, A can estimate CSI via local control message and hence it can
be easily determine the best candidate as in (7.13). Moreover, it is worth noting that without
loss of generality, we assume d; > dg, so the relay selection should be performed based on the

quality of the first-hop links to enhance the overall performance.

According to the result from the paper [112], the CDF and PDF of X = |hg,|? can be given
by

M
Fx(z)=>_(-1) (M )w‘m’ (7.14)

j=0 J
and
M—-1
fx@) =X Y (1) (M, 1>e(j+1)/\1‘”. (7.15)
— J
7=0

7.3 Performance Analysis

In this part, we derive the key performance factors of our proposed system, including OP, IP,

SOP and the average secrecy capacity (ASC) of the system.

! Another selection method is optimal relay selection (ORS), in which the relay that maximizes the secrecy
capacity is selected. ORS can provide better performance, but we consider PRS here because its simplicity to
implement.
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7.3.1 Outage probability

First, we have the achievable data rate of the legitimate communication link A — B and the

eavesdropper link given respectively as

Cp = (1-a)logy (1+vpF), (7.16)

Cg = (1 — a)log2 (1 + 'YE) , (7.17)

where ypr is given by (7.8).
Assume that the relay node Ry is selected for the cooperative communications and let X =

\har,|?,Y = |hpr,|?, then we can rewrite the equivalent SNR at the receiver B as
ypr =min{(1 = B) XV, k¥ (X +Y)Y}. (7.18)

The OP occurs when the data rate of the system exceeds the achievable data rate of the

link, i.e. Cp < R, where R is the data transmission rate. Therefore, it can be expressed as
OP =Pr{Cg <R} =Pr{min{(1 — f)¥X, k¥ (X+ Y)Y} < n} (7.19)

R
where v, £ 20-9 —1 is the SNR threshold of B, which is the solution of the equation Cg = R.

Now we can state the Theorem 7.1 on the OP of our proposed system as follows.

Theorem 7.1 The OP of the proposed two-way relay networks with partial relay selection and

power-splitting EH at relay nodes can be found as

M ny - n+1
(MY _ja ot ) (M = M) (GAaven)" T ha (M
OP = 1_’_2(_1)]( ) ! 1<1 B)\II ’ + ZZ n' (H\I/)n+1 ]

J

j=1 n=0j=1
A
% T (—n ~1, ]H$£h> . (7.20)
where M is the number of available relay nodes, vy, is the SNR threshold of receiver, k = 177;6);&,
N N%), £ = % [\/(1%)*5\1]2 TR0 T Z"Bh) ], and T'(s,x) Zo t)dt is the incomplete

Gamma function.
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Proof We can rewrite the equation (7.19) as

OP =Pr{min{(1 - )X, k¥ (X + Y)Y} <yp}=1—Pr{(1 - B)UX > v, kU (X + Y)Y > vy}

:1—Pr{X> Vth x5 Jth —Y}

(1-p)T’'" — kUY
“Vth ~ Tth “th ~ ~
=1-P -Y > X > -Y|-P -Y < X > . 7.21
r (IQ\I/Y Z Vi A 2 TY > r (R\IJY = Vino A 2 ’Yth) ( )
P Py
where 7, = a ZB)\P.
Let £ =2 ( (Fen) 24 g&f — '~yth> be the positive solution of the equation % — Y = Vips

the probability terms in (7.21) can be rewritten as

. JA1Vth
ey(jkl_AQ)e_ WUy - dy’

Il
|
S Y— .
——
)=
T
—_
N~—
<
/N
< g
~_—
|
<
kg
—
2
S
S
——
=
s
U
<
Il
|
)=
T
—_
N~—
<
/N
g
~_—
>
o
—

(7.22)

o oo M oo
M o
Py = / Pr(X > 4y) fr(y / [1— Fx (34)] Z J“( ; )-e‘f*”th / fr(y)dy
3 3 = ¢
M
=3 (1t MY st (7.23)
=1 J

The integral in P; can be solved by changing variable ¢ = 1/y and applying Taylor’s series

: ¢ _ o g _ JMi—Ae,
expansion e® = } T+ for x = 52

n=0
M e}
(M (GA1—=22) A1
P = —Z(—l)”( ~>)\2 / 126 I TR gy
Jj=1 J 1/¢
B ])\1 )\2)")\2 M\ [ it d
—yyt i | S
n=0j =1 1/¢
17 (A = Ao)™ (A i, (M A
B Z Z (JA1 — ' 2)nsr]1 1Y¢h) 2(*) 1 (—n— 173 il;yth) ) (7.24)
n=0j=1 n(l{"ll) J e

where the last equality comes from [72, p. 3.462.16].
By substituting (7.15), (7.23) and (7.24) into (7.21), we finally get (7.20). ]
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7.3.2 Intercept probability (IP)

The IP at the eavesdropper E is defined as the probability that capacity of the legitimate link
falls below the wiretap link’s capacity, i.e. Cg > Cp. By using the result of the OP analysis,

we obtain the Theorem 7.2.

Theorem 7.2 The IP at the eavesdropper E in the proposed two-way relay networks with jam-
ming by artificial noise is given by (7.25), as shown at the bottom of the page, where K is the

. A P A P pe 1 4
number of jammers, ¥ = g and Wy = §hoand §, = 3 [ = 6)2 + == (1576)}
Proof By definition and using (7.8) and (7.10), the IP by the eavesdropper E can be found as

et {Zz P A0 (M (o Q)}

n=0j=1 T

e [(Xg)? $Lp + Ny + 2K

(1 N W)KH

oo (u sz [(\)2 % A3V K
M AL (@) e (N3)“ Stz + A3+
+/{Z(—1)J<j )e (=g A251} ", A }dx. (7.25)
0

K+1
j=1 (1 + 7A3iﬂ>

X dzx

IP = Pr(Cig > C) = Pr (7 > 7or) = > min {(1 = )XV, k0 (X +Y) Y}> .

Z

Pr(—2
' (\I/JT+1
(7.26)

N K

where \I/J = PJ/N(), Z = ‘hAE‘Q, T= Z ’thEF-

k=1

Let’s denote V =min{(1 = )X, s (X + Y)Y} and U = ﬁ Then (7.26) can be rewrit-

ten as
IP=Pr(U>V)= / for(w)du / for(v)do = / For(w).Fy () du. (7.27)
0 0 0
By using (7.10), the CDF of U can be written as

FU(u):Pr{Ugu}:Pr{quZ } Pr{Z < u(TW,+1)} = /FZ (0 + 1) fr()dt,
(7.28)

where Fz(-) and fp(-) are the CDF of Z and PDF of T, respectively.
As mentioned in the previous section, Z is an exponential RV with parameter A3, while T is

the sum of K i.i.d. exponential RV with parameter A4. As a result, the CDF of Z is given by
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(7.12) and T is a gamma RV with the parameters K and )4, whose PDF is given by [144]

_ MO K1
fr(t) wonl " (7.29)

By substituting (7.12) and (7.33) into (7.28), we can rewrite Fyy(u) as

00 % \K p—Aau )
W = [ Pz (a0 + 1) fuloyde = [ frioyde - TE [t Oty
0 0 0
AKF K —A3u )\K —A3u
L s (K)e S T ., (7.30)
(K — 1)'(/\4 + A3U\IJJ> ()\4 + )\3U\I/J)

where the second last equality is obtained by using [72, p. 3.381.4] and the last equality is
obtained by replacing I'(K) = (K — 1)
By taking the derivative of (7.34), we obtain the PDF of U as

e [(Mg)? S+ Ay + 25K

(1 n %)K—&-l

4

fu(u) =

(7.31)

On the other hand, the CDF of V is obtained by using the result of Theorem 7.1 (substituting
Yer, by vV in (7.20)):

Fy(v) = Pr(V <) = Pr ('“;F v) 14 f: (1) <J‘]4> R

J=1

R VIL CRY- 3

n=0j=1 J KGy

where £, = i { ﬁ + 2 — 5 )} By substituting (7.31) and (7.32) into (7.27), we obtain

(7.25). The proof is complete. n

Remark 7.2 It can be seen from (7.25) that the IP does not depend on .

Remark 7.3 It is worth noting that our analytical results in this section can be easily extended
to the general case when there exist hardware noise terms at both relay and primary transmitters.
In fact, each SINR formula for the hardware imperfection case is a one-to-one mapping of the
corresponding SINR for perfect hardware case presented above. For example, the received signal

at relay and its corresponding SINR in hardware imperfection case can be rewritten respectively
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as

Yar, = har,(xa+n4) + g, + nﬁ}),
HI _ (1 - 6)‘hARi‘2P _ (1 - 5) 1

AR; — = = 712
v ‘hARi PkQAR'P + Ny kiR + % kARi 1
‘ C fhan Y T8 T g

where 0y ~ CN(0, (k})*P) and nj ~ CN(0, (k},)*Pr,) are HI noise terms caused by the
transmitter impairment at A and receiver impairment at R;, respectively; kziRi = (KY)* + (kfh)Q
denotes the aggregated HI level at both transmitter A (k) and receiver R; (kg.) [199].

Then, to derive P(%{{éi < Vi), We can use:

1

P(vilk, <o) =P B, | = P (’YARi <
o+

1-8

YAR;

1 — B — k3,
(1= B)vn

. . .. . 1—B—k3g, .
By replacing 4, in our original analysis by (IT)%R;I’ we can obtain the result for hardware

imperfection case.

7.3.3 Secrecy outage probability (SOP)

In the literature on PLS, such as [180], the researchers are interested in the possibility of con-
veying confidential messages at a positive rate, termed secrecy rate, between a source and a
legitimate destination while keeping an eavesdropper ignorant if the source-destination channel
is better than the source-eavesdropper channel. In addition, the larger the difference of the
channel strengths between the two channels, the higher the achieved secrecy rate. This secrecy

rate is defined as
Csec = max{Cp — Cp,0}, (7.33)

where Cp = (1 — a)logy(1 + vpr) is the achievable data rate at the node B.
The secrecy rate must be maintained above certain threshold to guarantee the confidentiality

of the message. An secrecy outage occurs if the achievable secrecy rate falls below the threshold:

1+9pF

SOP = Pr{Csec < R}:Pr{ T

< ’Ysc,th} ) (734)

R
where R is the threshold of the secrecy rate, and 7. £ 90,

The closed-form expression of this SOP can be found in the following theorem.

Theorem 7.3 The SOP (SOP) of the proposed two-way wireless relay networks with partial

relay selection, EH at relay nodes, and friendly jammers is given by (7.35) on the next page,
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A

where a = J(lwgc)&,h + 3 A p = A)\\I:I/ e 25T — 1 is the SNR threshold at E, and T (s,x)

o0
[t~ Le~tdt is the incomplete gamma function.
x

Proof To begin, we can rewrite (7.34) as

Y (A1 — A2)" M (T + Ysenz)] T e (M ( JAM(Y + Yse thx))
SOP:1+/ ’ N (=n-1, Jse,
/ {Z Z n!(m\I/)"+1 J kUE,

n=0j =1

2
- A3\ Yy Az | AU K
e ( T ) 1 xr + 0 + U,
X dx
1 + )\3\11‘].1} K+1
WAy

_23z A3 )\3 AV K
0 M _j/\1<:Y+'Ysc,thm> = e v |:(\Il) ~Lx + + U,
+/ E -8 2= 7
0

dx. (7.35)

1+
SOP = Pr {HPYDEF < VSC,th} Pr {FVDF < (1 + 'YE)'YSC th — 1} / ’yDF 1 + x)'ysc,th - 1) f’yE (l‘)d$
(7.36)
where F, () and f,,(-) are the CDF of ypr and PDF of v, respectively.

By applying the result of Theorem 7.2 (just substitute v by § in (7.34)), the CDF and the
PDF of vg can be found by

—A3x
Fo(z)=Pr{yp<a}=1-—S" (7.37)

()"

and

_x3z [y \2y A AU K
o ¥ [5rs]
frp(@) = = : (7.38)

dx (1-!-/\3%/\190)1(4_1

On the other hand, the CDF of vpF is obtained by using the result of Theorem 7.1 (substi-
tuting vz, by v in (7.20)).

M oo M ny - n+1
MY a2 ¢ ) (M — A2)" (G My) T N (M
Fo) =1+ <1>f( ) e, $o 5 ! .
e j=1 J n=0j—=1 n! (k)" J
W« (—n—1,729 ) (7.39)
T KU,

1 2 4
where & = 5 |\/r=Hmr + % — e
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Let’s denote 4 £ vy — 1 and 2, = Epern(ia)—1 = (ZY“ ZL);F\;% + (m“"zfﬁﬁw - (l;zél“_tg;?)

Now, by substituting (7.39) with y = 5.+, + 7 into (7.36), we have (7.40) below. Finally,
by substituting (7.38) into (7.40), we get (7.35).

SOP = / {Z & Y (A1 = 22)"[M (5 + vsen)] A0 <M>r (_n _y duG vsc,mx)) }
0

=0 j=1 n!(/-ﬁ\I/)”Jrl J KUE,

FlM M\ _MGtsean® | o
X fop(@)dz + 1+ / S 1P () T T (e (7.40)
o =l

7.3.4 Average secrecy capacity (ASC)

The secrecy capacity of the proposed system depends on the SNRs of the legitimate link and the
wire-tap link, which are RVs. The ASC is defined as the expected value of the secrecy capacity
[200]:

Cavg = E [CSec =(1-0o / log, <1 - y) f’YDF(y)f’YE(x)dxdy

z,y>0
y>x
14y
(1-a) /fvE da?/logg <1+x) frypr(Y)dy. (7.41)

where f,,(-) and f,,.(-) are the PDF of v and vpp, respectively.
We now state the following theorem on the ASC of the proposed system.

Theorem 7.4 The average secrecy capacity Cayg of the proposed two-way relay network with

PRS, EH at relay nodes, and friendly jammers is given by (7.42).

>\ )N (M T (n+ e A, T 1+

n0]1 ‘70(14-)‘3\1,\1’7)\”) x

+
n - n+1 n
r<—n— e rogErmn)
K Y

J

z

[y
(

d |
XO/ ,\3\IfJx K+1 m/Og2<1+ >

M o0 +1, 7M .
M ( 1)j 14y [ TNy 4o } JA1
+(1— , / Zdx [ 1 ( ) A=mu 725 [—i—)\T]d
( a)jZ<j> (1+ 2q2) K“ S REANET YA a—pw

(7.42)
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Yy 2
A (2)\2 0y, da | MUK o _TasuEtEe .
.2 (8) R i 4 A, ¢ PR
(1-p)¥ 33

Proof The CDF of vpr has been given in (7.39). By taking the derivative of (7.39), we get the
PDF of vpr as

OFy 0 ()

f’YDF (y) = 75%;
_ i g: (1) (A = A)" A" g (M & I [ —n -1 JAy
2=0 =1 n (kW)™ J )0y T RUE,
M .
. M 8 —iMy Y E
+ -1 | = |:e(1—/3)‘11 2 y]
> s
& % (=) (A1 = Ao)"Ag (M (n+1)yn(j>\1)”+1F g _e%;gnﬂ 17
n=0j=1 n! J (k)" KT, Y y o &y
M . )
1 (M [2voane] [ JM
+3 7 (=) [+ [ + XY } : 7.43
Jzzl( ) (] )6 (1 _ ﬂ)\lf 2ty ( )

(_puy2 twe
2. 4
2\/((1}&)@’) +ov

By substituting (7.43) and (7.38) into (7.41) we obtain (7.42). n

where T, £ — 2(1}5)‘11, and the last equality is obtained by using [201, p. 8.8.13].

7.4 Numerical Results and Discussion

In this part, some Monte Carlo simulations are presented to validate the derived expressions of
OP, 1P, SOP, and ASC. Moreover, the effect of various system parameters, such as transmit-
power-to-noise-ratio, TS factor, PS factor, number of relay nodes, number of jammers, and
spectrum efficiency, on the system performance is investigated through these simulation results.
All Monte Carlo simulations are generated using 10% samples of each channel gain. The settings
of simulation parameters are listed in Table 7.1. Regarding to the channel settings, we adopt
a simplified path loss model, i.e., \; = d?, for i € {1,2,3,4}, where di, dg, d3, dy are the
distances between A and the relay cluster, between B and the relay cluster, between A and the
eavesdropper, and between the eavesdropper and the jamming cluster, respectively; 6 denotes
the path loss exponent, respectively. For illustrative purpose, we set di = 0.85, do = 0.5,
d3 = dy = 2, and 0 = 2, which leads to the values of \;,i € {1,2,3,4} as in Table 7.1.

Firstly, we examine the reliability and security performance of the proposed model in terms
of OP and IP. Fig. 7.3 plots OP and IP versus the ratio between transmission power of the
source A and the noise power density Ny, which is denoted by W, for four different cluster size
of the relay cluster and jamming clusters. It can be seen from these figures that the analytical
results and the simulation results exactly match together. As expected, OP decreases with ¥,
while the IP does not depend on ¥ as stated in the Remark 7.2. It can also be observed that
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Table 7.1: Simulation parameters.

] Symbol ‘ Parameter name ‘ Fixed value ‘ Varying range ‘
R Spectrum efficiency 0.25 bps/Hz [ 0.1 to 1 (bps/Hz)
n EH efficiency 0.8 none
Q@ Time division factor 0.3 0to 0.5
15} Power splitting factor 0.5 Otol
A Mean of |hag,|? 0.7225 none
A2 Mean of |hpgg,|? 0.258 none
A3 Mean of |hap|? 4 none
A4 Mean of |hj, g|? 4 none
o Transmit—poner—to—noise— 15 dB 0 to 30 (dB)

ratio
5 Jammer-power-to-noise-ratio 15 dB 0 to 30 (dB)
M No. of relay nodes 1;3;5; 7 none
K No. of jamming nodes 1;3;5; 7 none

OP versus ¥ with R = 0.25 bps/Hz, n = 0.8, § = 0.5, and = 0.3 IP versus ¢ with = 0.8, §=0.5, @ =0.3,and ¥ =15 dB
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o % e a O AnalysisK=1,M=3
S g ‘\‘ 0081 & AnalysisK=2 M=
202k g bt £ O AnalysisK=2,M=3
o Qg Bt 4 | Monte-Carlo Simulation
Q
§ SQ e, - S 006
= [=}
o §g *ve T 9000000000 v TV 0000000-0000-00-0
210° ¢ &&3 ¢ g
[=}
fo] - 8
=1 ~§8§E& @ 0.04 1
(o] £
4| ® AnalysisM=1 &31 0-000-006-0000006060660000000000606000
10 O AnalysisM=3 - \1; 0.02 - 1
9 AnalysisM=5
. o-g-g-8-g-o~o-8-g-8-8-a-g-o-g-o-a-8-a-a-8-g-8-a-8-0-a-o-0-a-t
B Analysis M =7 f
10% = = Monte-Carlo Simulation | | | 0 | | | | |
0 5 10 15 20 25 30 0 5 10 15 20 25 30
T(dB) T(dB)
(a) OP for different number of relays. (b) IP for different number of jammers and jammer power

levels.

Figure 7.3: OP and IP versus transmit-power-to-noise-ratio.

both reliability and security performance can be improved by increasing the number of relay
nodes and jammer nodes. However, when the number of relay nodes is sufficient, adding more
nodes to the relay cluster does not significantly improve the outage performance (we can see
the gaps among the cases M = 3, M = 5, and M = 7 are small). This can be explained as
follows. Because the relays are located in a cluster, they are closed to each others. With PRS,
the more relays added to the cluster, the less likely that the newly added relay has best channel
gain. After a certain number of relays, keep increasing the number of relays does not improve
much. So it is recommended that we use a moderate number of relays, let’s say M = 3, and use
cooperative jammers, for example K = 2, to obtain a desired performance.

The effect of the EH TS factor on the outage and security performance is shown in Fig. 7.4.
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Figure 7.4: OP and IP versus versus time-switching factor.

I consider again four cluster sizes of the relay and jammer clusters, i.e., M € {1,3,5,7}, K €
{1,2,3}. As observed from Fig. 7.4a, OP decreases with a. This can be explained as follows.
For small «, the EH time is limited, so the relay nodes do not harvest much energy for their
transmission. Therefore, increasing a would improve the quality of transmission. Again, it can
be seen that increasing the number of relays M > 3 does not improve much on performance.
On other aspect, Fig. 7.4b shows that IP decreases with «. It is obvious because increasing «
means increasing the duration of EH time by the relay, which results in the better legitimate
link condition, while the wire-tap link condition is not improved by increasing «. From these
two figures, it is recommended that we choose « large enough and choose a proper number of
jammers (for example, K = 2) and relays (for example, M = 3). Adding more jammers and
relays after these certain numbers cannot bring significant benefit. In addition, the transmit
power of jammer is not necessarily too large, with W ; = 5dB and with sufficient large «, we can
achieve an acceptable performance.

Fig. 7.5 plots the OP and IP versus the PS factor 5. There is a trade-off between the energy
using to supply the relay nodes and to guarantee the transmission of the message from source
A. That means there exists an optimal 5 to minimize the OP or IP for each number of relay
nodes. From Fig. 7.5a, when the number of relay nodes is increased, the optimal value of g
tend to approach 1 (8 = 0.46, 0.87, 0.95, and 0.97 for M = 1, 3,5, and 7, respectively). This is
because when the number of relays increases, the quality of the link between A and the selected
relay nodes is improved so that we do not worry much about the transmit power for message
signal and can use more energy to supply the relay node. It is reasonable to see that there is
also an optimal value of # that minimize the IP for each scenario. This is because the wiretap-
link condition does not depend on 3, while the OP of the main link from A — B get a single

minimum at shown in Fig. 7.5b. However, it is worth noting that the optimal value of § for
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Figure 7.5: OP and IP versus versus PS factor.

minimizing [P is different from the one that minimizing OP. In fact, the optimal g in this case
(minimizing IP should depend on the number of jammers, too, and also tend to increases when
the number of jammers increases. In particular, the optimal values of * for K = {1,2,3} and
V; = 5dB are 0.49, 0.53, and 0.56 respectively. For W; = 15dB, the optimal values §* for

K ={1,2,3} are 0.56, 0.66, and 0.73, respectively. Here, because « is not large enough, the IP
is significantly impacted by W ;.

SOP versus ¥ with R =0.25 bps/Hz, = 0.8, 3= 0.5, « = 0.3, and \IIJ =15dB ASC versus T with »=0.8, 3=0.5, « =0.3, and 'IIJ =15dB
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Figure 7.6: SOP and ASC versus transmit-power-to-noise-ratio for different configurations of
relay and jammer nodes.

Fig. 7.6 depicts the impact of transmit-power-to-noise-ratio on the secrecy outage performance

of our proposed systems. In Fig. 7.6a, we can observe that SOP decreases when ¥ increases,
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Figure 7.7: SOP and ASC versus TS factor for different configurations of relay and jammer
nodes.
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Figure 7.8: SOP and ASC versus PS factor for different configurations of relay and jammer
nodes.

similar to OP in Fig. 7.3a but faster. It is interesting to note that there always exists an outage
floor in each simulation case. That means when W is large enough, the increasing of ¥ does
not result in notably change in SOP. This floor is lower when more relay nodes and jammer
nodes are considered for helping. In Fig. 7.6b we can see that ASC increases with the transmit-
power-to-noise ratio (SINR). It is obvious that the secrecy capacity is improved if we add more
available-to-help relay nodes and more jammers. It seems that adding more available relay can
bring more improvement that adding jammers, except for sufficiently high SINR regime, which
makes the source-relay communications good enough.

Fig. 7.7 shows the effect of T'S factor o on the secrecy performance. First, the SOP tends
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to decreases when « increases. Please note that the secrecy rate in this case is defined as
difference in capacity between the source-relay link and the source-eavesdropper link. When
« increases, the outage performance of source-relay link is slightly degraded because the SINR
threshold increases, while the performance of relay-destination link is significantly improved due
to higher harvested energy and smaller transmission time (so, transmit power becomes larger).
On the other hand, increasing « does not improve the capacity of the source-eavesdropper link.
That’s why SOP decreases with a. It is shown in Fig. 7.7a that K = 2, M = 3 should be an
appropriate choice for the numbers of relays and jammers, respectively. Secondly, the ASC is a
concave function with respect to the time-switching factor o, which can be explained as follows.
For small «, the transmission duration is large enough, while the SOP decreases with « as we
explained in Fig. 7.7a, so the ASC increases with . However, when a passed some certain
threshold, the transmission time becomes smaller and has bad impact on the overall capacity.
So the ASC starts to decrease. As seen from Fig. 7.7b, the optimal « for 4 considered cases are
very close together (around 0.17). Again, adding more available relays or adding more jammers
can improve the ASC, where the former is better because here we have ¥ = 15dB.

As expected, there exists an optimal value of PS factor § that minimizes SOP, as shown in
Fig. 7.8a. This can be explained by the same argument as in Fig. 7.5b. We can also observe
that the optimal value of § increases from the scheme with less relays and jammers to the
scheme with larger number of relays and jammers. Specifically, the optimal values of 8 for the
cases K =M =1, K=2 M=1,K=1, M =3,and K =2, M = 3 are 0.375, 0.4, 0.55,
and 0.65 respectively. It’s difficult to derive the closed-form formula for the optimal value of 3,
which is the solution of the equation a(%ich) = 0 because the integral form of SOP. However,
because the SOP is a single-minimum function with respect to 3, it is easy to develop an iterative
algorithm to find the optimal $ numerically, for example, using Golden section search algorithm
[75]. On the other hand, it is easily to see that larger § results in smaller ASC because in (7.42),
increasing [ leads to decreasing of the exponential terms and then the decreasing of ASC. By
intuition, increasing 5 makes the chance of successful decoding the message at relay reduced, so
the overall capacity is reduced. Fig. 7.8b confirms this argument, as we see that ASC falls to
zero when 3 approaches 1.

The 3-D plot of SOP function versus « and § for the case that K = 2 and M = 3 is shown
in Fig. 7.9. We can find the global minimum of SOP, which is equal to 0.00168, obtained as «
approaches 0.5 and 8 = 0.342. It’s worth noting that in all above figures, all analytical curves
match perfectly with the corresponding simulation curves, which validate the correctness of our
analysis. In Fig. 7.6a, Fig. 7.7a, and Fig. 7.8a, the SOP for optimal relay selection (ORS) is also
given by simulation as a benchmark to compare with the partial relay selection (PRS) strategy.

However, in this section, we prefer PRS because its simplicity to implement.

2 An adaptive TPSR protocol, in which a and # are regularly and optimally updated according to the channel
states, can be implemented, with the trade-off on complexity and cost.
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Figure 7.9: 3-D graph of SOP of A — B link versus a and g.

7.4.1 Conclusion

In this section, we propose a two-way HD wireless relay networks in Rayleigh fading environment
with partial relay selection and hybrid-TPSR-based EH at relay node, in which there is an
eavesdropper in the vicinity of one source node. To enhance the security of the networks, some
friendly jammers are employed to degrade the received signals at eavesdropper. We derive the
closed-form expression of OP at the legitimate destination node, the intercept probability at
eavesdropper, the SOP, and the ASC of the system. All analytical results are verified by Monte
Carlo simulations. From the numerical results, we show that adding more available-to-help
relay nodes or adding more jammers can improve the reliability and security performance of the
system significantly, in which the former method can provide larger improvement in average-
to-high SINR regime. For very high SINR, adding more jammers would be more beneficial.
Secondly, there exists a unique optimal value for either time-switching or PS factor to minimize
the OP, while the intercept probability increases with time-switching factor but does not depend
on PS factor. For the SOP, there may exist an outage floor if M and K is small. Therefore, it’s
recommended that we select o around 0.3 with M = 3 relay nodes and K = 5 or 7 jammers to
obtain the desired performance but not to complicate the system. The results of this paper can
find good applications in military communications as well as in IoT networks for smart cities,
where the security of the messages is utmost important. For future work, we can extend the

analysis to the case that multiple antennas are equipped at source nodes or eavesdroppers.
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8 Conclusions and future work

This section is divided in two parts. In the first one, I summarize outcomes of this dissertation

and the second is devoted to the future plans.

8.1 Summary of results and insights

In this dissertation, I study advanced EH protocols and various physical layer security strategies,
and then propose some new communication schemes that integrate these two techniques together
with other attracting techniques, with the ultimate goal to enhance both security and reliability
of wireless relay networks in the presence of eavesdroppers. My wireless networks model consists
of single or multiple sources, single or multiple destinations, and single or multiple intermediate
relay nodes to help forwarding information from the sources to the destinations. There also exist
some eavesdroppers in the surrounding environment, who may also want to receive the informa-
tion from the sources illegally. To enhance the security of the networks, in this dissertation, I
recommend to integrate many techniques to design a new physical layer security protocols based
on RF EH. These techniques include relay selection, user selection, NOMA, multi-hop com-
munications, FD communications, and cooperative jamming. This PhD dissertation thesis has
introduced the framework for the design, analysis, and simulation of various EH-based physical
layer security (PLS) schemes in wireless relay networks. To summary, the methodology to do
the following works were demonstrated during this dissertation thesis in order to carry out the

goals of the dissertation:

e The most important contribution of my dissertation is the proposal of two novel EH-based
physical layer security network models: the first one is using friendly jammers together with
hybrid TPSR protocol and partial relay selection and the second one is using cooperative

jamming with jammer selection and multi-hop relaying.

e Closed-form or at least integral-form formulas of the key performance factors on security
and reliability, including OP, throughput, symbol-error-rate, secrecy capacity, SOP, inter-
cept probability, etc. have been derived rigorously for each EH or PLS or EH-PLS scheme
that has been proposed in this dissertation. Beside the basic relaying model such as HD
and FD relaying, some advanced relaying models has been proposed to serve specific ap-
plications, for example, the two-way relaying, multi-source relaying, or multi-hop relaying

schemes for wireless sensor networks or wireless ad hoc networks.

e The effect of channel, transceiver, and attacker’s parameters on the system performance
is also an important contribution of this project. By taking into account the co-channel
interference and hardware impairment, I investigate the robustness and the secure of the

proposed network model to evaluate the possibility for their practical implementation.
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e Finally, all analytical expressions of key performance factors as well as the impact of
channel conditions, hardware noise, jammer and eavesdroppers configurations are verified
carefully through Monte Carlo simulation. From the numerical results, the beast feasible
configurations of the proposed network model can be recommended for practical applica-

tions.

To conclude, I confirm that my purpose is to provide a thorough analysis of EH and physical
layer security combining solution for wireless relay networks from multiple perspectives: the-
oretical framework, simulation results, practical consideration, the variety of the strategies to
serve for different applications, as well as the variety of the channel and transceiver conditions
to be studied.

8.2 Future work

In the future, this work can also be extended to more complicated network models, for example,
multi-hop relaying, multiple eavesdroppers, or correlation channels, as well as more advanced
techniques such as massive MIMO. In addition, more specific applications can be investigated,
for example, unmanned aerial vehicle (UAV) communication or underwater communications,

which is out of the current scope of my dissertation.
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