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ABSTRACT

Security is one of the most important issues in wireless communication. Because using wireless
channels entails broadcasting data transmissions, malicious nodes can eavesdrop on wireless
transmission, which leads to insecure data transmission. Traditional security methods are based on
cryptography. Recently, physical-layer security (PLS) has gained much attention as an efficient
method of obtaining secure information without using cryptography. PLS protocols employ the
physical characteristics of wireless channels such as channel state information (CSI) and the
distances between connection links in order to enhance secrecy performances in wireless systems.
To enhance secrecy performances, the dual-hop/multi-hop relay protocols can be used efficiently.

However, according to my best knowledge, there are few published works considering the impact
of hardware impairments on secrecy performances for the wireless relaying networks. Hence, this
dissertation examines the diversity-based relay protocols for wireless communication networks in
order to improve secrecy performances in presence of hardware imperfections. First, new dual-hop
and multi-hop cooperative relaying schemes with various relay selection methods are proposed in
order to obtain improved secrecy performance compared with the existing schemes. Second, new
joint relay and jammer selection protocols are also considered in order to improve the channel
capacity for data links while reducing the channel capacity of eavesdropping links. Finally, this
dissertation proposes harvest-to-transmit and harvest-to-jam protocols, where the relay and jammer
nodes harvest energy from the radio frequency signal for use in the data transmission and the
jamming process, respectively.

To evaluate the performance of the proposed protocols over fading channels, this dissertation
focuses on deriving the closed-form expressions for secrecy performances. Then, the derived
expressions are verified by Monte Carlo simulations, which also present the advantages of the
proposed protocols.

Keywords: physical layer security, secrecy performance, relay network, energy harvesting, secrecy
outage probability






ABSTRAKT

Bezpecnost je jednim z hlavnich témat v oblasti bezdratové komunikace. Jelikoz pouziti
bezdratovych kanall vyzaduje wvysilani datovych prenosli, uto¢nici mohou tento pienos
odposlouchavat, coz vede k bezpe¢nostnim hrozbam. Tradicni metoda zabezpeceni je zalozena na
kryptografii. Zabezpeceni fyzické vrstvy (physical-layer security; PLS) v posledni dobé ziskalo
velkou pozornost jako efektivni zplsob pro zajisténi bezpeCnosti informace bez pouziti
kryptografie. PLS protokoly vyuzivaji fyzikalnich vlastnosti bezdratového kanalu, jako je naptiklad
informace o stavu kanalu (CSI) a vzdalenosti komunikac¢nich linek pro zvySeni bezpecnosti
bezdratovych systémt. Pro zvySeni efektivity utajeni lze 0¢inné vyuzit dual-hop/multi-hop
prenosovych protokoli.

Nicméng, jak je autorovi této prace znamo, publikovanych je pouze malé mnozstvi praci, které se
zabyvaji vlivem hardwarovych nedokonalosti (hardware impairments) na vyslednou efektivitu
utajeni pro bezdratové prenosové sité (relaying networks). Tato diserta¢ni prace tudiz zkouma
prenosové ,,diversity-based” protokoly pro bezdratové komunikaéni sité za ucelem zlepSeni
efektivity utajeni v ptipadé vyskytu hardwarové nedokonalosti. V prvni fadé doslo k navrzeni
novych dual-hop a multi-hop spolupracujicich pfenosovych schémat s rozmanitymi metodami
vybéru prenosového uzlu za ucelem dosazeni zlepSeni efektivity utajeni v porovnani s jiz
existujicimi schématy. Nasledné jsou pro zlepSeni kapacity datového kanalu uvazovany taktéz nové
protokoly pro spojovaci pienosové uzly (joint relay) a pro vybér zdroje ruseni (jammer), zatimco
dochazi ke snizovani kapacity kanalu pro odposlech. V neposledni fad¢ tato disertacni prace
navrhuje protokoly vyuziti energie pro vysilani (harvest-to-transmit) a vyuZiti energie pro ruSeni
(harvest-to-jam), kde prenosové a ruSici uzly ziskavaji energii z radiového signalu pro pouziti
k datovému ptenosu a procesu ruseni.

Pro vyhodnoceni efektivity navrzenych protokoli nad unikovymi kandly se tato disertacni prace

zaméiuje na odvozeni vyrazi v uzaviené formé pro efektivitu utajeni. Nasledné jsou odvozené
vyrazy oveéteny pomoci Monte Carlo simulaci, které také ukazuji vyhody navrzenych protokolt.

Klicova slova: Zabezpeceni fyzické vrstvy, efektivita utajeni, pfenosova sit, ziskavani energie,
pravdépodobnost vypadku utajeni
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1. INTRODUCTION
1.1. Motivation and goals

Nowadays, wireless communication [1] is the fastest growing segment in the communications
industry. As such, it has captured the attention of the media and the imagination of the public.
Cellular systems have experienced exponential growth over the last decade and there are currently
around two billion users worldwide. Indeed, cellular phones have become a critical business tool
and a part of everyday life in most countries and are rapidly supplanting antiquated wire systems in
many countries.

Wireless relaying networks [2]-[3] are widely used to mitigate the impact of fading environments as
well as to enhance network coverage. In this model, the relay nodes help the data transition from a
source node to a desired destination. Cooperative relaying protocols can provide the outstanding
performance for wireless networks, such as extending the zone of coverage and increasing gain
diversity and the quality of service (QoS). In a dual-hop relaying network [3]-[4], the information
can be transferred to the destination node through one selected relay. In the multi-hop scenarios [5]-
[6], when the distance between the source and the destination is far, the wireless systems need more
than one hop to transmit the source signal. Because of their numerous advantages (e.g. improved
coverage, throughput, system capacity, power/battery life, etc.), dual-hop/multi-hop relaying
protocols have recently attracted significant attention in both academia and industry [7]. The most
common relaying strategies are decode-and-forward (DF) and amplify-and-forward (AF). While the
DF relay decodes, re-modulates and retransmits a received signal to the destination, the AF one
simply amplifies and retransmits the signal without decoding. Compared to the AF technique, the
complexity of the DF one is significantly higher due to its full processing capability. In addition, the
DF protocol also requires a sophisticated media access control layer, which is unnecessary in the
AF protocol. In cooperative relaying networks, relay selection is one of critical issue to improve the
system performance over fading channels. So far, various relay selection protocols have been
proposed and analysed in dual-hop networks [8]-[9] and multi-hop networks [PTTO06].

Recently, physical-layer security (PLS) [10]-[11] has gained much attention as a simple method of
obtaining secure information without using cryptography. Because of the broadcast properties of
radio channels, the data transmission can be overheard by eavesdroppers. Normally, in order to
protect the transmitted data, encryption methods can be applied efficiently. However, installing and
implementing these methods can be complicated and costly. In PLS, the physical properties such as
channel state information (CSI) and the distances between connection links are used to obtain
security. The performance of secured communication networks is measured by secrecy capacity,
which is different between the channel capacity of the data and the eavesdropping links [12]-[13].
Relying on the obtained secrecy capacity, important performance metrics such as average secrecy
capacity (ASC), secrecy outage probability (SOP) and probability of non-zero secrecy capacity
(PNSC) are commonly used. Recently, the authors in [14]-[15] evaluated the secrecy performance
of secured communication protocols using the “intercept probability (IP)” concept. Intercept
probability is defined as the probability that the signal-to-noise ratio (SNR) received at the
eavesdropper is higher than a predetermined threshold [14]-[15], which is also considered the
probability that the eavesdropper can overhear the transmitted information successfully. Indeed,
once the eavesdropper can receive the data correctly, the security of the transmitted data is no



longer guaranteed. Hence, IP is also an important performance metric in evaluating the security
level of wireless systems.

To enhance the secrecy performances in wireless networks, again, cooperative relaying protocols
(with relay selection methods) can be applied efficiently. In [16]-[17], the authors investigated the
secured communication at the cooperative phase with various relay selection methods. In published
works [18], two fundamental relaying protocols in PLS, i.e. decode-and-forward (DF) and
randomize-and-forward (RF), were introduced. In the DF method, the source and the relay use the
same codebook to forward the source data to the destination. If the eavesdropper can overhear the
data transmitted by the source and the relay, this node can employ combining techniques such as
maximal ratio combining (MRC), equal gain combining (EGC), selection combining (SC), etc. to
enhance the decoding efficiency of the data overheard. Unlike the DF protocol, in the RF protocol,
the relay node generates a randomized codebook to preclude the eavesdropper from the data
combination. Next, in [19], the secured communication in a multicast underlay cognitive radio
network with partial relay selection methods was proposed and analysed. The authors in [14]
studied the security-reliability trade-off for cooperative cognitive networks by evaluating intercept
probability (IP) at the eavesdropper and outage probability (OP) at authorized nodes. The published
work [15] proposed relay selection methods to improve the outage performance of the data link and
to reduce the intercept probability (IP) of the eavesdropping link.

Furthermore, researchers have recently considered cooperative jamming techniques to enhance the
secrecy performance. By employing jammer nodes to generate noise to the eavesdropper, the
channel capacity of the eavesdropping links significantly decreases. As a result, the secrecy
capacity increases, which leads to the improvement of the secrecy performance. In [20]-[21],
cooperative jamming methods were investigated. The results in [20]-[21] showed that the secured
protocols using the jamming methods obtained better performance than conventional ones.
However, it was noted that the jamming signals from the jamming nodes could create interference
in other devices in the network. The jamming nodes also used their transmit power to generate
“informationless” data, which in turn could reduce the energy usage efficiency. Recently, radio
frequency (RF) energy harvesting (EH) methods have been considered to solve the energy
efficiency in cooperative jamming based on physical-layer security. In [22], the authors proposed a
secured relaying protocol in which one of the full energy relays is selected to transmit data from the
source to the destination, while another energy-constrained relay harvests energy from the source’s
radio frequency signals to generate artificial noise to the eavesdropper. Published works [23]
studied the trade-off between the intercept probability (IP) and the outage probability for underlay
cognitive radio networks. In this model, a secondary transmitter transmits secondary data to a
secondary receiver in the presence of a secondary eavesdropper that attempts to overhear the
transmitted data. Moreover, a secondary jammer which harvests energy from the RF signals
received from the secondary transmitter is also used to transmit jamming signals to the secondary
eavesdropper.

Until now, almost all of the published works related to physical layer security (PLS) have assumed
that the transceiver hardware in wireless devices is flawless. However, in practice, their transceivers
are imperfect because of the non-linearity of the amplifiers, phase noises and I/Q imbalance [24]-
[26]. To the best of my knowledge, some research has been published on the impact of
hardware impairments on secrecy performances. In particular, the authors in [27] studied the



effects of I[/Q imbalance on the secrecy capacity of one-hop orthogonal frequency-division multiple
access (OFDMA) communication systems. In [15], the authors investigated the impact of hardware
impairments on the performance of secondary networks in an underlay cognitive radio network in
relation to outage probability (OP) and intercept probability (IP). In [28], the impact of hardware
impairments on secrecy performance in multi-hop randomize-and-forward (RF) relaying networks
was studied in relation to the probability of non-zero secrecy capacity (PNSC).

Motivated by the above, this thesis mainly investigates the impact of hardware impairments on the
secrecy performance of cooperative relaying protocols in wireless networks. In order to compensate
for secrecy performance loss because of hardware imperfections, cooperative relaying schemes are
also proposed and analysed.

Therefore, the main goals of the thesis are as follows:

e First, the secrecy performances of the relay protocols in the presence of the hardware noises
are evaluated. Particularly, cooperative relay schemes in which the impact of hardware
noises on the received signal-to-noise ratio (SNR) at both the authorized nodes and the non-
authorized nodes (eavesdroppers), will be investigated. As mentioned above, in practice,
the transceiver hardware of cheap wireless devices is affected by impairments. Therefore,
taking hardware impairments into evaluating the secrecy performances will give more
practical results.

e Second, to enhance the secrecy performances for wireless networks under the impact of
fading environments and hardware noises, this thesis proposes new relaying protocols with
new relay selection methods. Particularly, new multi-hop/dual-hop decode-and-forward
(DF) and randomize-and-forward (RF) scenarios are proposed and analyzed.

e Third, to further improve the secrecy performances, new joint jammer and relay selection
protocols are proposed and investigated. Also, the performances of the proposed schemes
are evaluated in presence of hardware imperfections.

e Next, harvest-to-transmit and harvest-to-jam relay methods to enhance the secrecy
performances are also studied. As discussed above, the relay and jammer nodes that are
limited devices will harvest the RF energy to forward the source data to the destination and
generate the jamming noises to the eavesdropper, respectively. This technique not only
obtains high secrecy performances but also provides high power savings for the jamming
nodes.

e Fifthly, under the impact of the hardware impairments, the instantaneous secrecy capacity
of the proposed protocols is re-formulated. Then, this dissertation attempts to evaluate the
secrecy performances of the proposed protocols by deriving mathematical expressions for
the average secrecy capacity (ASC), secrecy outage probability (SOP), probability of non-
zero secrecy capacity (PNSC) as well as outage and intercept probabilities (OP and IP) over
fading channels with the impact of hardware noises.

e Moreover, the thesis attempts to derive the closed-form expressions for the secrecy
performances. The closed-form formulas are easy-to-compute expressions which can be
used by researchers to design and optimize the wireless systems.



e Finally, Monte Carlo simulations are performed to verify the correction of the derived
expressions, to show the advantages of the proposed methods and to compare the
performances between the proposed protocols and the existing ones.

1.2. Thesis structure

The thesis is organized as follows. Chapter 2 describes the state of the art. Chapter 3 describes the
aims of the thesis and presents preliminary works and schedules. Chapter 4 presents the knowledge
background employed in the thesis. Discussions are given in Chapters 5, 6, 7 and 8, where the
results of the proposed methods are demonstrated and evaluated. Chapter 9 concludes the thesis and
describes potential future work.



2. STATE OF THE ART

In a wireless environment, because of the nature of the broadcast, the network is vulnerable to
attack and eavesdropping through wireless communication. Several studies have been conducted to
improve security systems in wireless networks. As a consequence, many solutions offered in
different layers exist. The current security approach is to apply encryption and authentication
techniques (such as WPA, WPA2-AES, WPA2-TKIP, WPA3, etc.) and are often deployed at the
application layer. But these security solutions are increasingly difficult to deploy and ineffective
because of continually changing integrated requirements, computing techniques and wireless attack
methods. In this thesis, a background on physical layer security (PLS) is provided along with
related work.

Most attacks in the physical layer can be categorised as eavesdropping-based attacks.
Eavesdropping attacks are unauthorized compromise of the data traffic between legitimate nodes.
Traffic analysis attacks are an example of an eavesdropping-based attack type, where the content of
the data is not compromised but the transmitter and receiver nodes are detected. These types of
attacks are typically approached via cryptographic algorithms implemented at higher network
layers. However, a new approach is to prevent attack in the physical layer by using the physical
characteristics of the wireless channel for secure communication.

To address this issue, a new direction of study is being explored to find ways of enhancing the
security of wireless networks in the physical layer. A physical layer security approach builds on
information security theory: a secure wireless communication system if legacy channel capacity is
greater than illegal channel capacity [10], [29].

This approach is simple yet effective, as it focuses on solving the problem of security at the
information level in order to limit the possibility of obtaining information illegally.

There are two major research directions in physical layer information security: physical layer
security information based on a security key (Key-Based Secrecy) [30]-[32] and physical layer
security information without a security key (Keyless Secrecy) [33]-[35]. For this thesis, keyless
secrecy was researched, and signal-based methods are therefore its main focus.

In 1975, the pioneering work of Wyner [10] demonstrated perfect secrecy when an eavesdropper’s
channel was a degraded version of the main communication channel. These early studies
demonstrated that positive secrecy capacity can be achieved in a wireless communication network
with noisier channels in the presence of eavesdroppers. The impact of these works remained limited
until the arrival of enabling technologies such as smart antennas, increased computational
capabilities of electronic devices and multi-input multi-output (MIMO) systems.

Later, in the 2000s, multi-antenna systems enabled a very useful technique referred to as beam
forming. The publications [36]-[37] examined secrecy performance in MIMO networks, while the
authors of [38]-[39] presented the Artificial Noise (AN) technique to reduce the capacity channel of
the eavesdropping link. The papers [40]-[41] proposed Transmit Antenna Selection methods (TAS)
to enhance secrecy performance in MIMO networks.

Furthermore, in [40], the authors showed that using selection combining techniques (SC) with a
multi-antenna eavesdropper had the same effect as many eavesdroppers equipped with single



antennas and that Secrecy Outage Probability (SOP) increased when the number of antennas at the
eavesdropper increased. The publication [PTT06] described the Cooperative Jamming (CJ) method,
its results showing that secrecy performance was enhanced significantly compared to no CJ. In [42],
the authors assessed the effect of Co-Channel Interference (CCI) [42]-[44] on secrecy performance
in the systems.

In the relevant research section of this thesis, a wireless communication network model using
artificial noise over Rayleigh fading channels is considered. To evaluate the secrecy performance of
the model, the following factors were analysed and evaluated: secrecy capacity, secrecy probability
and secrecy outage probability in wireless network systems such as relay networks, multi relay
networks, cluster networks and cognitive radio systems. The effect of undesired conditions such as
channel estimation error and hardware impairment on secrecy performance in relay networks were
also investigated. In order to test and verify the mathematical analysis, a Monte Carlo simulation
was set up and run for each analysis result.



3. AIMS

To the best of my knowledge, until now, there have been several published works ([15], [27], [28])
related to performance evaluation for the secured relay networks under the impact of hardware

impairments. Motivated by this, the thesis mainly focuses on evaluating this effect on the secrecy

performances of cooperative relaying protocols with various relay and/or jammer selection

methods.

3.1. Aim 1

Research on wireless relaying networks with relay selection methods to enhance the secrecy

performances over fading channels under the impact of hardware impairments:

First, I will evaluate new dual-hop and multi-hop relaying protocols with various relay
selection methods in conventional wireless networks and cognitive radio wireless networks to
compare their efficiency.

Second, relay selection methods will be applied into cooperative routing protocols and cluster-
based relay systems to raise the secrecy performances.

Next, I will compare the instantaneous secrecy capacity of the proposed methods with and
without hardware noises presence. Then, secrecy performances will be evaluated via both
theoretical analysis and computer simulations.

Finally, the outage probability (OP) of the data links and the intercept probability of the
eavesdropping links will be used to evaluate the security-reliability tradeoff for the proposed
protocols.

3.2. Aim 2

A new proposal and evaluation of joint relay and jammer selection protocols to further improve
secrecy performances for cooperation-based relaying networks:

First, proposing new joint relay and jammer selection protocols to enhance secrecy
performances for wireless relaying systems under the impact of hardware imperfection.
Second, new joint selection methods will be applied to both conventional wireless networks
and cognitive radio (CR) networks.

Finally, the secrecy performances and the tradeoff between OP and IP of the proposed
methods will be evaluated via simulation and analysis.

3.3. Aim3

A new proposal and evaluation of cooperative relaying and jamming protocols using energy
harvesting techniques:

First, proposing new relaying protocols where the limited energy relays have to harvest the
energy from the radio frequency signal for forwarding the source data to the destination.
Second, new jammer selection protocols are proposed. In the proposed methods, the jammer
nodes also harvest the energy to generate the jamming noises to the eavesdropper.



e Finally, the secrecy performances and the tradeoff between OP and IP of the proposed
protocols in the impact of fading environments and hardware imperfection will be evaluated
via both simulation and theoretical results.



4. BACKGROUND

4.1. Secrecy performances

Because of the broadcast nature of the wireless medium, secured communication in wireless
networks has become a critical issue. Recently, physical-layer security [10]-[11] has gained much
attention as an efficient method to obtain the secure transmission without using cipher codes.

Figure 4.1 shows a simple system model of secured communication, where Alice (A)
communicates with Bob (B), while Eva (E) attempts to eavesdrop on the information that Alice
discusses with Bob.

Alice Bob

Eva

Figure 4.1. A fundamental system model of physical-layer security (PLS).

The data received at B and E due to A’s data transmission can be respectively expressed as

Vg = \/?hABs +ng,

4.1)
Vg = \/ﬁhAEs+nE,

where P is the transmit power of A, A,, and A, are the channel coefficients of the A—B and

A —E links, respectively, s is the data transmitted by A, n; and n, are additive white Gaussian

noise (AWGN) at B and E, respectively. n, and n_ are zero-mean Gaussian random variables

(RVs).

From (4.1), the instantaneous signal-to-noise ratios (SNRs) received at B and E are expressed by
_Plhgl

B No 5

_Plhyl

E D

N,

(4.2)

respectively, where we assume that £ {s} =1 with E {} is an expected operator, and N, is the

variance of n, and ng,i.e. N, =var{ng}=var{n}.
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From (4.2), the instantaneous channel capacity obtained at B and E can be given, respectively, as
follows:

Cy =log, (1+73).
(4.3)
C. =log,(1+7;).

From the definition of secrecy capacity in [16]-[19], the secrecy capacity of the system presented in
Figure 4.1 can be expressed as

C.. zrnax(O,CB —CE)

Se

4.4
:maX[O’Ing(i-I-}/Bj]' (4.4)
+7E

We can observe from (4.4) that the secrecy capacity C_ has a non-negative value.

From (4.4), the secrecy outage probability (SOP) can be given as in [16]-[19]:
SOP=Pr(C,, <C,), (4.5)

sec

where C, (C,h > 0) is a predetermined threshold.

Furthermore, the probability of non-zero secrecy capacity (PNSC) can be expressed as the
following equation:

sec

=Pr[max£0,log2(1:j‘3 j] >0} (4.6)

=Pr(y, >7;)-

PNSC=Pr(C,, >0)

Next, the average secrecy capacity (ASC) can be obtained by

ASC=E{C,.)

sec

:E{ma{o,bgzw D} W
+7E

where E {} is the expected operator.

In [14]-[15], the authors evaluated the performance of PLS-based relay protocols by considering the
outage probability (OP) of the data links and the intercept probability (IP) of the eavesdropping
links. Indeed, the OP and IP probabilities can be defined, respectively, as

OP =Pr(y, <7,)

(4.8)
IP=Pr(y,>7,)

11



where y, is a predetermined threshold, and the data link is considered in outage if the SNR y, is
lower. However, it can be assumed that Eva decodes Alice’s information correctly if the received

SNR y, is higher than y,, which refers to the intercept probability.

From (4.8), we can observe that to decrease the outage probability (OP), Alice can transmit the data
with higher transmit power. However, when the transmit power increases, the intercept probability
(IP) at Eva also increases. Therefore, a trade-off exists between the security and reliability (between
IP and OP), which will be studied in this thesis.

4.2. Hardware impairments (HI)

In practice, the hardware transceivers of wireless devices are imperfect because of the non-linearity
of the amplifiers, phase noises and 1/Q imbalance (IQI) [24]-[26], which significantly degrades
performances of wireless systems.

Let us consider the data transmission between the nodes, i.e. A— B and A — E; with the presence
of hardware impairments (HI), the received data at B and E can be rewritten as in [24]-[26]:

Vg = \/FhAB (S tVia ) TV, g Ty,

4.9)
Ve = \/FhAE (S tVia ) TV g T,

where V,, is hardware noise caused by the impairments in the transmitter A, v, 5 and V,; are

hardware noises caused by the impairments in the receiver B and E, respectively.

As given in [24]-[26], the noises V, ,, V, and V,; can be modelled as Gaussian random variables
(RVs) with zero-mean, and their variances can be given, respectively, as

_ 2
Var{v,ﬂA} =K s

var{v,, =i, P by [ (4.10)

Var{v,’E} = Krz,EP | A |27

2 2 2 . . . .
where k; ,,K, 5 and K, are constants characterizing the level of hardware impairments at A, B and

r’

E, respectively.

From (4.9) and (4.10), we can express the SNR received at B and E as

, Plhg
’ (Ktz,A +Kr2,B)P‘hAB " +N, ,
(4.11)
y - Plhy [
C (KK )P Ry PN,

Therefore, the secrecy capacity with hardware noises at both B and E can be expressed by the
following equation:

12



max (0,C, —Cy )

max ()log2 1+7;) log2(1+-75))

Plhg |
(674 + 575 ) P LI [+,

Plhy [
(k70 + 575 )Pl [+,

2 2
= max Olog2 1+ Plhy| —log,| 1+ P|hAE2| ,
KpP |l | +N, KyPlhy | +N,

where K,g = K + Kr B Kap = K +K . are the total hardware impairment level of the A —B and

x| 0,log, 1+

—log,| I+

(4.12)

A — E links, respectively.

. : 2 2 2 .
When all of the hardware transceivers are perfect, i.e. K, =K =K = 0, equation (4.12) reduces

to equation (4.4).

Comments: From (4.12), we can observe that hardware noises reduce the channel capacity of both
the data and eavesdropping links. A question arises here is that how the hardware impairments
impact on the secrecy performance? Answering this question is the main content of the thesis.

4.3. Cooperative jamming

Alice

&

Eva Jane

Figure 4.2 System model of cooperative jamming method.

Figure 4.2 presents a cooperative jamming model, where Jane (J) (Alice and Bob’s friend) help the
secured communication between Alice and Bob by generating noise to Eva so that Eva cannot
eavesdrop on Alice’s data. With the interference caused by J, the received SNR at B and E can be
rewritten from (4.11) as

) Plhy

P kPl +P [y [ +N, iy
~ Plhy ‘

Ve =

K Py [ 4P, | By [P +N,
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where P, is the transmit power of J, &, and A are fading channel coefficients of the J — B and

J—E links, respectively, P, |hy " and P, |hy |* are co-channel interference (CI) components.

However, if Jane is near Bob and they can exchange the secured information about the jamming
noise (Eva cannot overhear this information); Bob can remove the CI component from the received
signal. In this case, the SNR at B is same as that in (4.11), while the SNR received at E is same as
(4.13), i.e.

_ Plhyf
KABP|hAB |2 +N0

. Plh [
E - .
Kap Pl hyg |2 +P, | hyg |2 +N,

B

(4.14)

From (4.14), the secrecy capacity can be calculated as follows:

C,. =max(0,C, —C;)

i ’ 4.15
= max 0,log2[1+ P|hABz| }—log2(1+ f)z|hAE| : ] ' (4.15)
K P | g [+, KyeP by P +P; [ by [P +N,

From (4.12) and (4.15), we can observe that the secrecy capacity in (4.15) is higher than in (4.12).

The cooperative jamming methods with interference cancelation (IC) at the authorized receiver are
widely used in PLS to enhance the secrecy performances (see [20], [22], [23] and references
therein). It is obvious that once B can remove the interference, the secrecy capacity significantly
increases. Indeed, the results in [20]-[23] showed that the secured protocols using jamming methods
obtains better performance than with conventional methods.

Comments: Cooperative jamming protocols are some of the main contents of the thesis. Moreover,
cooperative harvest-to-jam models will be proposed and analysed.

4.4. Multi-hop Cooperative Transmission Protocol

T, — T, |eee T ——T

1 M-1 M
\\\ \\ //
\\ \ /
NN \ ,/ —» DataLinks
\\\ \ /
AN ——» Eavesdropping Links

Figure 4.3. System model of Multi-hop Cooperative Transmission Protocol.
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Figure 4.3 shows a system model of an M-hop relay protocol, where source T, communicates with
destination T,, using the multi-hop method with the assistance of M — 1 relay nodes denoted by T,,
T

5y .- T, . In this network, eavesdropper E attempts to listen in on the data transmitted by the

source and relays.

All of the nodes are equipped with only a single antenna. As a result, the data transmission between
the source and the destination is performed via M orthogonal time slots. The randomize-and-
forward (RF) technique [PTTO03], [18], [19] is used to avoid the eavesdropper in the combined data
transmitted from the source and the relays using the maximal ratio combining (MRC) technique.
We assume that all of the channels between two arbitrary nodes are Rayleigh fading. We also
assume that the eavesdropper is an active node, and hence authorized transmitters such as the
source and relay nodes can obtain perfect channel state information (CSI) between themselves and

node E.

Considering the data transmission between transmitter X and receiver Y, where X e{T,} and
Ye {Tm,E} , m=0,1,2,...,M, the received data at Y because of transmission at X can be given as
in [PTTO3], [25], [46]:

2= By (x4, )+ 1,y + 11y, (4.16)

where P, is the transmit power of the transmitter X, #4,, is Rayleigh fading channel of the X-Y
link, 77,4 is hardware noise caused by impairments in the transmitter X, 7, is hardware noise

caused by the impairments in the receiver Y and n, is Gaussian noise at receiver Y.

As with [PTTO3], [25], [46], the noises 77, , 77,y and n, can be modelled as zero-mean Gaussian

random variables (RVs) with zero-mean. Furthermore, their variances can be given, respectively, as

2 2
7 x _Kt,)(’
2 2 2

T AW 4.17)
2 _

GnY _NO’

2 2 .. . .
where x,, and k., are constants characterizing the level of hardware impairments.

From (4.16) and (4.17), we can determine the instantaneous signal-to-noise ratio (SNR) of the X-Y
link by

Bl by I

IPXY: 2 2\P 1 hoo P 4N,
KxtK.y X | ey | +N

(4.18)
_ Brx
Ky By + N
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where &, = tz x T Krz,Y is the total level of hardware impairments on the X-Y link and y,, =| A, [* is
channel gain. For ease of presentation and analysis, let us denote x, and x; as the total level of

hardware impairments on the data links and eavesdropper links, respectively, i.e. &y =T, and
Ke = Kqg, ‘v’i,je{O,l,Z,...,M}.

Because 4, is a Rayleigh fading coefficient, channel gain y,, is an exponential RV whose CDF

and PDF are given, respectively, as

F,, (x)=1-exp(~4yx),

4.19
fov (x) = ﬂ’XY exp(—ﬂxyx), ( )

where A, is a parameter of RV y,,, i.e. Ay =1/E {yxy} and E {} is an expected operation. In
addition, A,, can be modelled as in [3], [46], [48]: 4,, = df,, where dy, is the distance between X

and Y, and £ is a path-loss exponent.

Using (4.18), we can write the SNR received at eavesdropper E from the transmission of transmitter
T, (m = 1,2,...,M) as

m

P
IPT c= T, /T, E ) (4.20)
ke f)T,H 71 et N,

So that eavesdropper E cannot decode the source data successfully, ie. W7 <y, (7, is a

predetermined outage threshold), the maximum transmit power of T, | can be given by

N,
p o= 4.21)

" (1 —KeVa )7T,,HE '
In (4.21), we assume that the hardware impairment level x; is small enough so that the value of

Ky, 1s less than 1 [48].

Next, the operation of the proposed protocol is described. At first, if the number of hops is even, the
M-hop route is sub-divided into two hops and the incremental cooperative transmission is realized
on each T, > T, —»T,,, link (Figure. 4.4), where k=2n and n=0,1,.. .M /2. If M is odd,

cooperative communication is also performed in groups of two-hops, and direct transmission is
used for the last hop (Figure. 4.5).
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Figure 4.4. Cooperative transmission in the MCT protocol when M=4.

Figure 4.5. Cooperative transmission in the MCT protocol when M=5.

Let us consider the cooperative transmission on the T, - T, ., = T,,, cooperative link. First, T,
broadcasts data to T,,, and T, , using the transmit power given in (4.20). Then, T,,, and T, ,

attempt to decode the received data. If T,,, can receive the data correctly, it feeds back an ACK
message to T, and T, ,, , and then cooperates with T, , to send the decoded data to T, , . However,
if T, fails to decode the received data, it has to generate a NACK message to inform the decoding

status. In this case, T,,, would retransmit the data to T, , if this node can decode it successfully. If

+1
the decoding status at T,,, is incorrect again, the data is dropped. Otherwise, the incremental
cooperation procedure would be repeated on the T,,, - T, ; — T, , link until the destination can
receive the source data successfully. In the case when the number of hops M is odd, T,, , directly

sends the data to T,, at the last hop.

For performance comparison, let us consider the multi-hop direct transmission protocol (MDT),
where direct transmission is employed at each hop [PTTO03].

From (4.20) and (4.21), the instantaneous SNR of the T, | = T link can be expressed as

B o1,
LIJTmfITm = P N
KD Tmfl 7/Tmfle + 0

(4.22)
P, T, 1y T, .E

= b
KDp’hmifle /7Tm4E +1

17



where p, =7, /(l_KE7th)-

Hence, the secrecy capacity obtained at node 7, , because of transmission at node 7, in the

presence of eavesdropper E is calculated as in [13] by

C,.. =max (0, log, (1 +¥, o ) —log, (1 +¥; ¢ ))

1+¥, . (4.23)
=max| 0,log, | ———==||.
1+¥

T B

4.5. Power beacon-aided multi-hop relaying networks

As illustrated in Figure 4.6, source T, wants to send its data to destination T, with the help of
K —1 relay nodes, denoted as T,,T,,..., T, ,. Transmitter T, has to harvest energy from the power
beacon (B) to use for data transmission, where £ =0,1,..., K —1. Assume that all nodes are equipped

with a single-antenna and operate in half-duplex mode. As a result, data transmission is split into
K orthogonal time slots.

Figure 4.6. System model of the proposed protocol.

Let us denote O as the total transmission time between the source and destination. Hence, the
transmission time allocated for each time slot is given as 7=/ K. Moreover, at each time slot,

transmitter T, spends time a7 to harvest the energy from radio frequency (RF) signals generated
by B, and the remaining time (1 —a)r is used to forward the source data to the next hop, where

O<a<l. The energy that T, can harvest is expressed as
E, =natrPyy,, (4.24)

where 7 (0 <np< 1) is the energy conversion efficiency, P is the transmit power of B and y, is
the channel gain between B and T, .

From (4.24), the transmit power of T, is calculated as

E
Pk Zm = IUP]/B’k, (425)
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where
U=—-. (4.26)
Comment 1. We assume that the frequencies used for the EH phase are different from those used

for data transmission so that no interference occurs in the signals received at the receivers.

Let us consider data transmission at the k-th time slot, where transmitter T, | sends the source data
to receiver T, , where k=1,...,K . To enhance system throughput, node T, , combines N signals

to create a superimposed data as

N
X, = Z a,bP_x,, (4.27)

N
where a, are power allocation coefficients, x, is the transmitted signal, n=L12,..,N, Zan =1
n=1

and a, >a, >...>a,.

Comment 2. Conventionally, a K-hop relaying protocol using the orthogonal multiple access
(OMA) technique only obtains a data rate of 1/K. Hence, by simultaneously transmitting N
signals, code and frequency, our proposed scheme can obtain a data rate of NV/K.

Assuming that the SIC process is perfect [49]-[54], the instantaneous SNR obtained at T, used to

decode signal x, under the impact of hardware impairments can be expressed as

a,b 7o,

,Af n<N

N
Kch—ﬂ/D,k + i;l aB yp,t o’ , (4.28)

X
I

ayB 7o

20

_IvTaTok i ey
K Bypito

where y, , is the channel gain between T, , and T, , k” is the total hardware impairment level on
all of the data links [25], [26], [46] and o is the variance of Gaussian noise at all of the receivers.

Substituting (4.25) into (4.28), which yields

luanAj/B,k—lyD,k

~ ,if n<N
2
v = [K 2 j”A Torilor L (4.29)
Cire i
where A= P/ o’ is transmit SNR.
Moreover, the instantaneous channel capacity of signal x, is then calculated as
C; =(1-a)rlog, (1+1//,f). (4.30)
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Using a decode-and-forward (DF) relaying technique, the end-to-end channel capacity of signal x,

can be expressed as

€2 i,

cr = mgK(cg ). 4.31)
Finally, the throughput of the proposed scheme can be defined, similarly to [PTTO06]:

N
TPyoun =(1-a)7C, > Pr(Ch, 2 C,,), (4.32)
n=1

where C, is the target rate.

For baseline comparison, this thesis also considers the PB-EH multi-hop relaying scheme without
using NOMA (named OMA). In this method, T, ; only sends one signal to T, using transmit

power P, . The throughput of this scheme is defined as

TPy, =(1-a)7C, Pr(C 2C, ). (4.33)
where
C3. = min (1—0!)T10g2 1+ 2yAyB’k717/D,k ) (439
k=1,2,..K K pAYg s Vs +1
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5. RELAY SELECTION METHODS IN COGNITIVE
NETWORKS

In this chapter, the first aim mentioned in Chapter 3 will be clarified. The main idea is to study
physical-layer security issue in dual-hop underlay cognitive radio networks in the presence of
hardware impairments. The transmit power of secondary relays under the interference constraint at
the primary user and the intercept probability constraint at the eavesdropper is first derived. Then,
various relay selection methods are employed to improve the outage performance of the secondary
networks. For performance evaluation and comparison, the exact closed-form expressions of
outage probability over the Rayleigh fading channel are derived. Finally, the derived expressions
are verified using Monte Carlo simulations.

5.1. Motivations

Recently, diversity-based relaying communication [2], [4] has gained much attention as a promising
technique to mitigate the effect of a fading environment. This technique has also been widely used
in underlay cognitive radio to improve performance in secondary networks [55], [56]. In underlay
cognitive radio networks, secondary users (SUs) can use the same licensed band as primary users
(PUs), provided that the interferences caused by their operations are lower than the permissible
threshold required by the primary users (PUs) [57].

Physical-layer security is a simple method to guarantee the security of wireless communications
without using complex cryptographic methods [10]. Again, cooperative relaying protocols are used
in order to improve secrecy performance in a secured communication network. The authors in [17]
proposed relay selection methods for cooperative networks with secrecy constraints. Published
work [16] considered joint relay and jammer selection methods, where the best relay was used to
forward source data to the destination, while the optimal jammer relay generated limited
interference to eavesdroppers. In [20], the authors evaluated the secrecy outage probability of
secondary networks with various relay jammer selection schemes at the cooperative phase. In [19],
dual-hop secured multicast networks in underlay cognitive radio with partial relay selection were
proposed and analysed. The authors in [58], [59] considered security versus reliability for
cooperative relay networks via performance metrics such as intercept probability at the
eavesdropper and outage probability at authorized nodes.

However, performance analysis in [10], [16], [17], [19], [20], [58] and [59] is based on the
assumption that the transceiver hardware of the terminals is perfect. In practice, because of phase
noises and nonlinear amplifier and I/Q imbalance, transceivers suffer from hardware impairments
[24], [26] that degrade performance in wireless networks. The authors in [27] first studied secrecy
performance in the presence of the hardware imperfections. The authors in [27] particularly
considered the effects of I/Q imbalance on the performance of OFDMA secured systems.

In this chapter relay selection methods are employed to improve the outage performance of
secondary networks under the interference constraint at the primary user, the constraint of intercept
probability (IP) at the eavesdropper and the presence of hardware imperfection. Unlike [58]-[59],
by constraining the IP at the eavesdropper, a closed-form expression of the secondary relays
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transmit power is given. In the first proposed scheme, the active relay providing the highest channel
gain to the destination is selected to forward the source data to the destination. In the second, the
best relay is chosen to maximize the signal-to-noise ratio (SNR) obtained at the secondary
destination. In contrast to [16], [17], [19], [20], exact closed-form expressions of outage probability
for secondary networks over a Rayleigh fading channel are derived. Finally, Monte-Carlo
simulations are presented to validate these derivations. The results show that the proposed methods
outperform the conventional relay selection method in which the relay is randomly selected.

@ —— Data Link

— —p |nterference Link

5.2. System model

------- » Eavesdropping Link

®
(®)

Figure 5.1. Secure communication in dual-hop underlay cognitive radio networks.

Figure 5.1 presents a system model of the proposed protocol, where a secondary source (S)
communicates with a secondary destination (D) with help from M secondary relays, i.e.

R, (m =12,...M ) We assume that no direct link exists between S and D because of the great
distance and deep fading. Secondary transmitters such as the source and relays must adapt their
transmit power to satisfy a maximum interference threshold 7, at the primary user (P). In the

secondary network, an eavesdropper E attempts to eavesdrop on the data transmitted to the
destination. We assume that the eavesdropper is near the destination and cannot listen in on the data
transmitted by the source. We also assume that the secondary relays are close together and form a
cluster [15]. All of the terminals are equipped with a single antenna and operate in half-duplex
mode. Hence, data transmission is achieved through a time division technique over orthogonal
channels.

Let d,,d,,d,,d, and d; denote the distances of S—>R, ,R, —-»D, S=>P, R, —P, and
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R,, — E links, respectively. We also denote #,,, h,,, hy, h,, and h,; as the channel coefficients of
S—>R,,R,—>D,S—>P, R, »>P,and R, - E links, respectively. We assume that all of the
channels follow a Rayleigh fading distribution. Hence, the channel gains
ve =P v =l s s =l [Py v, =k, | and y,, =k, | follow exponential distributions. To
consider path-loss, the parameters y,,, 7,;, 75 74 » and y,, can be modelled as [3] 4, =d/, A, =d?,
A =dl, A,=d’,and A, =dl, respectively, where S is the path-loss exponent.

As with [61], the maximum transmit power of source S under the interference constraint and

hardware impairments can be given as

R = —h (5.1)
A (1 + K')
where K is the constant characterizing the total level of hardware impairments at the transmitters

and receivers.

The instantaneous signal-to-noise ratio (SNR) of the S— R link can then be obtained as

\Ij — PO}/lm

Im
KPO}/lm + NO

— Q}/lm/y3
KQJ/lm/y3+1

(5.2)

where N, is the variance of Gaussian noise, which is assumed to be the same at all receivers, i.e.

the relay, destination and eavesdropper, and Q=1 / N, /(1+x).

Next, the operation of the proposed protocol is described: at the first time slot, source S broadcasts
its data to all of the relays. The relays then attempt to decode the source’s data from the received
data. Let us denote W, and W, as the set of relays that decode the signal successfully and

unsuccessfully, respectively. Without loss of generality, we can assume that W] ={R1,R2,...,RN}

anszz{R RN+2,...,RM}, where N is the cardinality of the set W], Ne{0,1,2,...,M}.

N+12
Particularly, if N=0, no relay can forward the source data to the destination. If N >1, the system

can choose a relay to forward the source data.

We assume that a relay is in outage if the received SNR at that node is below the outage threshold
7., - Otherwise, we assume that the relay successfully receives the data. Therefore, the probability

that the number of active relay equal to N is calculated as follows:

P(|W|_N)_CNPI'(KPHZylh""’qllNZyzha J
1= — M

Wi <Visees Yirr <70 (5.3)

=C,, Pr(& > p,...,yl—NZ p,M < p,...,yl—M < pj,

73 73 73 73
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M! ¥
here C;) =————— and p=—""
where C,, NI(M =) and p (1=x7,)0

In (5.3), only the case where xy,, <1 is considered. Indeed, in practice, the hardware impairment

level is small, and hence the condition of xy, <1 is assumed satisfied [25].

Next, (5.3) can be re-written as:

M-N

£, ()[F, (px)]

P(|W, = N) cﬁj” ; dx. (5.4)
x[1-F, (px)]
Using the PDF and CDF of the exponential random variables, i.e. f, (x)=24,exp(—4x) and
F, (y)=1-exp(-4y), we obtain

n

P(m=N)=Cyf” fezlz(_;jﬁg)_ (A }x- (5.5)

M-N
Using the binomial expansion for (1 - exp(—ﬂ1 px)) and after calculating the integrals, an exact

closed-form expression for P(| W |=N ) can be given by

M- N . J N
|W| N JM_ (5.6)
,:o A+(j+N)Aip

More specially, when N =0, we can obtain

P =0)=2(-1) ﬂgjjﬂqp 57

5.3. Performance analysis

5.3.1. Intercept probability (IP) at the eavesdropper
Let us denote P, as the transmit power of relay R ;. First, the received SNR at the eavesdropper

because of transmission at relay R; can be expressed as

Pys;

S — (5.8)
KPys, + Ny

g

As with [58]-[59], the intercept probability can be computed by
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(5.9)

where 6=y, /(1-xy, ).

The IP at the eavesdropper must be lower than a predetermined value, i.e. & . Hence, the constraint

of transmit power P, can be found by

AN,0
In(1/ 5)'

IP<s &P, < (5.10)

Furthermore, to satisfy the interference constraint at the primary user, transmit power P, must be

adjusted such that P, <1, /y,,/ (1+x). Hence, the maximum transmit power at relay P, is given

as

P. =min£ ﬂ’SNoe ]th J

(5.11)
= N, min W,g ,
Vaj
where W =A,0/In(1/¢).
From the transmit power in (5.10), the received SNR at the destination is given by
N P2
S
' kP, + N,
(5.12)

_ min(W,Q/74_/)72./
Kmin(W,Q/J/ztj)}/Zj +1

5.3.2. Relay selection methods

This section considers the conventional relay selection protocol, named PRO, in which an active

relay, e.g. R, is selected randomly to forward source data to the destination.

In the second proposed protocol, named PR1, the active relay which has the highest channel gain to
the destination is selected for cooperation. Let us denote R, as the selected relay. The relay

selection strategy can be given as
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R, Yoy = MAX (72(,-)- (5.13)

Finally, an optimal relay selection method is proposed, where the best relay R_ is selected to

c

maximize the SNR received at the destination, i.e.

R W, = max (¥,,). .19

In this section, the outage probability (OP) of the considered protocols is also derived. Generally,
the OP of the PRX protocol (X =0, 1, 2) can be expressed as

M=

OP, =P(|W;[=0)+ > P(|W, |= N)Pr(\¥,, <7,), (5.15)

=
Il

1

where y=a,b,c, corresponding to X =0, 1, 2, respectively.

By applying [62, (eq. (A.1))], the probability Pr(‘PZa < 7;;1) in (15) can be expressed as

Pr(¥,, <;/th)zl—exp(—%jﬁtﬁf%%exp(—%j. (5.16)

Combining (5.6), (5.7), (5.15) and (5.16), an exact closed-form expression of the OP for the PRO
protocol is given by
M

/ SV CunCirks
OP, = -1)" ¢}, —1) ——MNZMTE
P, /:ZO( ) 2+ ﬂq,O_’_;/:O( ) /13+(]'+N)ﬂ1,0

xl—exp(—ﬁ}r 40 exp(—ﬂzeJrﬂ““Qj
w ) 1,0+21,0 W '

For the PR1 protocol, let us first consider the probability Pr(‘PZb < 7”1) , which can be expressed as

(5.17)

min(W’Q/yztb)yZb
Pr(W¥ =P
I'( 2b <7th) {Kmin(W,Q/}/%)y/Zb +1 < th

=Pr(min(W,2jy2b <9J (5.18)
Van

0
—Prgﬂb Qa?ﬁb j+Pr£}/4b_g 72b j
1 4MW4444 I 44?4&4%

Furthermore, the CDF of y,, can be given as in [19] as

F, (»)=Pr(ry <)
= (1-exp(-4p))" (5.19)

N
=Z C’ exp(—t4,).
t=0

From (5.18) and (5.19), we obtain the probability /, as
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0 0
I, =Pr(7/4b <W Pr| y,, <W

v (5.20)
=|1-ex (—/1 gj I—ex (_ﬂ?ij
o W p vl
Next, the probability 7, in (5.18) can be expressed by
- 0
I, = IQ/W £, (%)F,, éx dx. (5.21)
Putting (5.19) and (5.21) together, and after some careful manipulation, we obtain
N
I, = Z(_l)’ C;Lexp(_w} (5.22)
pary t,0+ 4,0 w

From the results obtained above, an exact closed-form expression of the OP for the PR1 protocol is
given as

O =Y (-1) ¢y e 3 S () S

oo )

Yoo A0 0+ 2,0
2 CNfﬂz9+/7~4QeXp( W j

X

Next, from the relay selection method proposed in (5.14), it is obvious that

Pr(¥,. <7,)= Pr( maxN(‘sz)< 7/,,1)

=(Pr(¥,, <7,))" (5.24)
ZLI_GXP(_M]+ AP exp(_ﬁzp”@ﬁ .
W) hp+iQ w

Hence, an exact closed-form expression of the OP for the PR2 protocol can be expressed as (5.25)
below:

OR, = (1) € 2 33 (1) St

=0 " L+jkp 33 /13+(j+N)/11p
. (5.25)
x l—exp(—ﬂ?pj+ AP exp(—ﬂ?’oJrﬂ““Qj
W) Ap+A,0 w '

5.4. Numerical results

In this section, various Monte Carlo simulations are presented to verify the theoretical results
derived above. In each Monte-Carlo simulation, 10° trials were performed in which the channel

coefficients between two terminals were randomly generated. The simulation results were then
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obtained by the number of trials that the secondary system was in outage divided by 10°. The
derived equations (5.17), (5.23) and (5.25) were used to present the theoretical results. In a two-
dimensional network, the co-ordinates of the source, destination, relay, primary user and

eavesdropper were assumed as (0,0),(1,0),(0.5,0),(0.5,0.5) and (l,yE), respectively, where
0< y, <0.5. The simulation assumed that the path-loss exponent ( p ) equals 3 and the outage
threshold (7:11) equals 1.

The outage probability of the secondary network as a function of Q in dB is shown in Figure 5.2. In
this simulation, the number of relays is 4 (M =4), the hardware impairment level is 0.1 (x=0.1)

and the IP threshold is set at 0.3 (&£=0.3). It can be observed from Figure 5.2 that the OP of the

PR2 protocol is lowest, while that of the PRO protocol is highest. This is because the PR1 and PR2
protocols use transmit diversity, which enhances the reliability of data transmission. It can also be
seen that the OP decreases with an increasing Q value.

Figure 5.3 shows the outage probability as a function of the IP threshold when M =5, x=0 and
0 =0dB. As we can observe, the outage performance of three protocols decreases as & increases.
The transmit power of the selected relay also increases with higher value of & . Again, the PR2

protocol obtains the best performance while the performance of the PR1 protocol is between those
of the PRO and PR2 protocols.
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Figure 5.2. Outage probability (OP) as a function of Q in dB when M =4, x=0.1, y, =0.5 and £¢=0.3.

29



0.6

0.7

0.6

.....................................

' PRO-Simulation
PRO-Theary

. ®  PR1-Simulation |
: PR1-Theory
: B PR2-Simulation |
PR2-Theary

1 D-IZI.S

1 D-IZI.S

OP

10

10

Figure 5.4. Outage probability (OP) as a function of M when

0.7

0.4

, k=0,

e =0.5 and Q=0dB.

PRO-Sirmulation

PRO-Theary

® PR1-Simulation
PR1-Theary | ;

B PRZ-Simulation | 0 @]
PRZ-Theaory

2 3 4 5 B 7

M

=04, k=0.1, ¥, =0.5 and Q=0dB.

Figure 5.4 illustrates the outage probability as a function of the number of relays when £=0.4,
x=0.1 and O=0dB. As we can observe, the OP of the PR1 and PR2 protocols significantly
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decreases as the number of relays increases, while the outage performance of the PRO protocol
slightly decreases.

In Figure 5.5, the impact of the hardware impairment level on the outage performance when
£=0.1, M=3 and Q=0dB is illustrated. As shown in this figure, the OP of three protocols

rapidly increases when the level x increases.

Figure 5.6 shows the impact of the eavesdropper’s positions on outage performance of the PRO,
PR1 and PR2 protocols by changing the value y, from 0.1 to 1. The remaining simulation

parameters can be listed as follows: £=0.1, k=0, M =3 and Q=0 dB. We can see from this
figure that the OP values of the considered protocols decrease as y, increases. It is because of the
fact that with a higher value y, , the eavesdropper is far from the source and relays, and hence the

transmit power of the secondary relays also increases. It can also be seen that when the
eavesdropper is near the secondary destination, the PR1 and PR2 methods have the same
performance.

From Figures 5.2-5.6, we can see that the simulation results (simulation) matched the theoretical
results (theory) very well, which validates our derivations.
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Figure 5.5. Outage probability (OP) as a function of x when £¢=0.1, M =3, y, =0.5 and Q=0dB.
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Figure 5.6. Outage probability (OP) as a function of y, when £=0.1, k=0, M =3 and Q=0dB.
5.5. Summary

In this Chapter, physical layer security in underlay cognitive radio networks was studied. Two relay
selection methods were proposed to improve the outage performance of the secondary network
under the interference constraint at the primary user and intercept probability constraint at the
eavesdropper. The exact closed-form expressions of the outage probability were presented and
verified with Monte Carlo simulations. The results show that the proposed protocols outperformed
the random relay selection protocol. Both methods also obtained higher performance when the
number of relays increased. Moreover, hardware impairments have a significant impact on system
performance.
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6. COGNITIVE RADIO NETWORKS EMPLOYING
COOPERATIVE MULTI-HOP TRANSMISSION

In this chapter, a cooperative multi-hop secured transmission protocol in cognitive radio (CR)
networks is proposed and addresses the first aim. In the proposed protocol, a secondary source
attempts to transmit data to a secondary destination with the assistance of multiple secondary
relays and in the presence of a secondary eavesdropper which attempts to decode the transmitted
data. The secondary transmitters, such as the secondary source and relays, operate in an underlay
mode, where they must adjust the transmit power to satisfy the interference constraint required by
the primary network. The impact of hardware imperfection at authorized nodes and the
eavesdropper on system secrecy performance is also investigated. The effective signal-to-
interference-plus-noise ratio (SINR), secrecy capacity under the constraints of maximum transmit
power, interference threshold and hardware impairment levels are determined. For relaxed
impairment levels, the exact and asymptotic expressions of end-to-end secrecy outage probability
(SOP) over Rayleigh fading channels are derived by using the recursive method. The derived
expressions are then verified with Monte Carlo simulations, which also show that the proposed
scheme outperformed the multi-hop direct transmission protocol.

6.1. Motivations

Security is one of the most important issues in wireless communication [65-67]. Because using
wireless channels entails broadcasting data transmissions, malicious nodes can eavesdrop on
wireless transmission, which leads to insecurity in the data transmission. Traditional security
methods are based on cryptography [63]-[65]. In this technique, the public-key and private key
protocols are used to guarantee security. Recently, the security framework of the physical layer,
called the wiretap channel [10], [66], has been gaining much attention. The basic idea of physical-
layer security is to use the physical characteristics of wireless channels to guarantee secure
communications. To improve the security of physical-layer communication, diversity-based
transmission protocols with relay selection methods have been proposed. In [17], [67],
opportunistic relay selection methods were applied to maximize the instantaneous secrecy rate. The
literature [68] evaluated the secrecy performance of a heterogeneous channel system in which the
authorized transmitter and receiver were equipped with maximal ratio combining (MRC) and
selection combining (SC) techniques, respectively. In [16], [69], the authors considered the joint
relay and jammer selection methods to enhance the channel capacity of the data links and to reduce
the data rate received at the eavesdroppers.

Recently, cooperative cognitive secured transmission protocols have gained much attention by
researchers. Published work [20] proposed various relay and jammer selection scenarios to enhance
secrecy performance of the secondary network operating in underlay mode. The literature [12]
considered secrecy performance enhancement for MIMO cognitive radio (CR) networks. In [26],
the authors studied partial and full relay selection methods for dual-hop underlay relaying schemes.
In [19], various partial selection schemes were proposed to enhance secrecy performance of
underlay multi-cast CR methods. In [71], the end-to-end secrecy capacity of the multi-hop decode-
and-forward relaying system was investigated. However, published works [12], [19], [20], [26] and
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[71] assumed that the transceiver hardware of wireless terminal is perfect. In practice, it suffers
from impairments because of phase noises, amplifier-amplitude non-linearity and in-phase and
quadrature imbalance (IQI) [25], [72]. In [27], the authors studied the impact of hardware
imperfection on secrecy capacity. In particular, published work [27] considered the effects of IQI in
one-hop OFDMA communication systems.

To the best of my knowledge, no work related to cooperative multi-hop physical-layer security in
underlay CR networks has been published. This has provided motivation to propose such a scheme
and evaluate its performance. In the proposed protocol, a secondary source attempts to transmit data
to a secondary destination with the assistance of multiple secondary relays. In the secondary
network, a secondary eavesdropper listens in on the data transmitted by the secondary transmitters,
which must adjust their transmit power to satisfy the interference constraint required by the primary
network. At each time slot of the data transmission, the secondary source or the secondary relays
transmit the source data to the secondary destination. If the destination can securely receive the
source data, it returns an ACK message in response. Otherwise, a NACK message is generated by
the destination to request retransmission from another relay. To evaluate the performance of the
proposed protocol, the secrecy capacity in the presence of the interference threshold and hardware
impairments was determined. For relaxed impairment levels, the exact and asymptotic expressions
of the end-to-end secrecy outage probability (SOP) over Rayleigh fading channels were derived
using the recursive method. Monte Carlo simulations were performed to verify the theoretical
derivations and to demonstrate the advantages of the proposed method. The results also show that
the proposed scheme outperformed the multi-hop direct transmission protocol.

6.2. System model

Figure 6.1 describes an M-hop secondary network in which the secondary source (NO)

communicates with the secondary destination (N M) via M-1 secondary relay nodes denoted as
N,, N,, ..., N,,,. The relay nodes are numbered according to the distance to the destination, i.e.
relay N,, | is the nearest and relay N, is the furthest. In the underlay CR network, the secondary

transmitters, such as the source and relays, must adapt their transmit power to satisfy a maximum
interference threshold 7, , at the primary user (PU). The maximum transmit power constraint P,
also exists for the secondary transmitters. In the secondary network, eavesdropper (E) attempts to
receive and decode the source data transmitted by secondary transmitters, such as the source and
relays. Before describing the operation of the proposed protocol, assumptions used in this chapter
are given.
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Figure 6.1. System model of the cooperative multi-hop transmission protocol in an underlay CR network.
Assumptions

e All of the relays are within radio range of the source and destination nodes.

e The relay nodes know their positions and the positions of other nodes.

e Channels between any two terminals are subject to block and flat Rayleigh fading.

e FEach node has a single half-duplex radio and a single antenna. Because of the half-duplex
constraint, a time-division channel allocation scheme is employed in order to achieve
orthogonal channels.

e For ease of presentation and analysis, all of the nodes are assumed to have the same structure
so that impairment levels are the same.

e The data transmission between two secondary nodes is considered secure if the obtained
secrecy capacity is higher than a positive threshold Rg. Otherwise, the data cannot be

transmitted securely, which is referred to as a secrecy outage event.

e When the data transmission between the secondary transmitter and secondary receiver is
secure, it can be assumed that secondary receiver can decode the data successfully.

Operation of the proposed scheme

Operation of the proposed protocol, named Multi-hop Cooperative Transmission (MCT), is
performed using the cooperative multi-hop technique proposed in [73] as follows:

At the first time slot, the source broadcasts its data to the destination. If the destination receives the
source data securely, it sends an acknowledge message (ACK) to inform the source (and all relays)
to start a new transmission. Otherwise, the destination generates a negative acknowledge message
(NACK) to request retransmission. In the proposed protocol, after receiving a NACK message, the
relay N,, , sends a control signal to indicate the decoding status. In particular, if this node securely

receives the data, it sends the ACK message and forwards the decoded data to the destination in
next time slot. Otherwise, it also transmits the NACK message to inform. In this case, the relay
N,, , in turn sends control signals, and if it receives the data securely, it becomes the new source.
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This procedure repeats until the system can find a secured relay that is nearest to the destination for

1

retransmission. Generally, at the kth time slot (k > l) , let us denote the current transmitter as N -

where i, € {0, L2,...M —1} and i, =0. I also denote DS, as the set of relays from the node N, ., to

ip+1

the destination, i.e. DS, = {N 10NV 2 N, M} . In this time slot, node N, transmits the source data

i+l
to all of the nodes belonging to set DS, . Also, if the destination decodes the source data securely,
the data transmission ends. Otherwise, a secure relay belonging to set DS, and nearest to the

destination (having the highest index value) will become the new source and repeat the process that

node N, performs. After the kth time slot, let us denote D4, as the set of secure relays, i.e.
DA, ={Nkl,Nk2,...,Nkr} , Wwhere DA, < DS,, k <k, <..<k, and 0<r<M —i, . Also denoted are
the relays that cannot receive data securely and are assumed included in set DF,, where

DF, ={Nk’_+l N s N }, with &k, <k, <..<k,, <k, and Ny, =Ny - With the process

i r+l1 r+2
mentioned above, it is obvious that relay N, will become the new source and broadcast the data to

the destination and the relays between itself and the destination at time slot k+1. This process is
repeated until the destination can securely receive the data or there is no relay between the
transmitting source and the destination that can securely receive. In order to avoid the eavesdropper
combining the received data at each time slot, the source and secured relays use the randomize-and-
forward (RF) protocol [19]. In particular, these nodes randomly generate the code-books to confuse
the eavesdropper.

To demonstrate the advantages of the proposed protocol, the secrecy performance of the MCT
protocol was compared to that of the multi-hop direct transmission protocol (MDT). In the MDT
scheme, data is transmitted hop-by-hop from the source to the destination. Data transmission is split
into M orthogonal time slots. At the mth time slot, where m=1,2,...,M , node N, transmits the

source data to node N, . If communication between N, and N

m+l

is secure, node N, will

forward the data to the next hop in the next time slot. Otherwise, the data transmission is insecure,
and the secrecy outage event occurs (in this case, communication at the remaining hops is no longer
necessary). As with the MCT protocol, the source and relays in the MDT protocol use the RF
technique.

Derivation of signal-to-interference-plus-noise ratio (SINR) and secrecy capacity

Let dy ., dy py and e denote the distances of the N, —> N,,N, »>PU and N, ->E links,
respectively, where i,je{O,l,...,M—l,M}. Also, thNj, hN,_’PU and hN“E are denoted as the
channel coefficients of the N, > N,,N,—>PU and N, —>E links, respectively. Because the
channels experience a Rayleigh fading distribution, channel gains such as y,; = hN,,Nj F,

Yir = P pu I and Vie =1y & |* follow exponential distributions [19]. To take path-loss into
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account, the parameters of the random variables (RVs) 7, ,, 7, pand y, . can be modelled as

follows [73]: 4 dﬁ’N/ s Aip =d,€”PU and 4, , =d§“E , where 3 is the path-loss exponent.

g
Let wus consider the communication between transmitter X and receiver Y
(XE{NO,M,...,NM},Ye{Nl,Nz,...,NM,E,PU}), the received data at node Y because of
transmission at node X can be given as (see [25], [72])

y= PXhX,Y(x0+77z,X)+77r,Y+VY» (6.1)
where x, is the transmitted data, P is the transmit power of transmitter X, A, is the channel
coefficient of the X-Y link, 7, is hardware noise caused by the impairments in transmitter X,
7.y is hardware noise caused by the impairments in receiver Y and v, is Gaussian noise at
receiver Y.

As in [25], [72], the noise components 7, , 7, and v, can be modelled as Gaussian random

variables (RVs) with zero-mean, and their variances can be given, respectively, as
=P, ? 6.2
=K Bl hey I (6.2)

where &7 and x are constants characterizing the level of hardware impairments at the transmitter

and receiver nodes, respectively.

From (6.1) and (6.2), the instantaneous signal-to-interference-plus-noise ratio (SINR) of the X-Y
link is expressed as

2
PX |hX,Y‘

2 2 2 2
(17 + &) Py [P +0,
2

PX |hX,Y|

= 2 27
KB | hyy | +0y

L

XY

(6.3)

where k=« +x7.

Let us consider the transmit power P, of node X in the underlay CR network. First, the value P, is
below the maximum transmit power, i.e. B, < P, . Second, the interference caused at PU because of

transmission at node X must be below the interference threshold 7, , i.e.

1
1+x)P, <], &P <——h 6.4
( ) X |h?(,PU| th X (1+K)|hx,pu |2 ( )

Therefore, the maximum transmit power of node X can be given by
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I
P, =min| P,,———%——
i ( " (14 1) g py |2j

(6.5)
: H
=F,min| |, ————|,
’ [ (14 5) | g |2J
where =1, /P, is assumed to be a constant [67].
Combining (6.3) and (6.5) yields
; H 2
Pmin| ,———— || Ay |
L (1+K)| By oy |2J Y
Yyy = > (6.6)

. M 2
kPmin| 1, —F>—— || h +1
( (1+K)|hX,PU |2J| x|

where P=P, / o} .

From (6.6), the SINR for the N, —>N_/. and N, > E links, where i,je{O,l,...,M}, can be

expressed, respectively, as

~ Pmin(laﬂ/%,l’)%‘.j
Bl KPmin(l,,U/%-,p)?’i,j +1

(6.7)

ij

~ Pmin(Lu/y,) 7. (6.8)

- KPmin(l,,u/y/l.’P)}/i,E +1

i.E

When the transceiver hardware of all nodes is perfect, i.e. x=x’=x_ =0, equations (6.7) and

(6.8) can be rewritten as

¥, , = Pmin| L |y, , (6.9)
A }/i,P

W, = PminLLiJ V- (6.10)
i,P

Hence, the secrecy capacity obtained at node N, because of transmission at node N, in the

presence of eavesdropper E is calculated as in [19] by

R, = max(O, log, (1 +¥, ) —log, (1 +¥.p ))

1+, [ 6.11)
=| log, LA,
1+ ‘Pi,E

where [x]+ =max (0,x).
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P—+0 o0

From (6.7), (6.8) and (6.11), because ¥, ; ~ 1/x and ¥, e 1/ x , the secrecy capacity at high

P regime can be given as

R, ~ 0. (6.12)

Moreover, as k¥ =0, we approximate (6.11) by

P—+o0 71','
R, = {logz[—"ﬂ . (6.13)
7/1',E

6.3. Performance analysis
First, let us consider the secrecy outage probability (SOP) of the transmission between nodes N,
and N, which can be formulated as

SOPY" =Pr(R,; <Ry)

1+, (6.14)
=Pr L <pl,
1+¥, ¢

where p=2% (p>1).
From (6.12) and (6.14), it is obvious that when x>0, secured communication between nodes N,

P—+o0
and N, at high P region is almost in outage, i.e. SOPB.T ~ I.

Now, when the transceiver hardware is perfect (K‘=0), the exact closed-form expression for

SOPP! can be derived. Setting x=7,,, SOP"! conditioned on x can be expressed as

-1
SOPPT (x)=Pr| y <— P 4, | _
(%) r[%,, < Pmin(Lg /x)+p7,,EJ (6.15)

Because of the independence of 7, ; and y, ., (6.15) can be expressed as follows:

SOPP (x)= [~ PPl _ .
LJ (x) J.O f;/i,]z (y) Vi (Pmln(l,lu/x) +py )y (6 16)

Substituting the probability density function (PDF) of the exponential RV y, ., ie.
f. ( y) =4 exp(—/il.?E y), and the cumulative distribution function (CDF) of the exponential RV

Vi L€ Fy/ ( y) =1- exp(—l,.,j y) into (6.16) and after some manipulation, we obtain

4 -1
SOPPT (x)=1-—2E exp| -——L2 | :
i (%) : exp[ Pmin(l,,u/x)J (6.17)
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Next, the probability SOPB-T can be expressed from SOPB-T (x) as follows:

SOPPT = [ “SOPPT (x) £, (x)dx

}/I’

[ Ll—m p(_pTﬂ;ﬂexp( ) 6.18)

+o0 A -1
+ l-—2F ex P12, exp(=A4 .x)dx.
J‘/t [ ﬂ, +ﬂ, jp p( P/,l \JJ 7,P p( 7,P )

. . . . DT
After some careful manipulation, we obtain an exact closed-form expression for SOPi/- as

follows:

B (l—exp(—}ti’l,y))exp(—ﬂi,j ijlj

i E

PR s AP -

Ap+h,p + Al eXP(_ﬂv,P:u_ﬂi,j s lj
ApPr+2; (p - 1) P

Furthermore, by using the approximation in (6.13), an asymptotic closed-form expression for
SOPI-?/-T at high P values can be provided by

SOPP! =1- (6.19)

P—+0 . ﬂ,
SOP”! ~ Pr Yii pl=1-—2 (6.20)
ViE AetA,p

6.3.1. Multi-hop direct transmission protocol (MDT)

In the MDT protocol, since the data transmission on each hop is independent, the end-to-end SOP
of the MDT protocol is given by

SOng“;T:l—ﬁ(l SOP", ) (6.21)
m=1

m—1,m

In (6.21), the term H(l SOPm 1m) represents the case where data transmission is secure at all of

m=1

the hops.

In addition, when the hardware impairments are relaxed, i.e. x =0, substituting (6.19) into (6.21),
an exact closed-form expression for the end-to-end SOP of the MDT protocol can be given as

-1
R e
MDT
SORY =Tl e i
= - Lr exp| —A pp— A r
ApPu+2(p-1) “r P

At high P region, an approximate closed-form expression for (6.22) can be obtained by

(6.22)
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P—+o M i
SOPy" ~ 1-]][—2—. (6.23)
It can be observed from (6.23) that the end-to-end SOP at high transmit SNR does not depend on
the value of P.

6.3.2. Cooperative multi-hop transmission protocol (CMT)

In this sub-section, the exact expression for the end-to-end SOP is derived by using a recursive
expression. Let us consider SOP at the time slot &, which can be expressed by

1+¥, , I+¥, , I+¥, ,
> p, 22> 0, ———2p,
o 1+‘P,—k,5 1+‘P,.k,E 1+‘P,—k,5
SOPN,k,DAk =2Pr
o | 1+Y, 1+¥, , I+¥, ,
— < s e < 7'")4 < s
1+‘Piqu r 1+1Pik,E p 1+‘Piqu r

1+Pmin(1,/1/7/[k,P))/ik’k] S 1+Pmin(1,/¢/;/ik’P)7/ik,kr g (6.24)

STy T P

1+Pmin(1,u/ ik,P)j/i,(,E -

= ;Pr 1+pmin(1,,u/7/,4k,p)7i,f,km 1+Pmin(1,,tt/7/ik,p)7i
<

K
1+ Pmin(l,y / Vik,P)%‘k,E

geeey

1+Pmin(l,y/7/ik,P)7,-k,E

)

We are reminded that at the kth time slot, the current transmitting node is N, and D4, is the set of

active relays that can securely receive source data from node N, .

Lemma 1: When k=0, SOPISS) 4, can be expressed by the following equation:

o 5t

SOPy"), =D ———— A P :
ko é j H -1
DA, ﬂ,l.k’E +Zﬂ’ik,k,p + k;P GXP[—/lik,P/l_zﬂvk,k, (pP )J
- A pPu+d 2, (p=1) -
L t=1 i
M—i—r ) M—i—-r /I[k y
+§ Z (-1) ) ; N - - (6.25)
Cr e EJ{ A+ ﬂ‘ik,k,jp
t=1 t=1

X A P v r _1) |-
+ e lru exp(_ﬂik ,P,U - (Z/’Lik’./» + Z/Iik Ky jp_lJ
ﬂ. | j(p_l) t=l1 t=1

Proof: Firstlet x=y,  and y=y, »,and SOPSIS) 4, conditioned on x and y can be given as
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p—1
Hexp[ {Pmln(l u/y) +prJ
CMT
SOPN;‘/; DAy (x’y) - Z M—i, 1
DA, e p_
1- A | —
H( exp{ ’*"‘"(Pmin(h#/y)wxm

—Zexp( 2,1 X (”—_1+ pr] (6.26)

Pmin(1, 1/ y)

DA,
DIDICIINDIIET E D WIS W [P ey
D4, v=l ]yjl _____ N, eDF, =1 ol ‘= Pmln(l,,u/y)

CMT
Then, SOPN,»,( .4, Can be expressed as

SOPM,, =[" 1, (y)ijf » (4 E(;P,EM%AL‘Z .y dedy 6.27)

L

Considering the integral /, marked in (6.27), it can be expressed by the following equation:

I, =J.O+m/1ik~5 exp( ~4, x)SOPAC,MEA (x,y)dx

_ ﬂ“ik,E C /11".,/@ (/0_1)

D4, =1
Agt

t
p—1
M—ig—r M—ig—r Eexp{ (z b & ijm(l u/y)J
DA, v=1 ]/\]’J<1/2<N/<L/E‘DF/< /1ik’E + (Z ﬂ“ik,./}, + Z;Lik &, ]p
t=1 t=1

Substituting (6.28) into (6.27) and after some manipulation, we obtain (6.25) and finish the proof.

Next, at high transmit power, i.e. P —+o0, by using (6.13) and in the same manner as (6.26)—

6.28), the asymptotic expression of SOPC,MT can be obtained:
ymp p N, DA,

P+ ﬂ,
sopﬁﬁ = ZA—E
DA ﬂvk,E + Zﬂﬁk i P
t=1
M—i;—r M—i,—r /’i (629)

i E

+ -1)
DZAA' VZ:‘: ( )N ;EDF% ot Zv:ﬂ +i/1
/|</7< <Jy por T s Jy = g oKy p

Finally, the end-to-end SOP of the CMT protocol can be calculated with a recursive expression as

follows:

SOP; ;" =SOP.', . (6.30)
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where SOP,), is given as in (6.25).

Finally, by using (6.29), we can obtain the asymptotic expression of the end-to-end SOP for the
CMT protocol, which also does not depend on the value of P.

6.4. Numerical results

In this section, various Monte Carlo simulations are presented to verify the theoretical results
derived in Section 6.3. For each Monte-Carlo simulation, 10° trials were conducted in which the
channel coefficients between two nodes were randomly generated. The simulation results were then
calculated by the number of trials in the considered systems that were in outage divided by 10°. The
derived equations (6.22), (6.23), (6.29) and (6.30) were used to present the theoretical results. For

the simulation environment, a two-dimensional network was considered in which the co-ordinates

of the node N, (l' € {0, 1,...,M}) , the primary user, and eavesdropper were (0,1' / M) , (xPU,yPU) and

(xE, yE), respectively. Hence, the link distances were calculated by dN”Nj_ =i—-j|/M,

dy pu =\/(i/M —xpy ) + i, and dy r :\/(z’/M —x, )" +»2 . Inall of the simulations, the path-

loss exponent 3 was assumed to equal 3.

1 ! ! P N T P T T B J
% i F ¥ PO
0.9 -2 mmm g Do A
R | ! ! : :
05l *** - -~ MDT-Sim (x=02)| ___
: | % CMTSIm (k= 0.2)
07l L\ _______ ~--®--MDT-Sim (x=0) | |

---B-- CMT-Sim (k= 0)

SOP

P (dB)

Figure 6.2. End-to-end secrecy outage probability (SOP) as a function of P in dB when P e [—ISdB, 25 dB],
1=0.5M=4, R, =1, k{0,0.2}, (xpy,vp, ) =(-0.5,—1) and (x,,y,)=(0.5,0.5).

Figure 6.2 presents the end-to-end SOP of the MDT and CMT protocols as a function of the
transmit SNR (P =P, /o, ) in dB. In this simulation, the target rate R; =1, the ratio #=0.5 and
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the number of hops M = 4. The primary users and eavesdroppers were also placed at positions

(—0.5,—1) and (0.5,0.5), respectively. As we can observe, the proposed protocol (CMT)

outperformed the MDT protocol for all P values. This is because the MCT protocol uses the
diversity relaying scheme, which enhances security in the data transmission. We can also observe

that when the transceiver hardware is perfect (K' = O) , the secrecy performance of both protocols

converges to asymptotic results, which are independent of the P values. However, as x =0.2, the
values of SOP reach 1 at high P region, which validates the statement in Section 6.3. Moreover, a
value of P exists at which the secrecy performance of the considered protocols is best. As shown
in this figure, the optimal transmit SNRs in the CMT and MDT protocols are -5 dB and -7.5 dB,
respectively. Finally, it is worth noting that the simulation results (Sim) matched the theoretical
results (Theory (Exact)) very well and that at high P regimes, the simulation results converge
nicely to asymptotes (Theory (Asym)). These validate the correction of our derivations expressed in
Section 6.3.

1 T T T T T T T T
A ***L
0.8L-----bemnmndemene I TT T DRl TN
S e S S B
0.8 [gnie gommmmdem oot - MDT-Sim (= 0.1) |-~
$.. 1 | --%--CMTSim(k=01)
07 s - DT Sim (k= 0) | ]
ogla S mecMTSim=0) |
’ ' by : Theory (Exact
o h ST S v (Exact)
O 05 A
%) Lo N . A
0.4} Y R — e
R ] SN S . S N S S S S SO
0.2}----- R S S S |
R R Mt EELSCT R LEEEI P S SO
0

1 2 3 4 5 6 7 8 8 10
M

Figure 6.3. End-to-end secrecy outage probability (SOP) as a function of M when P=5dB, u=1,
M e[1,10], Ry =0.5, x€{0,0.1}, (xp,,p, ) =(-0.5,-0.5) and (x,,y,)=(0.5,0.5).

In Figure 6.3, the number of hops (M) is changed and the variant of the end-to-end SOP can be
observed. In this figure, the value of P, u, Ry, Xp,,Vp,» Xz, and y, are assigned 5 dB, 1,
0.5, -0.5, -0.5, 0.5 and 0.5, respectively. As observed, with the perfect transceiver, i.e. k=0, the
secrecy performance of the MDT and CMT protocols was better as the number of hops increased.
For the CMT protocol, this result was still true with the presence of hardware imperfection
( k=0.1), though the performance of the MDT protocol severely degraded with a higher number
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of hops. Again, the results in this figure validate the theoretical results provided in the previous

section.
L - = !g# =N
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0.8----1 & R DEARRELE ‘*_ """""" RRREEEEERED SNItE iy
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Figure 6.4. End-to-end secrecy outage probability (SOP) as a function of k when P=0dB, pu=1 M =4,
R €{0.25,0.75}, x €[0,1], (xpy,Vpy ) =(-0.5,—1) and (x,,y,)=(0.5,0.5).

Figure 6.4 illustrates the impact of the hardware impairment level (K) on secrecy performance in
the CMT and MDT protocols when P=0dB, u=1. M =4, x,,=-0.5, y,, =—1, x, =0.5 and
v, =0.5. Similarly, the proposed scheme obtained better performance than the MDT scheme.

Figure 6.4 also shows that the SOP values rapidly increased as the k value increased. The
performance of the considered methods was also significantly enhanced with a lower value of the
target rate K.

Figure 6.5 shows the effect of the positions of the eavesdropper on the end-to-end SOP. In
particular, the value of y, is fixed while changing x, from 0 to 1. The remaining parameters were

set at P=10dB, pu=1 M =4, R;=1. k=0, x,, =-0.5 and y,, =—0.1. It can be seen that the
end-to-end SOP of the CMT protocol mostly decreased as x, increased, while that of the MDT
increased at a small x, value and decreased at high x, regions. We can observe from this figure

that the performance of the MDT protocol is worst as x, is around 0.4.

46



0.9
] i =i ST

(e . ' N

0.6 ; ; ; L
-- -~ MDT-8im (y; = 0.3) ;
o 03] --#--CMT-Sim (yo = 0.3) [~ - %o
D S = E
D g4l ---#--MOT-Sim (y; = 0.7)
---m-- CMT-8im (y; = 0.7)
0.3 }-{ — Theary (Exact)
02%----------- T TTTTTTATTTTTTTTTTTET Tt il

Figure 6.5. End-to-end secrecy outage probability (SOP) as a function of x, when P=10dB, u=1.
M =4, R;=1. k=0, (xp,yp,)=(-0.5,-1), x, €[0,1] and y, €{0.3,0.7} .

6.5. Summary

In this chapter, the cooperative multi-hop transmission protocol (CMT) in underlay cognitive radio
networks with the presence of the eavesdropper was proposed. Because the proposed scheme uses
transmit diversity, it significantly outperforms the conventional multi-hop direct transmission
protocol (MDT) in terms of end-to-end secrecy outage probability (SOP). The interesting results
obtained for this chapter can be listed as follows:

e  When the transceiver hardware of the nodes was imperfect, the secrecy performance severely
degraded. In particular, the value of the end-to-end SOP rapidly increased with a higher
transmit signal-to-noise ratio (SNR) and a higher impairment level.

e In the presence of hardware noises, an optimal value of the transmit SNR existed at which the
secrecy performance of the CMT and DMT schemes were best.

e The performance of the proposed protocol was better as the number of hops increased.

For relaxed hardware impairments, the exact and asymptotic expressions of the end-to-end SOP for
the CMT and MDT protocols were derived. Computer simulations were then performed to verify
the derived expressions.
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7. JOINT RELAY AND JAMMER SELECTION
METHODS IN CLUSTER NETWORKS

In this chapter, joint relay and jammer selection protocols are proposed to enhance secrecy
performance in cluster-based multi-hop networks and demonstrate the second aim. In particular,
without channel state information (CSI) of the eavesdropping links, one of the available nodes at
each cluster is selected to forward the source data, relying on the CSI of the data links, while a
Jammer node is randomly chosen to generate artificial noises to an eavesdropper. The impact of
hardware noises on the secrecy performance of the proposed protocols is also investigated. For
perfect transceiver hardware, the exact closed-form expressions of secrecy outage probability
(SOP) for the proposed protocols over a Rayleigh fading channel are derived. Monte Carlo
computer simulations are then performed to verify the theoretical results.

7.1. Motivations

Recently, physical-layer security (PLS) [10]-[11] has gained much attention as an efficient method
of obtaining secure information without using cryptography. PLS protocols employ the physical
characteristics of wireless channels such as channel state information (CSI) and the distances
between the connection links to enhance secrecy performance in wireless systems. In [17]-[18], the
authors proposed relay and jammer selection schemes to maximize secrecy capacity for decode-
and-forward (DF) relaying networks. The authors in [18] considered the randomize-and-forward
(RF) scenario in which the code books of the source data are randomly generated by the source and
relay. In [19], [20] and [70], secrecy performance of cooperative cognitive radio networks was
evaluated in terms of secrecy outage probability (SOP) and probability of non-zero secrecy capacity
(PNSC). The published work [42] investigated the impact of co-channel interference and Nth best
relay selection on secrecy performance. In [60], cluster-based multi-hop protocols were proposed to
reduce the SOP and enhance average secrecy capacity (ASC). In particular, with relay selection
methods applied for each dual-hop, secrecy performance can be significantly improved compared to
random selection and the conventional best relay selection methods. However, the implementation
of these protocols that require perfect CSIs across two hops is difficult work. Moreover, the authors
in [60] did not consider jammer selection methods.

In this chapter, joint relay and jammer selection protocols are proposed to enhance the SOP
performance for a cluster-based multi-hop network. The contributions of this thesis can be listed as
follows:

e Two selection methods are proposed: in the first, named BEST, one of available nodes at each
hop is selected by using the channel state information (CSI) between nodes at two adjacent
clusters. Then, from the remaining relays at each cluster, a node is randomly selected to
transmit jamming signals to the eavesdropper. In the second, denoted by RAND, both relay
and jammer nodes are randomly chosen at each cluster.

e Unlike [60], two proposed protocols use the randomize-and-forward (RF) technique to avoid
the eavesdropper in the combination of received signals.

e The impact of hardware impairments [72] on secrecy performance is investigated.
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e Exact closed-form expressions of secrecy outage probability (SOP) are derived for the
proposed protocols over a Rayleigh fading channel when the hardware impairments are
relaxed.

e The optimal transmit power allocated to the data and the jamming signals is studied, including
the optimal number of hops between the source and destination.

e Computer simulations are presented to verify the derivations.

7.2. System model

Figure 7.1 describes the system model of the proposed protocols where source T, attempts to
transmit data to the destination T,, using the multi-hop relaying approach. We assume that there are
M-1 clusters between source T, and destination T,, and that the destination is in the Mth cluster.
We also assume that the nth cluster has K, nodes, where n=1,2,..,M and K, >2. In this

network, eavesdropper E listens in on the data transmitted by the source and relay nodes at the
clusters. All of the terminals are equipped with a single antenna, and the RF technique [18] is
employed to confuse the eavesdropper. Furthermore, because of the half-duplex constraint, data
transmission would be realized by time division multiple access (TDMA) via M orthogonal time
slots.

The notations and definitions that will be used in this chapter are now introduced. Let K, relays in

the cluster nth be denoted as R, ,R,,,....R, x . Next, T, and J, are denoted as the selected relay
and jammer at the nth cluster, respectively, where {Tn,J,} {Rnl,an,...,Rn,Kn}. Let 74, denote

the channel gain of the link between nodes X and Y, where {X,Y} {Rn R 55 R, } . We assume

that all of the channels are Rayleigh fading, hence, channel gain y,, is an exponential random
variable (RV) whose parameter is A,, =d%, , where d,, is the distance between X and Y, and S is

the path-loss exponent [60].

C ]uste: C lustﬂ M-1 C'lu'ster M

/..\... 0O, @)
& \©e \.@ﬁ..j

W Data Link
WALy, — — + Eavesdropper Link
E coweoom Jamming Link

Figure 7.1. System model of the proposed methods.
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7.3. Performance analysis

The relay and jammer selection methods are described in this section. In the BEST protocol, the
relay T, is selected using the following method:

T, 7 r, = max. (71,18, )- (7.1)

i=1,

Equation (7.1) implies that the node in the nth cluster providing the highest channel gain to the
previous relay T, | is considered the best relay. Then, one of K, —1 remaining nodes is randomly

selected to generate jamming noises to the eavesdropper.

Remark: No relay selection is performed at the AMth cluster because the destination T,, is

determined before the source T, transmits its data.

By contrast to the BEST protocol, in the RAND protocol, both relay T, and jammer J, are

randomly selected from K, available nodes of the nth cluster.

For a fair comparison with conventional methods, we can assume that the total transmit power of the
nodes T, and J, is fixed by P. More specifically, the transmit power is allocated to the nodes T,

and J ,respectively, as PT” =aP and F = (1 - a)P , where 0 < <1. The data transmission of the

proposed protocols is hop-by-hop. Let us consider the communication at the nth hop: relay T ,
sends the source data to the selected relay T, . At the same time, jammer J, generates the jamming
signals to eavesdropper E. Because of the short distance between T, and J,, we can assume that
these nodes exchange secure control messages so that node T, can cancel the interference received
from node J,. Under the impact of hardware noise, the channel capacity of the T, , — T, link can

be given as

(7.2)
1 LAVER
=—1Ilog, l+ ——=——,
M 1+ ax Ayr 1
where the factor M~ indicates the data transmission is split into M time slots [60], N, is the

variance of Gaussian noise, x~ is the total hardware impairments at transmitter T, and receiver T,

[60], and A= P/ N, is the transmit signal-to-noise ratio (SNR).

When the transceiver hardware is perfect, i.e. ¥° =0, equation (7.2) can be rewritten as

1
Cp, = MlogQ (1+ Ay, 4 ). (7.3)

Considering the T, | — E link, channel capacity in the presence of co-channel interference from J,

and the hardware impairments can be given as (see [72])
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aP7T,,,,E
ax’Py, . +(1+6°)(1-a) Py, . + N,

1 Ay s
=—-Ilog,| 1+ .
M 1+’ Aay; ¢ +(1+K2)(1—a)A;/J”E

(7.4)

In the case of x* =0, from (7.4), we have

Aa
cEnzilog2 4 ——TraE | (7.5)
M 1+(1—a)A7/J”E

Next, secrecy capacity at the nth hop can be obtained by

C.

Sec,n

=max(0,C,, - Cy,,). (7.6)

Because the RF technique is used, the end-to-end secrecy capacity of the proposed protocol can be
expressed as [18]

Cex = min (Cg,,)- (7.7)

See 12, M

7.3.1. Secrecy outage probability (SOP)

In this section, the exact closed-form expressions of secrecy outage probability (SOP) are derived
for the BEST and RAND protocols. SOP is defined as the probability that end-to-end secrecy
capacity is below a positive predetermined value, i.e. C,. Hence, we can express SOP by the

following equation:

OP,

Sec Sec

=Pr(CZ <C,)

=Pr( min (cSeC,n)<c,h) (7.8)

n=1,2,...M
M

=1-[](1-Pr(Cs.., <C)))
n=1

If the hardware transceiver is perfect, combining (7.3), (7.5), (7.6) and (7.8) we obtain

M —_—
OP, =1-[]|1-Pr| 7y , Bk S ¥ : (7.9)
p o gh 1+ (1-a)Ay
14444442444 474°45
OP,

where ¢ =2"

It is noted from (7.9) that in order to calculate OPg, , we need to calculate OP,. In the following

ec ?

section, expressions of OP, for the RAND and BEST protocols are provided.

7.3.2. The RAND protocol

First, the probability OP, can be rewritten as
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0

= E z z)dz
OP, = j Fy( — ) f,(2)dz, (7.10)

-1 . . o :
where Z = @/T—‘E , F, (¢— + zj is the cumulative distribution function (CDF) of RV
1+ (1 - a) Ay, KRN 7.

Yy r and f, (z) is the probability density function (PDF) of Z .

Because y; ; is an exponential random variable (RV) with the parameter 4; , , the CDF

-1 .
F, [— + z) can be obtained by
Tp1Tn aA

g-1_ 3 $-1
1«;( T e e e exp(~Ay 1. 2). (7.11)

For the CDF F,(z), we have

F,(z)=Pr(Z<z)

pe P (7.12)
1+(1—a)A7/J”E

90 z (l—-a)A
- .[0 e [Z + % Zy]fm (»)dy.

By substituting the CDF and PDF of the exponential RVs y; . and y, ; into (7.12) and after some

manipulation, the CDF F, (z) can be given as

F,(2)=1- ety exp(— z]
A+ Ap g (1-a)Az ¢ (7.13)
=1—Zf—'c"0mexp(—a)2nz),
where @, zﬂTnE¢/(ﬂTHE (l—a)A) and @,, =4; /¢
From (7.13), the corresponding PDF £, (z) is expressed by (14) as
1, (z)=Lzexp(—a)hz)+Mexp(—a)2nz). (7.14)

(z+a,) z+@,

Substituting (7.11) and (7.14) into (7.10), after calculating the integrals, the exact closed-form
expression for the probability OP, can be computed by

rrrrr

OP =1-
x E, (a)ln (ﬂ'rHT” t+ @, ))

exp(—ﬂnm ;j, (7.15)
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where E, (x) = J.m exp(—t)/tdt is an exponential integral function. Then, substituting (7.15) into
(7.9), the closed-form expression of the SOP for the RAND protocol is obtained.

Moreover, when « =1, which means there is no transmit power allocated to the jammer node,

(7.15) can be rewritten as the following closed-form expression:

Ak

OP, =1-——=* ¢
Ay B+ A

Xp[—ﬂ,r”m %} (7.16)

7.3.3. The BEST protocol

Since there is no relay selection method at the last hop, the probability OP,, in this protocol can be

provided using (7.15):

1 - a)]MlTM—lTM exp(a)lM (lrr\/l—lTM + a)zM )) ¢ —1
OP, =1- exp| —Ap 1, ) (7.17)
x E, (a)l (ATM,ITM + @, ))
Next, the probability OP, with 1<n<M is calculated. By contrast to (7.11), the CDF

-1 .
F, [¢— + zj in this case is given by
Tp1Tn aA

K
9—1 B p—1 !
Fm,n,, [_aA +z |=|1-exp —ATHTW _aA exp(—/iTHTnz)

Kﬂ —
=1- Z(—l)Hl Cy. exp(—tﬂTan” 4 1jexp (—MTHT" z).
p=

; alA

(7.18)

Putting (7.10), (7.14) and (7.18) together and after some careful manipulation, we obtain

-t 2y ¢ exp(a)ln (a)2n +id o ))

OP, =1-
x E, (601,1 (a)Zn + tﬂ’THTn ))

t+ t _1
: (-1 cy exp(—tﬂT”lTn ¢a_Aj (7.19)

M-

t

Finally, with a =1, the exact closed-form formula of OP, is given as

& 1 2’1‘ E ¢ 1) .
1- (—1) Cy, ———exp| —t4; T cifl<n<M
= " A gt 1 @ A
OP, = 2 | ) (7.20)
[ 72| S exp (—ATWTM —¢ — j; ifn=M
ierlTM ¢ + j’erlE A A A

7.4. Numerical results

In this section, Monte-Carlo simulations verify the theoretical derivations provided in Section 7.3.
In the simulation environment, a two-dimensional plane is considered in which the coordinates of

source T,, relays T, (jammers J, ) and the eavesdropper are (0,0), (1/M,0), (1,0) and
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(0.5,0.5), respectively. In all the simulations, the path-loss exponent S equals 3, and the target

rate C,, issetat 1.

Figure 7.2 considers the impact of hardware impairments on the secrecy outage probability (SOP)
when the number of the cluster is 2 (M =2), the number of nodes in each cluster is 3
(K, =K, =3) and the fraction « equals 0.3. As illustrated, the SOP values of the RAND and

BEST protocols rapidly increased as x° increased. For all of the cases presented, the secrecy
performance of the BEST protocol is better than that of the RAND protocol. The simulation results
(Sim) also show that the performance of both protocols increased when the transmit SNR

A(P/N,) increased.

Figure 7.3 shows the secrecy performance of the proposed protocols as a function of the transmit

SNR in dB when the transceiver hardware is perfect (1(2 = 0) . In this figure, the number of clusters

is equal to 3 (M =3) and the number of nodes in each cluster is 3, 2, 3 (K, =2,K, =3,K, =2). As
shown in Figure 7.2, the BEST protocol outperforms the RAND protocol and the performance gain
is about 2.5 dB at SOP =10". Also, the SOP value of both protocols decreased as A increased. It
can also be observed that in almost all values of A, the BEST and RAND schemes obtained better
performance when the fraction « equalled 0.2. It is worth noting that the simulation results (Sim)
matched the theoretical results (Theory) very well, which validates the correction of the theoretical

derivations.
1 T — =N
—— —_— )
e o A
-~ : y -
05k T [ / g .
: e '
R ISR S L S S |
N
R
085 frmmmmmmens D, S /* ------------ beroenoenoas -
% S / :
0] A 7}
] e S .
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] /* —+— RAND - Sim (A=0dB) | _|
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Figure 7.2. Secrecy outage probability (SOP) as a function of the hardware impairment level k° in dB when
M=2, K =K,=3and a=03.
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Figure 7.3. Secrecy outage probability (SOP) as a function of the transmit SNR A(P/ N,) in dB when
M=3, K =2K,=3,K,=2 and k¥’ =0.
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Figure 7.4. Secrecy outage probability (SOP) as a function of the number of hops M when A =15 dB,
a=0.5,K,=3Vn and x> =0.
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Figure 7.5. Secrecy outage probability (SOP) as a function of the fraction &« when A=10 dB, M =4,
K,=4Vn and ¥’ =0.

Figure 7.4 shows the SOP performance as a function of the number of hops. In this simulation, I fix
the number of nodes at each cluster by 3. The remaining parameters can be listed as follows:
A=15 dB, a=0.5 and x* =0. Again, the value SOP of the BEST protocol is lower than that of
the RAND one. Moreover, in both protocols, there exists an optimal value of M so that the secrecy
performance is best. For example, in Figure 7.4, the SOP of the BEST (RAND) method is lowest

when M =4 (M =3).

Figure 7.5 illustrates the impact of the fraction of the transmit power (a) on secrecy performance

when A=10dB, M =4, K, =4 Vn and x° =0. As shown in Figure 7.5, the value « significantly

effects the SOP value. An optimal value « also exists when secrecy performance is best. Finally,
we can see from Figures 7.4 and 7.5 that the simulation and theoretical results agree, which again
verifies the derivations.

7.5. Summary

In this chapter, the secrecy outage probability (SOP) of two joint relay and jammer selection
protocols in cluster-based multi-hop networks was proposed and evaluated. Exact closed-form
expressions of SOP over Rayleigh fading channels were derived, which were verified with Monte
Carlo simulations. The results demonstrated that the BEST protocol always outperformed the
RAND protocol. Hardware noise also had a significant impact on the SOP values. Finally, the
secrecy performance of both protocols was optimized by appropriately assigning the value of the
number of hops and the value of the fraction of the transmit power.
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8. TRANSMIT ANTENNA SELECTION AND
HARVEST-TO-JAM TECHNIQUES

In this chapter, the third aim of this dissertation is investigated. A secure communication protocol
is proposed, and its performance evaluated while exploiting cooperative jammer nodes harvesting
energy from radio frequency (RF) signals from the source and interference sources to generate
Jjamming noises to the eavesdropper. The data transmission terminates as soon as the destination
can receive a sufficient number of encoded packets for decoding the original data of the source. To
obtain secure communication, the destination must receive sufficient encoded packets before the
eavesdropper. Exact closed-form expressions of outage probability (OP), probability of successful
and secure communication (SS), intercept probability (IP) and average number of time slots used
by the source over a Rayleigh fading channel are derived. Monte Carlo simulations are then
performed to verify the theoretical results.

8.1. Motivations

Physical-layer security (PLS) [10]-[11], [66], [74] has attracted much attention from researchers as
an efficient method of obtaining security in wireless communication systems. To enhance secrecy
performance, transmit diversity techniques can be employed. In [75]-[78], MIMO-based transmit-
receive methods such as Transmit Antenna Selection-Maximal Ratio Combining (TAS-MRC),
Maximal Ratio Transmission-MRC (MRT-MRC), MRT-Selection Combining (MRT-SC), MRT-
SC were proposed and analysed. The performance of secure communication protocols could also be
enhanced with cooperative relaying methods [18], [20], [79]-[80]. In [81]-[83], the authors
proposed cooperative jamming techniques to reduce the quality in eavesdropping channels. The
results demonstrated that the schemes combining the transmit diversity and jamming techniques
outperformed the conventional cooperative methods without using jamming [21], [84]-[85].
However, energy efficiency may become a critical issue when the jammer nodes continuously
transmit artificial noise by using their energy.

Radio frequency (RF) energy harvesting (EH) is an efficient method for prolonging the lifetime of
energy-constrained wireless devices without recharging batteries [86]-[93]. Wireless devices can
harvest energy from full-energy nodes [86]-[87], power stations deployed in networks [89]-[90] or
from co-channel interferences caused by external sources [92]-[93]. In [94]-[95], the authors
proposed harvest-to-jam methods in which the jammers could harvest energy from the RF signals
and then use it to generate artificial noise.

Fountain codes (FCs), or rateless erasure codes, [96]-[98] have drawn much attention because of
their simple implementation. In FCs, a transmitter uses a Fountain encoder to generate a limitless
number of encoded packets and then transmit them to the intended receivers. If the receivers can
receive a sufficient number of encoded packets, they can recover the original message of the
transmitter. In a wireless channel broadcast, encoded packets can be listened in on by
eavesdroppers. Security therefore becomes a critical issue for FC-based communication systems.
Recently, some works considering secure communication protocols with FCs have been published
[99]-[101]. In [99], the authors proposed a secure delivery scheme in which security can be
achieved if the legitimate user receives enough Fountain packets before the eavesdropper. In [100],
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a dynamic Fountain-encoded at a transmitter was proposed to enhance data security. The authors of
[101] proposed an FC-based cooperative relay protocol. In [101], the source and jammer cooperate
to remove interference components in the received signals at the destination.

In this chapter, a secure communication scheme exploiting FCs is proposed. A multi-antenna source
in the proposed protocol selects its best antenna to transmit encoded packets to a single-antenna
destination while in presence of a single-antenna eavesdropper that attempts to listen in on the
source information. Both the destination and eavesdropper are affected by noise caused by
hardware impairments [25]-[26], [102] and interference sources. To reduce the quality of the
eavesdropping links, a cooperative jammer node harvests energy from the RF signals of the source
and interference sources to generate noise to the eavesdropper. When the destination can receive
sufficient encoded packets to decode the original data, it sends feedback to the source to terminate
the transmission. As a result, to obtain secure transmission, the destination must receive a sufficient
number of encoded packets before the eavesdropper, otherwise, the original information is
intercepted. For performance evaluation, exact closed-form expressions of outage probability (OP),
probability of successful and secure communication (SS), intercept probability (IP) and average
number of the time slots used by the source over a Rayleigh fading channel were derived. Finally,
Monte Carlo simulations were performed to verify the theoretical results.

8.2. System model

Figure 8.1 illustrates the system model of the proposed protocol, where the source node (S)
equipped with M antennas communicates with the single-antenna destination (D) in the presence of
a single-antenna eavesdropper (E) that attempts to listen in on the source data. All of the receivers,
such as D and E, suffer from co-channel interference caused by K ambient sources (denoted by
I,1,,...,1; ). To reduce the quality of the eavesdropping link, a cooperative jamming technique can

be used, where a single antenna jammer (J) is employed to continuously generate artificial noise to
E. We assume that nodes D and J can cooperate with each other so that D can remove the co-
channel interference generated by J [79], [83]-[84]. Jammer (J) also uses the energy harvested from
the RF signals of the source and interference sources for transmitting jamming signals.

Figure 8.1. System model of the proposed protocol.
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The source divides its original data into L packets, which are encoded appropriately to create the
encoded packets. Then, at each time slot, the source uses the TAS technique to send each encoded
packet to the destination. At the same time, the eavesdropper tries to receive the encoded packet.
We assume that the destination and eavesdropper can successfully obtain the original data if they

can correctly receive at least H encoded packets, where H :(1+£)L, and ¢ is the decoding

overhead that depends on the concrete code design [94]-[95]. After the destination receives a
sufficient number of encoded packets, it will send an ACK message to inform the source to stop
data transmission. In this case, if the eavesdropper cannot obtain enough encoded packets, it cannot
obtain the source data, otherwise, the original data of the source will be intercepted.

Let us consider data transmission at an arbitrary time slot. Let y ,, 75 and yg ;denote channel

gains between the mth antenna of the source and nodes D, E and J, respectively, where

m=12,.,M.Let y,, 75, 7, and y, also be the channel gains of the I, > D, I, > E, [, -]

and J — E links, respectively, where k=1,2,..., K . We assume all of the link channels are block

and flat Rayleigh fading that remains constant in a single time slot but independently changes over
other time slots. The channel gain y,,, (X,Y € {Sm,D,E,J,Ik}) is an exponential random variable

(RV) whose cumulative distribution function (CDF) and probability density function (PDF) are
given, respectively as

F, () =1=exp(~yx), £, ()= Ay (). .
where A, isa parameter of y,,, i.e. Ay, =1/ E{yyy}, and E{} is an expected operator.
We assume that the RVs ps5 ( jfsmE,}/SmJ) are independent and identical, ie. A =4
(/15E =AprAs 5 Zﬂsj) for all m. Conversely, the RVs ;/I‘D(ylkE,;/lk J) are assumed to be
independent and non-identical, i.e. 4, , # 4, (%E # A Ay # ﬂ,,lj) as k=1, where [ €{1,2,...K}

Using the TAS technique, the source selects the best transmit antenna to send the encoded packet to
the destination using the following method:

b= argmax(;/SmD), (8.2)

m=1,2,....M
where be{l,2,..,.M}.
Furthermore, the CDF of y; ;, can be obtained by
M
Fys,,o (x) = Pr(mrlnzax (ySmD) < x) = [Pr(ysm[) < x)}
= [l—exp —ﬂSDx)]M (8.3)

=1+ Z " Cyy exp(—mAgyx),

where Cy, =M/ m!/ (M —m)! is a binomial coefficient.

60



Let us denote T as the block time of each time slot: a duration of aT(0<a<1) is used for the
jammer node to harvest the energy from the source and interference sources, and the remaining time

((1 —a)T) is spent for data transmission. The energy harvested by the jammer is therefore expressed

as
K
EH :naT(Psys,,J +Zekm} (84)
k=1

where 77(03 n< 1) is an energy conversion efficiency, £, and F are the transmit power of the

source (S) and interference sources I, , respectively.

Next, the average transmit power of the jammer used for the data transmission phase can be
expressed as

EH

K
T (Psys” +ZB‘7’”)’ &)
k=1

where y=na/(l-a).

It is worth noting that implementing the TAS method is simpler than the MRT method, as it only
requires the index of the best antenna that can be fed back by the destination (not feedback to all of
the channel state information (CSI) as in MRT). The best transmit antenna selection can also be
performed before the EH phase, and the time used for this process can be ignored as compared to
the EH and packet transmission phases. Finally, the source uses the selected antenna during each
time slot for both EH and data transmission purposes.

Assuming that the destination can perfectly remove interference caused by node J, the instantaneous
signal-to-interference-plus-noise ratio (SINR) received by the destination under joint impact of co-
channel interference and hardware impairments can be expressed similarly to [101, eq. (3)-(4)] as

F7s,p

Y, = K
2
KDPs7s,,D +ZP1k71AD +N,
=1

8.6
Qs?’shD (56

K b
2
KDQS)/SAD + ZQII:}/]AD +1
k=1

where N, is the variance of additive noise, which is assumed to be same at all receivers, and & is

the total hardware impairment level of the S, — D links, O;=R /N, and O, =F /N, .

Because the eavesdropper cannot remove the jamming signals, the instantaneous SINR obtained at
this node is given as

P
¥, = 7S,k ’ (8.7)

I
Kﬁ:PSVS,,E + By +prk71,p +N,

k=1

where «; is the total hardware impairment level of the S, — E links.
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Substituting (8.5) into (8.7), we obtain

¥ Os7s,e (8.8)

E e R .
KéQs7st + Z(Qs?(w + ZQIkyIkJJyJE + ZQI,]I@E +1
k=1 k=1

Next, the expressions of the data rate for the data and eavesdropping links are given, respectively,
by

5 =(1-a)Tlog, (1+¥,),
C; =(1-a)Tlog, (1+¥5).

(8.9)

We assume that each encoded packet can be decoded successfully if the achievable data rate is
higher than a predetermined target rate (denoted by C,, ), otherwise, the encoded packet cannot be

received correctly. Hence, the probability that the destination cannot receive one encoded packet
correctly is expressed as

Pr(Cp <C, ) =Pr(¥y <0, )= pp, (8.10)

where

Ca
Ht.h :2A{m]—l. (811)

Note that the probability of successful decoding for one encoded packet at D is calculated by
Pr(CD > Cth) =1- p,. Similarly, the probability that one encoded packet can be received correctly

or incorrectly by the eavesdropper are given, respectively, by
Pr(C, <C,)=Pr(¥; <6,)=ps,

8.12
Pr(C,>C, )=Pr(¥,26,)=1-p,. (8:12)

Consider a delay-constrained system in which the maximum number of time slots that can be used

for transmitting encoded packets are limited by Nth(Nth =H ) This means that the destination
cannot recover the original data if it cannot successfully receive H encoded packets within N
time slots. Let us denote N (H <N < Nth) as the number of time slots used by the source (or the

number of the encoded packets sent by the source), N, and N, (0<N,,N; <H) as the number

of the encoded packets received by nodes D and E, respectively, after the source stops its
transmission.

Then, the outage probability (OP) of the proposed protocol is expressed as follows:
OP =Pr(N, <H|Ng=N,). (8.13)

Next, the probability that the source-destination transmission is successful and secure (SS) is given
by

SS=Pr(N, =H,N; <H|Ng<N,). (8.14)
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Equation (8.14) implies that the destination can receive a sufficient number of encoded packets

(N, = H)before the eavesdropper (N, < H )when the number of time slots used is less than or
equal to N, (Ng<N,,).

Let us consider the intercept probability (IP) defined as the probability that the eavesdropper can
obtain H encoded packets before or at the same time as the destination:

IP=Pr(N, =H,N, <H|Ng<N,). (8.15)

Note from (8.15), that when the eavesdropper obtains H encoded packets, it does not need to
receive more encoded packets, regardless of whether the source will transmit encoded packets in
the next time slots. Instead, it will start to decode the original data of the source.

Finally, the average number of time slots used to transmit encoded packets to the destination was
studied and can be expressed as

H-1 N
TS=> N, Pr(N, =v|Ng=N, )+ > tPr(N, =H | Ng=t). (8.16)
v=0 t=H

In (8.16), Pr(N, =v|Ng=N,, ) is the probability that the number of encoded packets received at D
is v(0Sv<H) when S uses N, time slots (D is in outage) and Pr(N,=H|Ng=t) is the

probability that D can obtain a sufficient number of encoded packets within ¢ time slots, where
H <t< N, (data transmission is successful).

8.3. Performance analysis
Derivations of p, and p,

Proposition 1: If 1-x.6, <0, then p, =1, and if 1-x.6, >0, we obtain an exact closed-form

expression of p,, as

M K
=1+ —lmC"’ex —mA, @, ) X 8.17
Pp ;( ) M p Asp@y U{_l[ﬂq +m}snwa (8.17)
Proof:
From (8.6) and (8.10), we obtain
Pp =Pr stsz <y
k5 Ossp + 2.0, Vip +1 (8.18)
k=1
) K
=Pr (1 —Kkpby, )Qs7/s,,D < ZQIk '9m7/1kD +6, J
k=1

From (8.18), we can observe that if 1-x76, <0, then p, =1, and if 1—-x.6, >0, we can rewrite
(8.18) as
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K
o =Pr(ysz <Za)kyIkD+a)0j, (8.19)
k=1

where,

o, o = ethQIk .
(1-20,)0 " (1-x36,) 00

(8.20)

(00:

Equation (8.19) can therefore be rewritten as

+00 400 +00 K
ol N @Shn(z@kxﬁa)o)/m (50) £, (%), ()il .l (8.21)
k=1

Using the CDF obtained by (8.3), we have

Eeo (i X, + a)oj = (1 - exp(—ﬂm (i X, + a)ODJ

i " Cy exp(—mAgm, )exp[ miy, Z WX, j

m=1

(8.22)

Substituting (8.22) and the PDF of 7, , given by (8.1) and after some manipulations, we obtain
(8.17), and the proof is complete.

Proposition 2: If 1-x.60, <0, then p, =1, and if 1—-x;6, >0, we obtain an exact closed-form

expression of p, as

//i’JEQSJ ﬂ eX /IJEQSJ E //{’JEQSJ
K ﬂ’l E /155 ’ ﬂSE l ﬂSE
pr =1—-| [ [ |xexp(—A:9, ) X . (8.23)
’ Lkl ﬂ’IA.E + ﬂ'SElgk ] o < j“JEQl,\,J ﬂJEQIkJ ﬂ’JEQlkl
+Z— B, exp E,
k=1 2SE ZSE ﬂSE
Proof:
Combining (8) and (12), we have
pg =Pr %S}/SbE I3 <6,
KéQs7/st + Z[Qs7/shj + ZQIk Y19 jij + ZQlk Ve T 1 (8.24)
k=1 k=1

K K
((1 KEgth )Qs7/s,,E < X6, (Qs?@bj + ZQ]k}/]ijij +6, ZQ]k}/IAE +6, j
k=1 =

We observe from (8.24) that if 1-x76, <0, then p, =1, and if 1-x;6, >0, we can rewrite (8.24)

as

K K
P = Pr(ys,,E <G+ Z‘gk}/lkE + (ﬂo?@hj + ZlukylkJ ]}/JEJ’ (8.25)
k=1 k=1
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where

O, 0,0, X0, 26,0,
9= =K%, [ (8.26)
" (1 Kzem)Q ’ (I_Kéeth)QS ' 1-x:0, ’ (1_’(5:9&1)Qs
K
Setting Z = [yoysbj +Zyk71kJJ7/JE , from (8.25), we have
k=1
+00 @+ +00 K
ol N Fysbﬁ[sﬁz,gkxﬁz}/m (). fy,, (35 ) £ (2) ...tz (8.27)
k=1

Substituting the CDF of y;. and the PDF of y,, provided by (8.1) into (8.27) and some

manipulation yields

K A
o= Tl g oot LSS0 29

Now, our objective is to calculate the integral / in (8.28). However, we should rewrite / in the
following form:

I= J‘(:wexp(—/?SEz)fZ (z)dz

» (8.29)
[ Aexpl(— A2 ()

K
Next, we attempt to find the CDF of Z. Setting Y =y, +Z .7,y > the CDF of Z can be
k=1

expressed as
F,(z)=Pr(Z<z)
=Pr(Y)/JE <z) (8.30)

= OM F, (i)ﬂ% exp(—Ayx)dx.

Before calculating the CDF of Y, note that Y is the sum of the exponential RVs, i.e. f,ys, and
M7y - Indeed, because yg; and y,, are exponential RVs whose parameters are A, and 4,
respectively, hence 1475, and £47,, are also exponential RVs, and their parameters are A, / 14,

and 4, ; / y, , respectively. Hence, the CDF of ¥ can be given as

Fy(y)=1- B, exp(—Qq ) Zﬂkexp( Q) (8.31)

where
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Hy
A,
QlkJ = _J:
i (8.32)
K Q :
B = I,J ,
’ 11:! QlkJ Qg
B = 2 ﬁ QI’J :
QSJ _Qlkj t=lt#k Q[,J - Qlk.l
Substituting (8.30) into (8.31), we obtain
+o0 zZ
F, (Z) =1- ﬂoJ.O A exp(_/lJEx)eXp(_QSJ _jdy
X
B (8.33)
+o0 z
- ;ﬁk Io ﬂ'JE exp(_ﬂ’JE'x)eXp(_QI‘J ;jdy
Using [25, eq. (3.324.1)] on the corresponding integrals in (8.33), we arrive at
K
F, (Z) =1 _2ﬂ0\/ﬂ’JEQSJZK1 (2 AJEQSJZ)_ Zzﬁk \/ﬂ’JEQlkJZKI (2 ;{’JEQI,(JZ)’ (8.34)
k=1
where K| () is a modified Bessel function of the second kind [25].
Substituting (8.34) into (8.29) then yields
I=1-2p, J.o Asg eXp(_ASEZ)\/ﬂ’JEQSJZKI (2\/ﬂ’JEQSJZ )dz
X - (8.35)
- Zzﬂk ,fo Asg exp(_ﬂ'SEZ)\jﬂ‘JEQIkJZKI (2\//1JEQIkJZ )dz'
k=1
By changing the variable ¢ = Jz , we can rewrite (8.35) as
=140, \7.0g B[ 7 7 exp(~Aspt’ ) K, (22Ot )t
(8.36)

_i4ﬂSE QIkJ/lJE kJ.ertzeXp(_ﬂ'SEtz)Kl 2 ﬂ’JEQIth dr.
=l 0

Applying [25, eq. (6.631.3)] to the corresponding integrals in (8.36), we obtain

K e A:Q
I=1-4, exp[ﬁ) Wi [ﬁ] - Zﬁk exp(uj Wi [ - ], (8.37)
22515 E k=1 2/13E /13}5

where W_, |, () is the Whittaker function [25].

From [26, eq. (46)], we also have
exp(ngl’l/z(x)zl—xexp(x)El(x), (8.38)

where E| () is an exponential integral function [25].
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Combining (8.37) and (8.38) and after some manipulations, we obtain

= A2, B, eXp[ZJEQSJ jEl ()VJEQSJ J 4 i@ B, exp[ A, ]E1 (%EQI"J j (8.39)
;iSE ﬂ'SE ;iSE k=1 //LSE A‘SE ﬁ“SE

It is worth noting that to obtain (8.39), the following equation was used:

K
B+ B =1 (8.40)
k=1
Finally, substituting (8.39) into (8.28), we obtain (8.23), and the proof is complete.

8.3.1. Analysis of outage probability (OP)

As defined in (8.13), an exact closed-form expression of OP can be provided as follows:

H-1
OP=> Cy(1-p,)"(pp)" . (8.41)
Np=0

Note that from (8.41) the possible values of N, are from 0 to H —1, and there are C]]vv"g possible

cases for each value of N, .

8.3.2. Analysis of successful and secure communication (SS)

From (8.14), we can rewrite SS as

Ny H-1
SS=> Pr(N,=H|Ng=u)x Y Pr(Ny =t|Ng=u). (8.42)
u=H t=0

In (8.42), Pr(ND =H| N =u) is the probability that the destination can correctly receive H
encoded packets when the number of time slots used is #. Since the data transmission between the

source and the destination ends in the u-th time slot, Pr(ND =H| N =u) is calculated as in [95,

eq. (8)]:
Pr(N, =H|Ny=u)=C"7" (1-p,)" (p,)" - (8.43)

Pr(NE =t| Ny =u) in (8.42) also presents the probability that the number of encoded packets

obtained by the eavesdropper is ¢ . Similar to (8.19), we have
Pr(N, =t|Ny=u)=C.(1-p,) (p:)"" (8.44)

Substituting (8.43) and (8.44) into (8.42), an exact closed-form expression of SS can be given as

th

S {CZZIH (1-20)" (po) "% 2. CL (1= ) () } (8.45)

u=H 1=0

8.3.3. Analysis of intercept probability (IP)

The intercept probability (IP) in (8.15) can be rewritten as
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IP = %Pr(NE =H | N, :u)x[Pr(ND =H | N :u)+}§Pr(ND =v| N =u)} (8.46)

u=H y=0

In (8.46), Pr(NE =H | N =u)is the probability that the eavesdropper can receive a sufficient

number of encoded packets in u time slots, which can be calculated similarly to (8.43) as

Pr(N, =H|Ng=u)=C7 (1-p,)" ()" (8.47)

u-1

Next, Pr(N =H| N —u)m (8.46) is calculated with (8.43), and Pr( =V|N = u) in (8.46) can
be obtained by

4

Pr(N,=v|Ng=u)=C.(1-p,) (1) - (8.48)

Putting (8.43), (8.46), (8.47) and (8.48) together, we obtain

H-1

-3 1-p) (pE)"'H}x[c:f(l—pn)'f(p,))”’+zc:<1—pD>”<pD)“'V} (3.49)

v=0

8.3.4. Analysis of average number of time slots (T5S)
Similarly, the probability Pr(N,=v|Ng=N,) and Pr(N,=H|Ng=t) in (8.16) can be
calculated, respectively, as
Pr(ND:v|NS:Nth):CX/m (1_pD)V(pD)Nm_H’ (8.50)
Pr(N, =H|Ny=1)=C7 (1-py)" (0,) "

Substituting (8.50) into (8.16), we obtain an exact closed-form formula for the average number of
time slots used by the source:

ZCV (o)™ +chf” o) (o) " (8.51)

8.4. Numerical results

In this section, Monte Carlo simulations are presented to verify the theoretical results. For
illustrative purposes, the required number of encoded packets in all of the simulations was fixed at

10 (H = 10), the energy conversion efficiency was 1 (77 = 1) , the total block time was 1 (T = 1) ,
the number of the interference sources was 3 (K = 3) , the parameters of the interference links were
Ap=he=Ah; =3, Ap=Az=A4,=4and 4, =4;=4,=5, the parameters of the remaining

links were 1 (JSD =g =4y = ) The simulation and theoretical results are marked in the

figures as Sim and Theo, respectlvely.

Figure 8.2 shows the probability p, and p, as a function of Qg in dB. The number of antenna
equipped by the source was set to 3 (M = 3) , the fraction of time allocated for the EH phase was

fixed at 0.3 (a = 0.3) , the hardware impairment levels were assigned x}, = = 0.1, and the target
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rate was set t0 0.75 (C,, =0.75). It can be seen from Figure 8.2 that p, and p, decreased as Qg
increased and Q, decreased. However, p, was much smaller than p, in medium and high QO
regimes. We can also obverse that the simulation and theoretical results agree, which validates our
derivations.

Figure 8.3 shows the outage performance of the proposed protocol as a function of Q; in dB with
0,=75dB, M =2, a=0.1, k), =x; =0 and C, =1. Figure 8.3 also indicates that the impact of

the co-channel interference on the performance was negative, i.e. the value of OP was very high at
low Q, regimes. In particular, when the value of Q, was lower than that of Q,, OP was almost

equal to 1. We can also observe that outage performance was better with a high value of N, , as the

source had more time slots to transmit encoded packets to the destination.

Figure 8.4 shows the value of SS as a function of Q; in dB when Q,=10dB, «=0.1, «} =0.1,
ki =0, N, =20 and C, =1.5. We can see that the proposed protocol obtained a higher value of
SS when more antennas were equipped at the source. SS also increased as Q, increased. This is
because at high Qg values, the destination almost obtained a sufficient number of encoded packets
before the eavesdropper. However, it can be seen from Figure 8.4 that when the value of O, was

very high, the value of SS slightly decreased because the eavesdropper had a high possibility of
being able to listen in. Furthermore, SS performance in all values of M was almost same at high QO

regimes.

10
\.\ \.\ \k\ - =
N
: RN
10 N \i \‘\
‘:.\ N\ AN
L\ N\
— | e pp(Sim, Q=5dB) \ \
LLI
\O; 1(‘)'2:j | Pp (Sim, Q|= 10 dB) \ \
o & , _ N\ A
& | v pp(Sim Q= 1508) W \\
Pp (Theo) \\
e % pg(Sim, Q=5dB) \
| & pg(Sim, Q=10dB) N\
| A pg(Sim, Q=15dB) \
| —— pi(Theo) A\
0 5 10 15 20
QS (dB)

Figure 8.2. p, and p, as afunction of Qs in dB when M =3, =03, «}, =x; =0.1 and C, =0.75.
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Figure 8.3. OP as a function of Qg indB when Q,=7.5dB, M=2, a=0.1, x, =x; =0 and C, =1.
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Figure 8.4. SS as a function of Qg in dB when Q, =10dB, a=0.1, x;, =0.1, k=0, N, =20 and
C,=15.
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Figure 8.5 shows the value of SS as a function of & when Q,=Q, =15dB, M =3, «; =0.1,
N,

t

, =15 and C, =0.7. We can see that performance significantly degraded with high hardware

impairment levels at the data links, i.e. 7 was high. We can also observe that the fraction of time
allocated to the EH phase influenced the value of SS and that an optimal value of & when the value
of SS was highest exists.

In Figure 8.6, the intercept probability of the proposed protocol is presented as a function of M

when Q. =0, =20dB, x=0.2, «=03, N, =20 and C, =0.5. As shown, the value of IP
decreased when more antennas were equipped at the source. Also, IP is lower when the hardware
impairment level of the eavesdropping links was high.

Figure 8.7 illustrates the impact of N, on the intercept probability as O, =0, =20dB, M =2,
k, =k =0, and C, =0.5. We can observe that the value of IP was higher when the number of
N,

th

constant. As expected, IP was lower when more time was used for the EH phase (because the

increased. However, when the number of N, was high enough, the IP converged to a

transmit power of the jammer was higher).

% 0.5 #* Sim (1{123 = 0) \\\\\\
0.4 ® Sim (3 =0.1)
B Sim (3=0.2) \ \ \
0.3
¥ Sim (3= 0.3) \\ \\ S

0.2 Theo \ \
0.1

a

Figure 8.5. SS as a function of & when Qy=0,=15dB, M =3, x} =0.1, N, =15 and C, =0.7..
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Figure 8.8. OP and IP as a function of & when Q,=0,=15dB, M =4, «},=x; =0 and N, =16.

Figure 8.8 presents OP and IP as a function of @ when Q, =0, =15dB, M =4, k) =x; =0 and
N, =16, and shows that a trade-off exists between OP and IP. Indeed, OP increased when the
value of « increased, while IP decreased as o increased. We can also see that when C, =0.8, OP
was below 10~ when the value of o was higher than (about) 0.15, but the intercept probability

was higher than 2.5x107° . OP also significantly decreased as the value of C, decreased.

Figure 8.9 presents the average number of time slots as a function of O, in dB when Q, =10dB,

a=02,x} =x; =0.05, N, =17 and C,, =1. The number of time slots used decreased when the

number of antennas and the transmit power of the source increased. Reducing the number of time
slots also meant reducing the delay time, which is an important metric in wireless communication
systems.

From Figures. 8.3-8.9, it is worth noting that the theoretical results and simulation results are in
good agreement, which validates the theoretical derivations.

73



TN

IR
) \\\ =4
LN
AN

10* ———

5 10 15 20 25

Qg (dB)

Time Slots

Figure 8.9. Average number of time slots as a function of Qg in dB when Q,=10dB, a=0.2,
kp =k; =0.05 N, =17 and C, =1.

8.5. Summary

In this chapter, an FC-based MISO scheme was proposed using the TAS and EH-based cooperative
jamming techniques for secure communication under the joint impact of hardware impairments and
co-channel interference. The performance of the proposed scheme in outage probability (OP), the
probability of successful and secure communication (SS), intercept probability (IP) and average
number of the time slots was evaluated through both simulation and theory. The results showed that
the hardware impairment levels, co-channel interference, fraction of time allocated to the EH phase
and the number of transmit antennas at the source had a significant impact on system performance.
A trade-off between security and reliability, i.e. between OP and IP, also exists. In conclusion, the
fraction of time allocated to the EH phase should be designed appropriately to optimize system
performance.
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9. CONCLUSIONS AND FUTURE WORK

This thesis presented methods for creating and developing a framework under which eavesdropping
and intelligent jamming problems are intertwined. As a general scenario, I envision a wireless
network with nodes of similar capabilities, where nodes may create alliances aimed at either sharing
confidential messages in the most efficient way or eavesdropping and disrupting an enemy alliance.
As a consequence, they attempt to find and implement optimal strategies against both
eavesdropping and jamming. By contrast, enemies may collaborate in order to obtain as much
information about their opponents as possible and use it in an optimal manner to disrupt
communication.

The thesis considered secrecy performance enhancement in wireless relaying networks under the
impact of hardware impairments. The thesis also introduced the importance of researching physical-
layer security and provided methods for improving secrecy performances. The secrecy performance
of the proposed methods was also evaluated using both simulations and analyses. The results
obtained can be used to design and optimize wireless systems in next generation wireless systems.

The three aims of thesis were discussed in the chapters as follows. Aim I was presented in Chapters
5 and 6, where cooperative relaying protocols with relay selection methods in conventional wireless
and cognitive radio networks were proposed and analysed. Aim 2 was presented in Chapter 7, where
joint relay and jammer selection protocols for enhancing secrecy performances were studied. Aim 3
was presented in Chapter 8, where harvest-to-transmit and harvest-to-jam methods were proposed
and investigated.

All three aims of the dissertation specified in Chapter 3 were fulfilled. Aim I was published in
[PTTO1], [PTTO3] and [PTTO04], in which dual-hop and multi-hop relaying protocols in cognitive
radio (CR) and conventional wireless networks were proposed for enhancing system performance.
Aim 2 was published in papers [PTTO05], [PTT06] and proposed joint relay and jammer selection
protocols in cluster-based relaying networks with and without the presence of the hardware
impairments. Aim 3 was published in papers [PTTO02], [PTTO07] and proposed harvest-to-transmit
and harvest-to-jam methods for generating jamming noises to the eavesdropper.

In summary, wireless communication is susceptible to eavesdropping and jamming attacks.
However, the wireless medium also offers ways to neutralize the loss of confidentiality such as:
multi-user diversity, partial diversity multiple antennas and cooperation via overheard signals... So,
my research for the purpose of proposing methods that can be used to achieve provable and
quantifiable security capacity in wireless channel transmissions. The resulting schemes can be also
implemented with signal processing, communications and coding technology.

I would like to continue researching WSN secrecy in my future work, especially to extend the
issues covered in the second and third aims proposed in my dissertation. My new research
intentions consist in studying new joint relay and jammer selection protocols with radio frequency
energy harvesting.
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