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1 Introduction

By the end of the 90’s, the IP Telephony Group was established within the
association of universities called CESNET, whose founding member was to-
day’s team leader. Later, within the association, it transformed into the
Multimedia section, which provided the implementation and development of
multimedia services within the research project Optical Network of National
Research and Its New Applications (2004-2010). Many PhD students from
the FEECS at VSB-Technical University of Ostrava also became the mem-
bers of this group and it was logical that the activities naturally reflected
in their work at FEECS. The original content of the expert group Telecom-
munications and Multimedia became an applied research and experimental
development around the IP telephony lab, see http://liptel.vsb.cz, fol-
lowing to the already existing outputs, ten years before the official formation
of expert groups at the faculty.

LABORATORY OF
IP TELEPHONY

The key breakthrough in expanding the scope and activities of the group
was the launch of the 7FP EU project (id. 218086) at the beginning of 2009.
The INDECT (Intelligent Information System Supporting Observation, De-
tection and Security for Citizens in Urban Environment) project was one of
the largest European research projects in the FP7-Security call, with a bud-
get of almost EUR 15 million, see http://www.indext-project.eu, and its
solving was completed in the middle of 2014.

Intelligent Information System Supporting v 4

r M
I d t Observation, Searching and Detection for e
n e c Security of Citizens in Urban Environment “

The coordinator at VSB-Technical University of Ostrava as a partner of
AGH UST Cracow was Dr. Zdréalek and this project brought a lot of new
contacts and research areas. The Ostrava team’s competence was primarily
in the field of multimedia and the development of a new platform called IVAS
(Interactive video audio system) for the police and security forces in the EU.
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In 2011, the faculty issued instructions for the formal inclusion of staff
and postgraduate students in expert groups, however Telecommunications
and Multimedia group had been existing for many years at that time, al-
though without an official designation and its members formed around re-
search projects and other solved intentions for industry. The expert group
now relies on projects mainly from the Technology Agency of the Czech Re-
public, the Security Research of the Ministry of the Interior, Specific Higher
Education Research and, finally, expert work for industrial partners.

2 Research Areas

The scope of the team is wide, which is due to the fact that telecommuni-
cations are highly interdisciplinary and appear in a number of engineering
sectors. The competencies that are provided by the members of the expert
group are thus applied in the following areas:

e Communication security (development of new approaches to de-
tection of security incidents and development of classifiers to recog-
nize machine learning based attacks), an example is the project on
http://liptel.vsb.cz/en/honeypots_cloud/, which includes Bee-
keeper collecting information from probes for the subsequent classifica-
tion of attacks in Fig.

Last 24 hours SIP attacks, messages and average connection rate
Source: Beekeeper
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Figure 1: Identified attacks in the observed period.
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e IP telephony (expert knowledge of Asterisk and Kamailio platforms
enables their modification and development of other advanced commu-
nication tools), the example is the SW in Fig. [2| for the SIP infrastruc-
ture performance testing, available at http://liptel.vsb.cz/sipb/.
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Figure 2: Architecture of SIPB software tool.

e Internet of Things (IoT infrastructure, in particular LoRaWAN, sen-
sor communication in IoT and industrial applications), we created our
own campus loT network for the purpose of the applied research in IoT
with the coverage depicted in Fig. [3| where the green color guarantees
a reliable coverage and the red color indicates a problem coverage with
a possible repetition of the transmission.
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Figure 3: Coverage of campus IoT network using LoRaWAN technology.
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e Quality of Service (QoS/QoE, audio and video quality assessment,
development of QoS tools including their integration into monitoring
systems, research into new QoE assessment methods using e.g. neural
networks), an example is our own software tool Callmon in Fig. ,
which is an agent system consisting of probes capable of realizing audio
relations among themselves and evaluating speech quality, the tool is
available at https://callmon.cesnet.cz/.

@
= ]a"mon Home  Livedemo  Documentation

WHAT IS IT?

Nowadays, the technology for Internet
telephony - VoIP is widely used both in the
corporate sector as well as in SOHO
environments. This is because that the audio or
video packet data communications bring not
only economic benefit, but also the
consolidation of transmission networks.

SeeSIP - Callmon
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Figure 4: Callmon - Solution for speech quality monitoring.

A very interesting output is the platform for quality of service mon-
itoring in mobile networks, see http://liptel.vsb.cz/wp-content/
uploads/2017/06/Datasheet_sonda.pdf, which is built on the Android-
based mobile application and the server part that allows remote test
starting and transparent access to the results from the probes repre-
sented by individual GSM/UMTS/LTE mobile stations in Fig. [f

HOME NETWORK

GPS MAP TESTS

Figure 5: Callmon - Solution for speech quality monitoring.
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e Knowledge retrieval in location and operation data of mobile net-
works (determination of carriers’ performance in the traffic flow, rides,
commutes in Fig. [6] other tasks solved on mobile operator data, big
data and their processing in the HADOOP platform and visualization
of results using GIS tools), see http://method-modata.vsb.cz/.
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Figure 6: Number of passengers on trains of selected lines.

e Speech processing(Speaker identification, Speaker emotional recog-
nition from speech in Fig. [7, Text to speech, Speech to text, knowledge
of signal processing is combined with data mining methods such as
SOM, GMM, MLP, k-NN, etc.), for example, we developed algorithms
for emotion recognition in speech in calls of a mobile network, see
http://liptel.vsb.cz/emotions-in-speech/.
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Figure 7: Training of classifier for emotion recognition.
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Teaching Areas

The members of the expert group Telecommunications and Multimedia are
guarantors of subjects in bachelor and master study programs:

440-4113/02 BvK Security in Communications

440-4122/02 KOD Coding Theory

440-4212/02 KSPS Communication Systems in Corporate Networks
440-2313/02 LvT Law in ICT

440-2102/02 LO Logical Circuits

440-4210/02 MuT Multimedia Technique

440-4221/02 MKZO Multimedia Communication and Content Security
440-4220/02 PST Advanced Network Technologies

440-2315/02 PKS I Practice in Communication Network I
440-4214/02 PKS II Practice in Communication Network II
440-2204/02 PLP Programmable Logical Devices

440-2303/02 PD Data Transmission

440-2206/02 PSaM Communication Systems and Media
440-2306/02 PrS Access Network

440-2314/02 SS Switching Systems

440-4202/02 SaD Reliability and Diagnostics

440-4208/02 TKZ Telecommunication Terminal Equipment
440-2202/02 TS Telecommunication Networks

440-4106/05 VoIP VoIP

440-4224/02 ZRS Speech Signal Processing

440-2103/02 UdKT Introduction to Communication Technologies
440-4102/02 ZCS Digital Signal Processing
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4 Team aims

The effort of the expert group is to constantly carry out fair work and achieve
high-quality results, thus contributing to the role of the faculty and, conse-
quently, the university, which it has in the society as an organization for
research and dissemination of knowledge.

We are aware that our main mission is to educate engineers who will be in
demand in practice, widely applicable and will become a good advertisement
for their alma mater. Therefore, the primary objective is to give students
the good fundamentals for their engineering practice and to link the acquired
knowledge with practical tasks. This is reflected not only in seminars and
semestral projects, but also in the fact that some of the students are already
becoming our colleagues in research projects and solved contracts in the
course of their study.

The cooperation with practice is equally important where we can rely
on a long-term cooperation with renowned companies (the examples can be
contracts with Huawei Technologies bringing to VSB-TUO USD 80 000 in
2014 and USD 250 000 in 2015 or with Siemens Enterprise Communications
at CZK 1 million in 2013), and last but not least, research projects that
help to create professional background and professional growth of the team.
This mainly concerns 7FP EU, TA CR, BV MV CR and many other grant

programs or agencies.

More information about Faculty of Electrical Engineering and Computer
Science of VSB-TUO can be found on https://www.fei.vsb.cz. We also
recommend to visit the webpage of the Department of Telecommunications
http://comtech.fei.vsb.cz, where you can find out about other expert
groups and activities that take place in the workplace.

In Ostrava, June 12, 2017
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1 Uvodem

Koncem devadesatych let vznikla v rdmci sdruzeni vysokych skol CESNET
skupina IP telefonie, jejimz zakladajicim clenem byl dnesni vedouci tymu.
Pozdéji se v rdmci sdruzeni transformovala do oddéleni Multimédii, které
zajistovalo implementaci a rozvoj multimedidlnich sluzeb v rameci vyzkumného
zaméru Optickd sit ndrodniho vjzkumu a jeji nové aplikace (2004-2010).
Cleny této skupiny se stala rovnéz fada doktorandi z Fakulty elektrotech-
niky a informatiky VSB-Technické univerzity Ostrava a bylo logické, ze se
aktivity prirozené promitly i v jejich ¢innosti na FEI. Puvodni naplni odborné
skupiny Telekomunikace a multimédia se stal aplikovany vyzkum a experi-
mentalni vyvoj kolem laboratote IP telefonie, viz. http://liptel.vsb.cz
navazujici na jiz existujici vystupy a to deset let pred oficidlnim vznikem
odbornych skupin na fakulté.

LABORATORY OF
IP TELEPHONY

Klicovym zlomem v rozsiteni zabéru a aktivit skupiny bylo zahdjeni feseni
projektu 7FP EU id. 218086 zacdtkem roku 2009. Projekt INDECT (In-
telligent Information System Supporting Observation, Searching and De-
tection for Security of Citizens in Urban Environment) byl jednim z nejvétsich
vyzkumnych evropskych projekti ve vyzvé FP7-Security s rozpo¢tem bezmaéla
15 mil. EUR, viz. http://www.indect-project.eu a jeho feseni bylo ukon-
¢eno v poloviné 2014. Koordindtorem na strané VSB-Technické univerzity
Ostrava v roli partnera AGH UST Cracow byl doc. Zdralek a projekt pfinesl
fadu novych kontaktu a oblasti vyzkumu. Kompetence ostravského tymu byla
predevsim v oblasti multimédii a vyvoje nové platformy IVAS (Interactive
video audio system) pro policejni a bezpecnostni slozky v EU.

( c "~ Intelligent Information System Supporting _%
I d t Observation, Searching and Detection for il
n e c Security of Citizens in Urhan Environment “
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V roce 2011 vedeni fakulty vydalo pokyn k formalnimu zatazeni zameést-
nancu a doktorandu do odbornych skupiny, nicméné skupina Telekomunikace
a multimédia v té dobé jiz tadu let existovala, ackoliv bez oficidlniho nazvu
a jeji clenové se zformovali kolem vyzkumnych projektu a dalsich fesenych
zaméru pro prumysl. Odbornd skupina se dnes opird o projekty predevsim
Technologické agentury CR, Bezpecnostniho vyzkumu Ministerstva vnitra,
Specifického vysokoskolského vyzkumu a nakonec i o expertni ¢innost pro

prumyslové partnery.

2 Oblasti vyzkumu

Zabér tymu je siroky, coz je dédno i faktem, ze telekomunikace jsou vysoce
interdiscliplinarni a objevuji se v fadé inzenyrskych odvétvi. Kompetence,
které jsou zajistovany ¢leny odborné skupiny, tak nachdzeji uplatnéni v ob-
lastech, kterymi jsou (taxativné abecedné setazeno):

e Bezpecnost komunikace (vyvoj novych piistupu pro rozpoznavani
bezpecnostich incidentu a vyvoje klasifikdtort pro rozpoznani ttoku
postavenych na metodéch strojového uceni), piikladem je projekt na
http://liptel.vsb.cz/en/honeypots_cloud/, jehoz soucésti je Be-
ekeeper sbirajici informace pro naslednou klasifikaci itoku, Obr. [I}

Last 24 hours SIP attacks, messages and average connection rate
Source: Beekeeper
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Obrazek 1: Identifikované ttoky ve sledovaném obdobi.
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IP telefonie (expertni znalost platforem Asterisk a Kamailio umoznujici
jejich modifikaci a vyvoj dalsich ndstroju pokroéilé komunikace), piikladem
je SW na http://liptel.vsb.cz/sipb/| pro vykonnostni testovani

SIP infrastruktury, viz. Obr. [2|
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Obrazek 2: Architektura SW néastroje SIPB.

e Internet véci (Infrastruktura IoT pfedevsim LoRaWAN, komunikace
senzoru v 0T a prumyslové aplikace), pro ucely aplikovaného vyzkumu
v oblasti IoT jsme si vytvofili vliastni kampusovou IoT sif s pokrytim na
Obr. 3| kde zelend zarucuje spolehlivé pokryti a cervena znaci problémové
pokryti s moznym opakovanim prenosu.
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Obrazek 3: Pokryti kampusové IoT sité na technologii LoRaWAN.
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e Kvalita sluzeb (QoS/QoE, hodnoceni kvality audia a videa, vyvoj

nastroju v oblasti kvality sluzeb vé. jejich integrace do monitorovacich
systému, vyzkum v oblasti novych metod stanoveni QoE vyuzivajicich
napfi. neuronové sité), piikladem je vlastni SW néstroj Callmon na
https://callmon.cesnet.cz/, ktery je agentnim systémem sestéavajici
se ze sond schopnych realizovat audio relace mezi sebou a vyhodnocovat

kvalitu Feci, viz. Obr.

&
= ]allmon Home  Livedemo  Documentation  Download

WHAT IS IT? SeeSIP - Callmon

Nowadays, the technology for Internet Advantages
telephony - VolIP is widely used both in the
corporate sector as well as in SOHO
environments. This is because that the audio or

Simple and fast deployment of the
probe and server side.

video packet data communications bring not Reliable and accurate results using
only economic benefit, but also the intrusive measuring methods.
cor lation of trar ission networks.

Obrazek 4: Callmon - feSeni pro monitorovani kvality feci.

Velice zajimavym vystupem je platforma pro monitorovani kvality sluzeb
v mobilnich sitich viz. http://liptel.vsb.cz/wp-content/uploads/
2017/06/Datasheet_sonda.pdf, kterd je postavena na aplikaci pro
mobilni pfistroje na platformé Android a serverové ¢asti, ktera umoznuje
vzdalené spousténi testu a prehledny pristup k vysledkum ze sond pre-
zentovanych jednotlivymi mob. stanicemi GSM/UMTS/LTE, Obr. 5]

HOME NETWORK GPS MAP TESTS

Obrazek 5: Aplikace pro sbér kvalitativnich parametru sluzeb v mobilni siti.
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e Vytézovani znalosti z lokaliza¢nich a provoznich tidaju mobilnich siti
(stanoven{ vykonu dopravct v dopravnim proudu, vyjizd’ky, dojizd’ky,
viz. Obr. [f] dals{ dlohy Fesené na datech mobilnich operdtortu, big data
a jejich zpracovani v platformé HADOOP a vizualizace vysledku s
vyuzitim néstroju GIS) viz. http://method-modata.vsb.cz/.
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Obrazek 6: Pocty cestujicich ve vlacich vybranych spoju.

e Zpracovani teéi (Speaker identification, Speaker emotional recogni-
tion from speech, viz. Obr.[7] Text to speech, Speech to text, znalosti z
oblasti zpracovani signalu jsou kombinovany s metodami dataminingu
jako SOM, GMM, MLP, k-NN, atd.), prikladem jsou ndmi vyvinuté
algoritmy pro rozpoznavani emoci v fe¢i v hovorech v mobilni siti, viz.
http://liptel.vsb.cz/emotions-in-speech/.
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Obréazek 7: Trénovani klasifikatoru pro rozpozani emoci.
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3 Oblasti vyuky

Clenové odborné skupiny Telekomunikace a multimédia jsou garanty vyuky
predmétu v bakaldrském a magisterském navazujicim studiu:

e 440-4113/02 BvK Bezpecnost v komunikacich

e 440-4122/02 KOD Kédovani

e 440-4212/02 KSPS Komunikaéni systémy v podnikovych sitich
e 440-2313/01 LvT Legislativa v telekomunikacich

e 440-2102/02 LO Logické obvody

e 440-4210/02 MuT Multimediélni technika

o 440-4221/02 MKZO Multimedialni komunikace a zabezpeceni obsahu
e 440-4220/01 PST Pokrocilé sitové technologie

e 440-2315/02 PKS I Praktikum komunikaénich siti I

e 440-4214/02 PKS II Praktikum komunika¢nich siti II

e 440-2204/02 PLP Programovatelné logické prvky

e 440-2303/01 PD Ptenos dat

e 440-2206/02 PSaM Pfenosové systémy a média

e 440-2306/02 PrS Pi{stupové sité

e 440-2314/01 SS Spojovaci soustavy

e 440-4202/02 SaD Spolehlivost a diagnostika

e 440-4208/01 TKZ Telekomunikac¢ni koncova zatfizeni

e 440-2202/02 TS Telekomunikaéni sité

e 440-4 106/05 VoIP VoIP

o 440-4 224/02 ZRS Zpracovani fecového signalu

e 440-2103/02 UdKT Uvod do komunikaénich technologi
e 440-4102/02 ZCS Zpracovan{ ¢islicovych signali
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4 Cile tymu

Snahou odborné skupiny je trvale odvadét poctivou praci a dosahovat kva-
litnich vysledku a prispivat tak k roli fakulty a potazmo vysoké skoly, kterou
jako organizace pro vyzkum a Sifeni znalosti ve spolecnosti ma.

Jsme si védomi, ze nasim stézejnim poslanim je pfedevsim vychovavat
inzenyry, ktefi budou v praxi zaddani, Siroce uplatnitelni a stanou se i dobrou
vizitkou své alma-mater. Proto je primarnim cilem dat studentum dobré
zéklady pro jejich inzenyrskou praxi a provéazat ziskavané znalosti s prak-
tickymi tlohami. To se promita nejen ve cvi¢enich a semestralnich projek-
tech, ale i ve faktu, ze néktefi ze studentu se jiz béhem studia stavaji nasimi
kolegy ve vyzkumnych projektech a resenych zakazkéch.

Neméné dulezitd je i spoluprace s praxi, kde se muzeme oprit o dlou-
hodobou spolupraci s renomovanymi spolecnostmi (piikladem mohou byti
smlouvy s Huawei Technologies piingsejici VSB-TUO 80 000 USD z roku
2014 a 250 000 USD z roku 2015 ¢i sml. se Siemens Enterprise Communicati-
ons na 1 mil. K¢ z roku 2013) a v neposledni fadé i vyzkumné projekty, které
pomahaji vytvaret odborné zazemi a profesni rust tymu, zde jde predevsim
o projekty 7FP EU, TA CR, BV MV CR a z dalsich grantovych programu
¢i agentur.

Vice informaci o Fakulté elektrotechniky a informatiky VSB-TUO lze
najit nahttps://www.fei.vsb.cz. Rovnéz doporucujeme navstivit web Ka-
tedry Telekomunikacni techniky http://comtech.fei.vsb.cz, kde se lze
dozvédét i o dalsich odbornych skupinach a aktivitach, které na pracovisti
probihaji.

V Ostraveé, 12. cervna 2017
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Before official establishing research groups

o late of 90’s, the foundation of IP telephony research group
in the Association of Czech universities and the Czech Academy
of Science (CESNET), several people of FEECS participated in
two large national research intents with buget cca 75 mil. EUR:

e 1999-2003, High Performance Networks and their
Applications,

e 2004-2010, Optical Networks and their new Applications,

o the core of future research group T&M,

@ 2002, the foundation of laboratory of IP telephony in FEECS,

@ LIPTEL group - researchers around Laboratory of IP
telephony, http://liptel.vsb.cz

- LY
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7 FP EU Project INDECT 2009-2014

o INDECT - Intelligent Information System Supporting
Observation, Searching and Detection for Security of Citizens in
Urban Environment,

@ Conducted by AGH UST Cracow, 17 research units,
e FP7-Security Call, budget cca 15 mil. EUR,

@ Our results are used by the Czech Police.
I Intelligent Information System Supporting
I d t Observation, Searching and Detectionfor
n e c Secarity of Citizens in Urban Environment -

http://www.indect-project.eu

Miroslav Voznak (FEECS VSB-TUO) Research group T&M June 12, 2017
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Research areas

@ 2011 official establishing research groups in FEECS,

@ in that time research activities exist especially around LIPTEL
group and INDECT project,

@ since 2011 new projects gained from the Czech Technology
Agency (3x), within security research of the Ministry of Interior
Affairs (1x), research industrial contracts (especially 40,000 EUR
from Siemens and 330,000 EUR from Huawei) and others ...
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Research scope of T&M

The research group T&M consist of 10 academic staff, 2
post-doc researchers and 12 PhD. students covering fields of:
e Security of Communication, development of new approaches

to the security incidents recognition,
http://liptel.vsb.cz/en/honeypots_cloud/

Last 24 hours SIP attacks, messages and average connection rate
Source: Beekeeper
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Research scope of T&M

o IP telephony, expert knowledge, example - benchmarking tool
finding the performance limitation of VoIP infrastructure
http://liptel.vsb.cz/sipb/

SIPp Processes
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= y Errors ErrorsMon
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Research scope of T&M

e Internet of Things, Infrastructure of loT, especially Low
Power loT WAN, own campus loT network in unlicensed band,
http://lora.vsb.cz

# nemoenice Ostrava 479

iz
, ; % :
) YM; : borusn
\; X
1, "avny,,

Miroslav Voznak (FEECS VSB-TUO) Research group T&M June 12, 2017 8 /12


http://lora.vsb.cz

Research scope of T&M

@ QoS/QoE, development new approaches for speech and video
quality assessment, example - agent system for speech quality
monitoring consisting of probes.
https://callmon.cesnet.cz/

,allmon  tome Livedemo  Documentation  Download

WHATIS IT? SeeSIP - Callmon

Nowadays, the technology for Internet Advantages
telephony - VoIP is widely used both in the
corporate sector as well as in SOHO

Simple and fast deployment of the
probe and server side.
environments. This is because that the audio or

video packet data communications bring not Reliable and accurate results using
only economic benefit, but also the intrusive measuring methods.
consolidati 1 of trar ission networks. '
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Research scope of T&M

o Mobility knowledge data retrieval from operational and
location records of cellular networks, example - passengers
travelling in particular trains.
http://method-modata.vsb.cz/.

=
=
=t
=

HOS | HOE6 & HO7  HOB | HOS HO7  HOB  HOS | HDE HO7  HOB

06_DOBRICH_VSENORY 07_VSENORY_CERNMOK 08_CERNMOK_CERNOSI 03_CERNOSI_PHARADT 10_PHARADT_PHAVLCH

PM_BE-PH_1
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Research scope of T&M

@ Speech processing - Speaker identification, Speaker emotional
recognition from speech, Text to speech, Speech to text,
example - a new approach to the emotion recognition from
speech in mobile networks,
http://liptel.vsb.cz/emotions-in-speech/.

SERS

Pre-Processing

Features
extraction

Classification

Recognition
Rate

Miroslav Voznak (FEECS VSB-TUO) Research group T&M June 12, 2017 11/ 12


http://liptel.vsb.cz/emotions-in-speech/

Thank you for your attention
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